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« Konfigureres 1 CPL

— Configuration Policy Language

— Minder om Modular QoS CLI (MQC)
« Anvendelse af class-maps i policy map.

class-map type inspect match-all ALL-PRIVATE
match access—-group 101
|
policy-map type inspect PRIV-PUB-PMAP
class type inspect ALL-PRIVATE
inspect
class class—-default
|
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1. Definer zoner
2. Definer zone-par

3. Definer class-maps

1. Beskriver trafikken som ma passere mellem
zoner

4. Definer policy-maps

1. Beskriv hvad der skal ske med class-map
trafikken

5. Tildel policy-maps til zone-par
6. Seet interfaces | zonerne
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zohe-pair security PRI2DMZ source PRIVATE destination DMZ
zone-pair security PRI2INT source PRIVATE destination INTERNET
zone-pair security INT2DMZ source INTERNET destination DMZ

» Behgves ikke defineres pa routeren nu
— Men retninger af policies er vigtige at kende

Internet
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access-1ist 110 permit tcp any host 10.1.1.3 eq smtp
access-1list 120 permit tcp any host 10.1.1.2 eq www
!

class-map type inspect match-all DMZ-HTTP-CM

match access-group 120

match protocol http

!

class-map type inspect match-all DMzZ-SMTP-CM

match access-group 110

match protocol smtp

!

class-map type inspect match-any INT2DMZ-CM

match class-map DMZ-HTTP-CM

match class-map DMZ-SMTP-CM

* Mere sikker men uoverskuelig konstruktion
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* Policy-maps definerer hvad der skal ske

 Trafik der matcher INT2DMZ-CM far lov at
passere og retur trafik far lov at passere

e Alt andet trafik rammer class-default som
dropper al trafik

class-map type inspect match-any INT2DMZ-CM

match protocol http

match protocol smtp
|

policy-map type inspect INT2DMZ-PM
class type inspect INT2DMZ-CM
inspect
class class-default
drop
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» Tre mulige actions pa policy-maps

DROP Default action for al trafik. Trafikken droppes uden icmp
unreachable til afsender. (Silent drop)
PASS Trafikken far lov at passere, men kun i en retning.

Returtrafik droppes

INSPECT Trafikken far lov at passere og retur trafik far lov at

passere. Routeren vedligeholder table over abne TCP og
UDP forbindelser

policy-map type inspect INT2DMZ-PM
class type inspect INT2DMZ-CM
inspect
class class-default
drop
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class-map type inspect match-any INT2DMZ-CM
match protocol http

match protocol smtp

|

policy-map type inspect INT2DMZ-PM

class type inspect INT2DMZ-CM

inspect

class class-default

drop

|
zohe-pair security INT2DMZ source INTERNET destination DMZ
service-policy type inspect INT2DMZ-PM
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class-map type inspect match-any INT2DMZ-CM
match protocol http

match protocol smtp

!

policy-map type inspect INT2DMZ-PM

class type inspect INT2DMZ-CM

inspect

class class-default

drop

!
zohe-pair security INT2DMZ source INTERNET destination DMZ
service-policy type inspect INT2DMZ-PM

!

interface FastEthernet 0/1

description Forbindelse til DMZ zone
zone-member security DMZ

I

Interface FastEthernet 0/2

description Forbindelse til ISP
zone-member security INTERNET
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 Trafik fra zone til self-zone tilladt

* Interfaces konfigureret 1 en zone

— Trafik til IP adresser pa interface i zoner er
tilladt
* De er alle i1 self-zone hvor trafik er permit all
» Separate policies kan anvendes i self-zone
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class-map type inspect match-any INT2SELF-CM
match access-group name MGMT
match access-group name INT-ALLOW
|
policy-map type inspect INT2SELF-PM
class type inspect INT2SELF-CM
inspect
class class-default
drop log
|
zohe-pair security INT2SELF source INT destination self
service-policy type inspect INT2SELF-PM

1p access-1ist extended MGMT
permit ip 10.10.1.0 0.0.0.255 any
1p access-1ist extended INT-ALLOW
permit icmp any any

permit udp any any eq bootps
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Router#show policy-map type inspect zone-pair zp
Zone—pair: zp
Service-policy : pl
Class—-map: cl (match-all)
Match: protocol tcp
Inspect
Session creations since subsystem startup or last reset 0O
current (estab/half-open/terminating) [0:0:0]
Maxever counts (estab/half-open/terminating) [0:0:0]
Last session created never
Last statistic reset never
Last session creation rate 0
Last half-open session total 0
Class—map: class-default (match-any)
Match: any
Drop

0 packets, 0 bytes




