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Installation of additional domain controller and DNS
In this guide we will install DCO2 in site 2 as an additional domain controller in the existing Active Directory
domain in the existing Active Directory forest.

Users in the domain can authentice using either DCO1 or DCO02.

DCO02 will also be installed as DNS server and will be used as the primary DNS server in site 2 and secondary
DNS server for site 1. Which server is used as primary/secondary DNS is controlled solely using DHCP
options. DNS configuration-wise both servers are primary and authoritative for the domain domain.local.

192.168.139.0/24 %

SITE1

Navn Rolle Operatlvsystem
<initial>RRAS01 Gateway, Site-To-Site VPN, Client/server VPN Server 2012 Standard

DCo1 Domain Controller, DNS, DHCP, PKI Server 2012 Standard
Filo1 Filserver Server 2012 Standard
Wsuso1 Windows Server Update Services Server Server 2012 Standard
<initial>RRAS02 Gateway, Site-To-Site VPN, Client/server VPN Server 2012 Standard
DCo2 Domain Controller, DNS, DHCP Server 2012 Standard
Fil02 Filserver Server 2012 Standard
Print01 Printserver Server 2012 Standard
Klient01 Workstation Windows 8 Enterprise
Klient02 Workstation Windows 8 Enterprise

Configuring DCO2
When DC02 must join an existing Active Directory domain, it must communicate with an existing domain
controller. An existing domain controller is found using DNS service records (SRV records).

In our environment, DCO1 is the only DNS server holding SRV records for our domain services. Therefore,
before installing DCO2 as a domain controller, we must configure DCO2 to point to DCO1 as its primary DNS
server. After the Active Directory and DNS installation, DC02 will use itself as primary DNS server. As DNS
data is replicated from DCO1, both server will have the same DNS data and will function as primary and
authoritative DNS servers.



John Have Jensen
©OMercantec 2013

L DCO2 on JOHNH - Virtual Machine Connection = B
File Action Media Clipboard View Help

FO@OO NIPMES

Server Manager * Local Server Manage View

~
& PROPERTIES 1
. For DCO2 TASKS =
Computer name DCoz Last installed updates Ne|
i All Servers Workgroup WORKGROUP Windows Update No |
ii DHCP Last checked for updates Ne| =
¥§ File and Storage Services P
Windows Firewall Public: On Windows Error Reporting Ofl
Remote management Enabled Customer Experience Improvement Program Ng L |
Remote Desktop Disabled IE Enhanced Security Configuration Onl
NIC Teaming Disabled Time zone u
Ethernet 192.168.59.10, IPv6 en Product ID No
Operating system version Microsoft Windows Server 2012 Standard Evaluation  Processors Inty
Hardware information Microsoft Corporation Virtual Machine Installed memory (RAM) 14
Total disk space 39,
<] m [ >
EVENTS
All events | 17 total TASKS =
Filter pel hd hd
v
Server Name o] Severity  Source Log Date and Time
DCoz 8198  Error Microsoft-Windows-Security-SPP Application 22-04-2013 07:45:50 -
DCoz2 8200  Error Microsoft-Windows-Security-SPP Application 22-04-2013 07:45:50 |E
DCoz2 1014 Error Microsoft-Windows-Security-SPP Application 22-04-2013 07:45:50

Status: Running
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o DC02 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help

FO@OO NPMES .

& Server Manager

Server Manager * Local Server P’ wemge Toos  view  hep

=

Dashboard Ly |:@ <« Metwork and Internet » Network Connections » ] G| | Search Network Connections 2@ |

Organize - B v ]

~| | Ethemet
F Metwork
,@f Microsoft Hy -V Networl ap.

Local Server
ii All Servers
78 DHCP

B§ File and Storg

8200 Microsoft-Windows-Security-SPP
DCoz2 1014 Error Microsoft-Windows-Security-SPP Application 22-04-2013 07:45:50

Errar Application 22-04-2013 07:45:50

B ol

Status: Running | @Ba

Right click and choose properties
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oy DC02 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help
FO@®OO NI KBS
=] Server Manager - || x

Server Manager * Local Server 2| P Monage  Toos

L Network Connections =[a] x| ~
+ | E‘ <« Metwork and Internet » Network Connections v & | | Search Network Connections 2@ | ASKS =
- Organize *  Disable this netwg - - - - - - - v M @ Nej
Hi Al Servers ] Ethernet Status =3 Nel
- — Ethernet =
18 pHcp g a.,ﬂr"'f Metwork General Ne
#§ File and Stord W Microsoft Hyper-V Net
Connection
IPv4 Connectivity: Internet Off
IPvE Connectivity: Mo Internet access gram No —
Media State: Enabled Ony
Duration: 00:17:17 (U1
Speed: 10.0 Gbps Ng
B Int
Activity 14
Sent — r! ——  Received =
& >
Bytes: 6.973 | 219,427
|SﬂProperﬁes | | |SﬂDisable | | Diagnose |
BSKS =
Titem 1 item selected = ~
DCoz2 8200  Error Microsoft-Windows-Security-SPP Application 22-04-2013 07:45:50 E
DCoz2 1014 Error Microsoft-Windows-Security-SPP Application 22-04-2013 07:45:50
W
e el ) BB o B oan 0
= 22-04-2013

Status: Running |
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oy DC02 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help
FO@®OO NI KBS
=] Server Manager - || x

@ ¥ Server Manager * Local Server Manage  Tools

L Network Connections =[a] x| ~
128 Dashboard + | E‘ <« Metwork and Internet » Network Connections v & | | Search Network Connections 2@ | ASKS =
Local Server -
Organize Disable this netwg—— - - - - | = - v M @ Nej
& All Servers [ 0 th Static Nd
. = | Ethernet Ethernet Properties =
1% prce kg MNetwork o
#§ File and Stord @ Microsoft Hyper-V Net Networking
Connect using: of
l_-'lf‘ Microsoft Hyper-V Network Adapter gram Ng L
Ony
o
This connection uses the following tems: Nd
% Client for Microsoft Networks
ngS Packet Scheduler
g File and Printer Sharing for Microsoft Networks
[] -a Microsoft Netwark Adapter Multiplexor Protocal Int
& Link-Layer Topology Discovery Mapper 1/0 Driver 1d
4. |ink-Layer Topology Discovery Responder 4
- Intemet Protocol Version 6 (TCP/IPvE) i
P Intemet Protocol Version 4 (TCP/IPvd) 3
Description
Transmission Control Protocol/Intemet Protocol. The defautt
wide area network protocol that provides communication PSKS ¥
across diverse interconnected networks.
.
Titem 1 item selected = ~
DCoz2 8200  Error Microsoft-Windows-Security-SPP Application 22-04-2013 07:45:50 E
DCoz2 1014 Error Microsoft-Windows-Security-SPP Application 22-04-2013 07:45:50
W

e o

Status: Running |
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oy DC02 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help
FO@®OO NI KBS
=] Server Manager - || x

@ ¥ Server Manager * Local Server Manage  Tools

L Network Connections =[a] x| ~
128 Dashboard + | E‘ <« Metwork and Internet » Network Connections v & | | Search Network Connections 2@ | ASKS =
Local Server -
Organize Disable this netwg—— - - - - | x 1| - v M @ Nej
& All Servers [ tth et — Nd
18 DHCP = Ethemet ) Ethernet Properties X N =
e
S Network
#§ File and Stord W Microsoft Hyper-V Net Networking
T intern i i |I;- o
Internet Protocol Version 4 (TCP/IPv4) Properties | * = O
General Ony
Ul
T You can get IP settings assigned automatically if your network supports N
this capability. Otherwise, you need to ask your network administrator o
for the appropriate IP settings.
") Obtain an IP address automatically
(®) Use the following IP address: Int
1P address: 192 . 168 . 59 . 10 19
39,
>
Obtain DNS server address automatically
Use the following DMS server addresses: E
Preferred DNS server: 192,168 . 53 . 10
Alternate DNS server: I:l \/
[ validate settings upon exit
Titem 1 item selected R 4= =l ~
oco2 B w G| bon 2208203 07550 [
DCoz2 10T TVITCTOSOT= VWITTIOWS-SECUT Iy -3F F Appmcation  22-04-2013 07:45:50
W
[ |

=%

Status: Running |

We will point at DCO1 as primary DNS
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o DC02 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help

FO@OO NIPMES

Server Manager * Local Server Manage View
Add Roles and Features
i PROPERTIES Remove Roles and Features
For DCO2
o Add Servers
Computer name DCoz Last installed Sz B &y
@ All Servers Workgroup WORKGROUP Windows Up Server Manager Properties
ii DHCP Last checked for updates Ne
¥§ File and Storage Services P
Windows Firewall Public: On Windows Error Reporting Ofl
Remote management Enabled Customer Experience Improvement Program No
Remote Desktop Disabled IE Enhanced Security Configuration Onl
NIC Teaming Disabled Time zone u
Ethernet 192.168.59.10, IPv6 enabled Product ID No
Operating system version Microsoft Windows Server 2012 Standard Evaluation  Processors Inty
Hardware information Microsoft Corporation Virtual Machine Installed memory (RAM) 14
Total disk space 39,
<] m [ >
EVENTS
All events | 17 total TASKS =
Filter pel hd hd
v
Server Name o] Severity  Source Log Date and Time
DCoz 8198  Error Microsoft-Windows-Security-SPP Application 22-04-2013 07:45:50 -
DCoz2 8200  Error Microsoft-Windows-Security-SPP Application 22-04-2013 07:45:50 |E
DCoz2 1014 Error Microsoft-Windows-Security-SPP Application 22-04-2013 07:45:50

Status: Running

Now we can add the Domain Services binaries.
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oy DC02 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help

FO@OO NPMES

=] Server Manager - || x

@ ¥ Server Manager * Local Server Manage

B PROPERTIES -
122 Dashboard . For DCO2 TASKS +
B Local Server | ~ .
|
i All Servers [ Add Roles and Features Wizard -[alx] No
18 DHCP Ne| |7
H - - DESTIMATION SERVER
EE File and Storage S| Before you beg in o
Off
This wizard helps you install roles, role services, or features. You determine which roles, role services, or Ng
features to install based on the computing needs of your organization, such as sharing documents, or Ony
Installation hosting a website. wl
Server Selection i Nal
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:
* The Administrator account has a strong password Int
* Network settings, such as static IP addresses, are configured 14
* The most current security updates from Windows Update are installed 39,
If you must verify that any of the preceding prerequisites have been completed, close the wizard, >

complete the steps, and then run the wizard again.

To centinue, click Next.

[] Skip this page by default

el =

Status: Running
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File Action Media Clipboard View Help

FO@OO NPMES

=] Server Manager
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- o

D1 F

Manage Tools

i PROPERTIES

Dashboard For DCO2 TASKS ¥
| , N
|
i Al Servers [ Add Roles and Features Wizard -[alx] No
18 DHCP Nel
H - - - DESTIMATION SERVER
W Fileand Storage S Select installation type bco2
Off
Before You Begin Select. the installation brpe. You can |ns?a|l roles and features on a running physical computer or virtual Ngy
machine, or on an offline virtual hard disk (VHD). Onl
] . (® Role-based or feature-based installation v
Server Selection _ X i Nal
Configure a single server by adding roles, role services, and features.
) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment. Int
14
39

~
- o : 07:59 -
a = [ @b PAN ) 0 oms

Status: Running

=L g
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oy DC02 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help
FO@®OO NI KBS
=] Server Manager - || x

@ ¥ Server Manager * Local Server Manage

B PROPERTIES =
122 Dashboard . For DCO2 TASKS +
B Local Server | ~ .
€|
i All Servers [ Add Roles and Features Wizard -[alx] No
78 DHCP Nd [T
H - - 3 DESTIMATION SERVER
W Fileand Storage S Select destination server bco2
Ofl
Before You Begin Select a server or a virtual hard disk on which to install roles and features. Ngy =
Ony
Installation T ) Select a server from the server pool wl
() Select a virtual hard disk
Noy
Server Rolss Server Pool
Features
Filter: |
Int
Name IP Address Operating System 14
192.168.59.10 Microsoft Windows Server 2012 Standard Evaluation 39

1 Computer(s) found :)_.
This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

el

Status: Running |
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oy DC02 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help

FO@OO NPMES

=] Server Manager - || x

@ ¥ Server Manager * Local Server Manage

i PROPERTIES s

Dashboard For DCO2 TASKS =

B Local Server |
= Ne|

i All Servers [ Add Roles and Features Wizard -[alx] No
{1 DHCP Nl [T
H - DESTIMATION SERVER
W& Fileand Storage S Select server roles oce2

Off
Before You Begin Select one or more roles to install on the selected server, Ngy =
Ony
Installation T Roles Description U
Server Selection - - : A Active Directory Domain Services Noy
] Actve Drectory Certlflate Services — (AD DS) stores information about
Active Directory Domain Services objects on the network and makes
[[] Active Directory Federation Services this information available ta users
. . . . - and network administrators, AD DS
[] Active Directory Lightweight Directory Services uses domain controllers to give Int
[[] Active Directory Rights Management Services network users access to permitted 1d
[] Application Server resources anywhere on the network 39
| DHCP Server {Installed = through a single logon process.
DHCP Server (Insta 5
[] DNS Server —_—
[] Fax Server
3 File And Sto S (
[ Hyper-V zl
[] Network Policy and Access Services | i
[] Print and Document Services o
[ Remote Access
[[] Remote Desktop Services
v
~
< Previous | ‘ Next =
L

el

Status: Running |
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oy DC02 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help
FO@®OO NI KBS
=] Server Manager - || x

@ ¥ Server Manager * Local Server Manage

55 PROPERTIES —
122 Dashboard . For DCO2 TASKS +
B Local Server | ~ .
€|
i All Servers [ Add Roles and Features Wizard =8 X ||
78 DHCP Nd [T
H - DESTIMATION SERVER
W8 Fileand Storage S4| - Select server rojfg8 Add Roles and Features Wizard x| oco2
x Ofl
Add features that are required for Active Directory L m
Domain Services? ion @
Ul
You cannot install Active Directory Domain Services unless the “'EC‘C'"}{ Domalr? Services Ngy
following role services or features are also installed. stores information about
pn the network and makes
[Tools] Group Policy Management fmation ava_i\able to users
4  Remote Server Administration Tools °Tk ZEIGIIETETRS .AD 3 Int
main controllers to give [
4 Rele Administration Teols users access to permitted 1d
4 AD DS and AD LDS Tools s anywhere on the network 39
Active Directory module for Windows PowerShell 2singielcgon/process 8

4 AD DS Tools [
[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

Add Features | | Cancel |

< Previous Next >

B (el =

Status: Running |
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oy DC02 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help
FO@OO NP MED

=] Server Manager - || x

@ ¥ Server Manager * Local Server Manage

& PROPERTIES 1
122 Dashboard . For DCO2 TASKS +
B Local Server |
- = Ne|
i All Servers [ Add Roles and Features Wizard -[alx] No
18 DHCP Ne| |7
H - DESTIMATION SERVER
W& Fileand Storage S Select server roles oce2
Off
Before You Begin Select one or more roles to install on the selected server, Ngy =
Ony
Installation T Roles Description U
Server Selection i
= [ Active Directory Certificate Services e GE3 Dlrectoq:' Domalr? e Noj
ver Roles _ . . (AD DS) stores information about
Active Directory Domain Services objects on the network and makes
Featurss [ Active Directory Federation Services this information available ta users
AD DS [] Active Directory Lightweight Directory Services R e el e AT Int
. . : . uses demain controllers to give [
Confirmation [] Active Directory Rights Management Services network users access to permitted 1d
[] Application Server resources anywhere on the network 39
| DHCP Server (Installed = through a single logon process.
' >
[] DNS Server —_—
[] Fax Server
3 File And Sto S (
[ Hyper-V zl
[] Network Policy and Access Services | i
[] Print and Document Services o
[ Remote Access
[[] Remote Desktop Services
v
~

el

Status: Running |
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o DC02 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help
FO@®OO NI KBS .
=] Server Manager - || x

Manage View

~
58 PROPERTIES i
Dashboard . For DCO2 TASKS =
Local Server
Ne|
All Servers Nal
18 DHCP Ne |
H - DESTIMATION SERVER
W& Fileand Storage S Select features oce2
Off
Before You Begin Select one or more features to install on the selected server, Ngy =
Ony
Installation Type Features Description wi
Server Selection B ot ... . [E— .NET Framework 3.3 combines the Ny
e power of the .NET Framework 2.0
penuerRobs b [W] .NET Framework 4.5 Features (Installed) APls with new technologies for
Fea b [] Background Intelligent Transfer Service (BITS) | = building applications that offer
AD DS [] BitLocker Drive Encryption appealing user :nber[aces, i Int]
. your customers' personal identity [
Confirmation [] BitLocker Network Unlock information, enable seamless and 19
[] BranchCache secure communication, and provide 39
[] Client for NFS the ability to model a range of
business processes. >
[[] Data Center Bridging
[] Enhanced Storage
[] Failover Clustering
Group Policy Management n
[ Ink and Handwriting Services
[ Internet Printing Client )
[] Ip Address Management (IPAM) Server
< n
~
Install | | Cancel | |E
W

I 4/ _ 5 B

Status: Running
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oy DC02 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help

FO@OO NPMES

=] Server Manager - || x

@ ¥ Server Manager * Local Server Manage

B PROPERTIES =
122 Dashboard . For DCO2 TASKS +
B Local Server | ~ .
|
i All Servers [ Add Roles and Features Wizard -[alx] No
{1 DHCP Nl [T
= . . . . . DESTIMATION SERVER
g File and Storage S Active Directory Domain Services ocoz
Off
Before You Begin Active Directory Domain Services [AD DS) stores information abo.ut. users, cpmputers_. a.r?d other devices Ng —
on the network. AD DS helps administrators securely manage this information and facilitates resource Ony
Installation sharing and collaboration between users. AD D5 is also required for directory-enabled applications Wl
Server Selection such as Microsoft Exchange Server and for other Windows Server technologies such as Group Policy. Nl
Server Roles Things to note:
Features y - B
* To help ensure that users can still log on to the network in the case of a server outage, install a
minimum of two domain controllers for a domain. Int
Confirmation * AD DS requires a DNS server to be installed on the network. If you do not have a DNS server 1d
installed, you will be prompted to install the DNS Server role on this machine. 39
* Installing AD DS will also install the DFS Namespaces, DFS Replication, and File Replication services
which are required by AD DS. >

Learn more about AD DS

el

Status: Running |
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oy DC02 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help

FO@OO NPMES

=] Server Manager - || x

@ ¥ Server Manager * Local Server Manage

55 PROPERTIES —
122 Dashboard . For DCO2 TASKS +
B Local Server |
- = Ne|
i All Servers [ Add Roles and Features Wizard -[alx] No
11 DHCP Nl T
- = = = = = DESTIMATION SERVER
W& Fileand Storage S Confirm installation selections bco2
Off
Before You Begin To install the following roles, role services, or features on selected server, click Install. Ng —
Ony
Installation T [] Restart the destination server automatically if required ul
Server Selection Optional features (such as administration tools) might be displayed on this page because they have Nd
%ol been selected automatically. If you do not want to install these optional features, click Previous to clear
W oles -
SSVEgROIES their check boxes.
Features
AD DS Active Directory Domain Services -

Remate Server Administration Tools

Role Administration Tools +
AD DS and AD LDS Tools R4
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center zl
AD DS Snap-Ins and Command-Line Tools —
Ly
Export configuration settings
Specify an alternate source path
~

Install Cancel -

el =

Status: Running |
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oy DC02 on JOHNH - Virtual Machine Connection - B
File Action Media Clipboard View Help
FO@OO NPMES
=] Server Manager - || x
Server Manager * Local Server @) | FA e
B PROPERTIES -
122 Dashboard . For DCO2 TASKS +
B Local Server | ~ .
el
All Servers [ Add Roles and Features Wizard -[alx] No
i AD D3 Ne |T
H - DESTIMATION SERVER
T2 DHCP Installation progress bco2
¥§ File and Storage 54 Off
View installation progress Ngy =
On|
o Feature installation Ul
| — Nol
Configuration required. Installation succeeded on DCO2.
Active Directory Domain Services Eal
Additional steps are required to make this magjgne a domain controller. t
Promote this server to a domain controller :_
9
Group Pelicy Management 39
Remote Server Administration Tools
Role Administration Tools = 112

AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools w

You can close this wizard without interrupting running tasks. View task progress or open this
(1] page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next >

el =

Status: Running |
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oy DC02 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help
FO@®OO NI KBS

- 0 x

=] Server Manager

Server Manager * Local Server

= Active Directory Domain Services Configuration Wizard HE A
TASKS ¥
D | t C _[: t TARGET SERVER
- eploymen onriguration DCo2 Nef
i Al Sef =151 X Il
I§l AD D Deployment Configuration g . & N i
_ elect the deployment operation -
1% DHCP Domain Controller Options fren S_gsi
- ) . ) Add a domain controller to an existing domain
B File ar) Additiona| Optiens ) Add a new domain to an existing forest Off
aths ) Add a new forest o m
Review Cptions B L B . - o
Specify the domain information for this operation Ul

Domain: domain.local Noj

Supply the credentials to perform this operation

administrator@dormain.local Int
n

|>

n
w

More about deployment configurations -
0
open this
TAPOTL COTTgUT TR T ST Tgs
~

< Previous Next >

Bl &l

Status: Running |
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oy DC02 on JOHNH - Virtual Machine Connection = B
File Action Media Clipboard View Help
FO@OO NPMES
=] Server Manager - || x
Server Manager * Dashboard @) | FA Manage  Tools  View  Help
Active Directory Domain Services Configuration Wizard == -
. - o - TARGET SERVER
i Alsenersf  Domain Controller Options e
il ADDs
18 DHcP Deployment Configuration ) ) L -
- ) Specify domain controller capabilities and site information
- - Domain Mame System (DNS) server =
DNS Options Global Catalog (GC)
Additional Options [ Read only domain controller (RODC)
aths Site name: Site2 |v|
Review Options
- Type the Directory Services Restore Mode (DSRM) password
Prerequisites Check
Password: sssssnene Hide
Confirm password: Ty
More about domain controller options
BPA results BPA results
[ | L 08:39
> A R

=88

Status: Running

Notice how the wizard identifies which site DC02 belongs to, using IP/subnet information.

DC02 must also have a DSRM password, in our test environment we can use Password1
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T

DC02 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help

2 0@OO NPMHB

=

Server Manager

Server Manager * Dashboard @ | FA Manage  Tools

Active Directory Domain Services Configuration Wizard == -
i Local Serv:
. - TARGET SERVER
W& All Servers| DNS Op‘“ons e
Igl AD DS
ii DHCP | i, A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more x
ii File and 5t Daployment Configuration i X X
Specify DNS delegation options =
Domain Controller Cptions
Update DNS delegation
Additional Options
Paths
Review OCptions
Prerequ Hide
More about DNS delegation
BPA results BPA results
[ | L 08:39
ATNE e

Status: Running

=L g
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oy DC02 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help
FO@®OO NI KBS
=] Server Manager - || x

Server Manager * Dashboard @ | FA Manage  Tools

Active Directory Domain Services Configuration Wizard == -
i Local Serv:
= Snc . TARGET SERVER
i Auseners} - Additional Options e
il ADDs
i DHCP Deployment Configuration . .
- ) . - Specify Install From Media (IFM) Options
WE File and St Domain Controller Options -
[ Install from media =
DNS Cptions
Specify additional replication options
Paths Replicate from: Any domain controller | = |
Review Options
Prerequ
Hide
More about additicnal options
BPA results BPA results
[ | L 08:40
ATNE e

Status: Running

=L g
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oy DC02 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help
FO@®OO NI KBS
=] Server Manager - || x

Server Manager * Dashboard @ | FA Manage  Tools

Active Directory Domain Services Configuration Wizard == -
i Local Serv:
. TARGET SERVER
BE All Servers| Paths e
Igl AD DS
i DHCP Deployment Configuration . . .
- ) . - Specify the location of the AD DS database, log files, and SYSVOL
WE File and St Domain Controller Options -
s oo Database folder. CAWindows\NTDS ] =
5 Options
) \ ° _I Log files folder: C:AWindows\NTDS El
uddiionallopiion: SYSVOL folder: CAWindows\SYSVOL ]
Hide
More about Active Directory paths
BPA results BPA results
[ | L 08:40
ATNE e

Status: Running

=L g
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oy DC02 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help
FO@®OO NI KBS
=] Server Manager - || x

Server Manager * Dashboard 2 | FA Manage  Tools

(= Active Directory Domain Services Configuration Wizard == -
i Local Serv:
e . e TARGET SERVER
i Allsenvers§  Review Options e
Igl AD DS
ii DHCP Decloyment Confiouration Review your selections:
ii File and St Domain Contraller Options Configure this server as an additional Active Directory domain controller for the domain ~
I "domainlocal”. =
DNS Cptions
Additional Cptions Site Name: Sit=2
Additional Options: =
Read-only domain controller: No
Global catalog: Yes Hide
DNS Server: Yes
Update DNS Delegation: No
Source domain controller: any writable domain controller
v
These settings can be exported to a Windows PowerShell script to automate
additional installations
More about installation options
BPA results BPA results
v
[ ] e 08:40
ATNE e

=L g

Status: Running
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oy DC02 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help

FO@OO NPMES

=] Server Manager - || x

Server Manager * Dashboard

= Active Directory Domain Services Configuration Wizard |;|£-

B Local Serv

= .. TARGET SERVER
i Auseners}  Prerequisites Check e
| AD DS

DHCP | & Al prerequisite checks passed successfully, Click ‘Install’ to begin installation. Show more X

File and S| Deployment Configuration . ) ) . S 3
Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Cptions computer

DNS Options Rerun prerequisites check
Additional Cptions
Paths ~ View results

Cptions !

Windows Server 2012 domain controllers have a default for the security setting named |
"Allow cryptography algorithms compatible with Windows NT 4.0" that prevents weaker Hide
cryptography algorithms when establishing security channel sessions.

For maore information about this setting, see Knowledge Base article 942564 (httpy/y
gomicrosoft.com/fwlink/?Linkld=104751).

. A delegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resolution from outside the
domain "domain.local”. Otherwise, no action is required. v

1, If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

Install | | Cancel

BPA results BPA results

& BEG o p

Status: Running
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oy DC02 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help
FO@®OO NI KBS
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Status: Running

After completing the installation and restarting DCO2 we make sure DCO2 uses its own loopback IP address
as primary DNS.

Verify the installation
We can verify the installation on DC02 by checking if DNS data has replicated and by checking if Active
Directory computer objects has replicated.
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Extra steps if domain controller is also a DHCP server

When a DHCP server is installed as a domain controller or becomes a member server of a domain, it must
be authorized in Active Directory to be allowed to run the DHCP service. Authorized DHCP servers are listed
on a whitelist in Active Directory. The reason for this is, that unauthorized DHCP servers can be found more
easily by comparing a complete list of all DHCP servers on the network to the whitelist in Active Directory.
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Status: Running

A refresh (F5 for example) should show the scopes as activated.



