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Chapter 2 - Sections & Objectives

2.1 Static Routing Implementation
- Explain the advantages and disadvantages of static routing.
- Explain the purpose of different types of static routes.

2.2 Configure Static and Default Routes
- Configure IPv4 and IPv6 static routes by specifying a next-hop address.
« Configure IPv4 and IPv6 default routes.
- Configure a floating static route to provide a backup connection.
- Configure IPv4 and IPv6 static host routes that direct traffic to a specific host

2.3 Troubleshoot Static and Default Route Issues
- Explain how a router processes packets when a static route is configured.
»  Troubleshoot common static and default route configuration issues.
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Static Routing
Reach Remote Networks

A router can learn about
remote networks in one of

Static and Default Route Scenario

two ways:
* Manually - Remote R ]
networks are manually thentemet t s also my B I\D
. only way out of here. | just nuernme
entered into the route eed s dobauk sitic. |

route to reach any

table using static routes.

network that | do not know
10 192.168.10.0/24 P

10.1.1.0/24
A0

GO/I0
A

- Dynamically - Remote
routes are automatically =3
learned using a dynamic | gt TR
routing protocol.

209.165.200.224/30

Router R1 only has two
networks that | need to
know about, so | just
need two static routes
to reach those
netwaorks.

10.1.2.0/24

192.168.11.0/24




Static Routing
Why Use Static Routing?

Static routing provides some advantages over dynamic routing, including:

= Static routes are not advertised over the network, resulting in better

security.

= Static routes use less bandwidth than dynamic routing protocols, no
CPU cycles are used to calculate and communicate routes.

= The path a static route uses to send data is known.

Configuration

Complexity

Topology Changes

Security

Uses CPU, memory, link bandwith

Predictability

Dynamic Routing Static Routing

Generally independent of the
network size

Automatically adapts to topology
changes

Suitable for simple and complex
topologies

Less secure

Route depends on the current
topology

Increases with network size

Administrator intervention required

Suitable for simple topologies

More secure
Mo extra resources needed

Route to destination is always the
same



Static Routing
When to Use Static Routes

Static routing has three primary uses:

= Providing ease of routing table maintenance in smaller networks.

= Routing to and from stub networks. A stub network is a network
accessed by a single route, and the router has no other neighbors.

= Using a single default route to represent a path to any network that does
not have a more specific match with another route in the routing table.

Metwaork ’

Stub MNetwork

172.16.2.0/24

172.16.3.0/24

S0//0

Stub Router



Types czf Static Routes
Static Route Applications

Static Routes are often used to:

= Connect to a specific network.
= Provide a Gateway of Last Resort for a stub network.

= Reduce the number of routes advertised by summarizing several
contiguous networks as one static route.

= Create a backup route in case a primary route link fails.



sl
CISCO.

Types of Static Routes

Standard Static Route

Connecting to a Stub Network

[ Stub Network
S0/0/0

172.16.2.0/24

172.16 -“24 S0/0/0

GO/D

[ Stub Router ]

Network

A

There is no need to use a

dynamic routing protocol with
R1to reach 172.16.3.0/24.

| can simply use a static route
to reach the stub network.

2% B ¥



Types of Static Routes

Default Static Route

= A default static route is a route that matches all packets.

= A default route identifies the gateway |IP address to which the router
sends all IP packets that it does not have a learned or static route.

= A default static route is simply a static route with 0.0.0.0/0 as the
destination IPv4 address.

Metwork

Stub Network .

172.16.2.0/24

172.16.3.0/24
S0/0/0

All | need to know about are my "
directly connected networks. For Stub Router
all other networks, | can use a

default static route pointing to R2.



Types of Static Routes
Summary Static Route

Using One Summary Static Route

172.21.0.0/16

—&

172.23.0.0/16

172.20.0.0/16

=<
S0/ -
S0/0/0 Y

| can represent all four networks:
172.22.0.0116 - 172.20.0.0/16
172.21.0.0/16
172.22.0.0/16
172.23.0.0/16

Using a single summary route:
172.20.0.0/14




Types of Static Routes

Floating Static

Route

Configuring a Backup Route

private WAN link.

2 ‘.

However, if that link
ever fails, | can use a
floating static route
connecting to the

| prefer to reach the
HQ router using the

Private WAN
172.16.1.0/30

S0/0/0 S0/0/0

R 1

S0/0/1 S0/0/1
242 .226

HQ
209:165.200.224/29

Branch
209.165.200.240/29
N

Internet

Internet as a backup.
—_——
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Configure IPv4 Static Routes
ip route Command

Router (confiq)# ip route network-address subnet-mask
{ip-address | exit-intf}

network- Destination network address of the remote network to be
address added to the routing table

subnet-mask «  Subnet mask of the remote network to be added to the
routing table
The subnet mask can be modified to summarize a group
of networks

ip-address - Commonly referred to as the next-hop router’s IP address
Typically used when connecting to a broadcast media
(i.e., Ethernet)
Commonly creates a recursive lookup

exit-intf - Use the outgoing interface to forward packets to the
destination network
Also referred to as a directly attached static route
Typically used when connecting in a point-to-point
configuration

distance - (Optional) Configures an administrative distance
Typically used to configure a floating static route




Configure IPv4 Static Routes

Next-Hop Options

The next hop can be identified by an IP address, exit interface, or both.
How the destination is specified creates one of the three following route
types:

= Next-hop route - Only the next-hop IP address is specified.

= Directly connected static route - Only the router exit interface is
specified.

= Fully specified static route - The next-hop IP address and exit
interface are specified.
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Configur:—:- IPv4 Static Routes _
Configure a Next-Hop Static Route

Configuring Next-Hop Static Routes on R1

172.16.3.0/24 * 192.168.2.0/24

El (config)# ip route 172.16.1.0 255.255.255.0 172.16.2.2
Rl (config)# ip route 192.168.1.0 255.255.255.0 172.16.2.2
Rl (config)# ip route 192.168.2.0 255.255.255.0 172.16.2.2

Rl (config) #
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Configure IPv4 Static Routes
Configure Directly Connected Static Route

Configure Directly Attached Static Routes on R1

1
S0MV0 S00/1 e, (010
-
£

17216.3.0/24 f 192.168.2.0/24

Fl (config) #ip routa 172.16.1.0 255.255.255.0 s0/0/0

El (config) #ip route 192.168.1.0 255.255.255.0 s0/0/0 .

Rl {config)h #ip route 192.168.2.0 255.255.255.0 s0/0/0 5 172,16.1.0/24 is directly connected, Serial0/0/0 ::

Rl (config) # C 172.16.2.0/24 is directly connected, Seriall/0/0
L 172.16.2.1/32 is directly connected, Serial0/ 0/0
C 172.16.3.0/24 is directly connected, GigabitEthernet0/0
L 172.16.3.1/32 is directly connected, GigabitEthernet0/D -
3 152.16A.1.0/24 iz directly connected, Seriall/ 0,0 -
8 192,168.2.0/24 is directly connected, Serial(/0/0 rJ!

K1
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Configure IPv4 Static Routes

Configure a Fully Specified Static Route

Configure Directly Attached Static Routes on R1

172961034

[

gt

L ,:_-1..':{::;
172 mmzq/v ‘ﬂuaz.:u.mm
1 i
Gl SO00 SO A0
o ¥ DL E '
172 1630724 T 1821682 V24

fighfidp routs 172.16.1.0 255.255.295.0 «0/0/0
nflg) tip route 18G.160.1.0 335,335,355 .0 #0700

Bl lconfigh fip eoute 1592 168 2.0 IS5 255 F55.0 #070/0 -] PT2.06.1.0/24 in dirsokly remcted, Beriall ) |
fcontich | : iy : : TR r
im d "
im i Bigabd EEEhs rmet
E6.3.1532 1a d i Glgabd tEehermet
1 - 1 direatly inected, Seriallsd

193 068.2.0/34 ia dizectly conrected, Sucisllf0r0 r_l
LR b |
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Configure IPv4 Static Routes

Verify a Static Route

2%0OCE

\Ngz.ma.m.'m
SO0 Soon
DCE

1T216.3.0/24 1\ 192.168.2.0/24

* show ip rovte static | begin Gatesay

of last resort is mot set

172.16.0.0/18 i3 ;d;idliy gubnetted, LY subneta,

172.16.1.0/24 [1/0] wia 172,

Z masks

= 192.168.1.0/24 [1/0] wia 172.16.2.2

5 192.168.2.0/24 [1/0] via 172.14.2.2

CB1lf show ip roube 192.168.2.1
Routing entr

y for 132.168.2.0/24

Foute metric is 0, traffic share count is !

o1 @

ip
ip

show rumning-config | section ip roote

roote 172.16.1.0 255.255.255.0 172.16.2

route 192,168

route 192,168, 2.

b 253.2

1e 1E

s .

[

P




Configure IPv4 Static Routes

Default Static Route

Default Static Route Syntax

Router (config)#ip route 0.0.0.0 0.0.0.0 {ip-address | exit-intf}

0.0.0.0 0.0.0.0 ° Matches any network address.

ip-address - Commonly referred to as the next-hop router’s IP address.
Typically used when connecting to a broadcast media
(i.e., Ethernet).
Commonly creates a recursive lookup.

exit-intf - Use the outgoing interface to forward packets to the
destination network.
Also referred to as a directly attached static route.
Typically used when connecting in a point-to-point
configuration.
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Configur:—:- IPv4 Static Routes _
Configure a Default Static Route

Configuring a Default Static Route

2% B ¥

172.16.3.0/24 T 192.168.2.0/24

Rl (config)4 ip route 0.0.0.0 0.0.0.0 172.16.2.2
Rl (config)#




Configure IPv4 Static Routes

Verify a Default Static Route

Verifying the Routing Table of R1

THLTRY e

GO0

S0

S0 5 oY% DEE
1721620004 A W 182161 24
i L
50Nl ST ¥ 0
OCE -
- '»
1TE1EII2S ,T_ 182 1682 24
Fliakow ip roubs stakbtlis =
Codaa: L lacwl, © seanected, § = gEakiec, B AIP.
H - mobile, B - BEF, 0 - EIGRP, i
E¥ - EICEF sxtermal, O - OEPF. IA - OEPF inftear areps
H1l - O3FF HEEA mxtern -
HI - ASPF M8ER axtarn * = candidate default, U - per-user static fouka -
(T - o= JOF, F - pericidic dosumlosdesd statle rouks,

El = O5FF sxtarnal Ty i
Fo = ASPF axraraal J_:I- H = HWHEF, 1 e LIE?ll 3 it I.'E'I:I:I.'.l:-ﬂ'.Ed Cowte,
gy = TH=I5 mamnarv. | ¥ = paxt hop averride

i |Garesay of last rescrt s 1T72.16.2.2 to network O.0.0.0

A
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Configure IPv6 Static Routes
The ipvé route Command

IPv6 Command Syntax

:R:nutertc:cnrzfiq}# ipvé route ipvb-prefix/prefix-length
{ipvé—address exit-intf}

Description

ipve-prefix Destination network address of the remote network to be
added to the routing table.

prefix-length Prefix length of the remote network to be added to the
routing table.
ipve-address - Commonly referred to as the next-hop router’s IP
address.

Typically used when connecting to a broadcast media
(i.e., Ethernet).
Commonly creates a recursive lookup.

exit-intf - Use the outgoing interface to forward packets to the
destination network.
Also referred to as a directly attached static route.
Typically used when connecting in a point-to-point
configuration.




Configure IPv6 Static Routes

Next-Hop Options

= Next-hop static IPv6 route - Only the next-hop IPv6 address is
specified

= Directly connected static IPv6 route - Only the router exit interface is
specified

= Fully specified static IPv6 route - The next-hop IPv6 address and exit
interface are specified



Configure IPv6 Static Routes

Configure a Next-Hop Static IPv6 Route

Configure Next-Hop Static IPv6 Routes

2001:DB8:ACAD:2::/64

S0/0/1
S0/0/0 /. 2

“{

GO/O e S0/0/0 S0/0/1

-
1 : r

[
2001:DB8&:ACAD:1::/64 2001:DB8:ACAD:3::/64

Rli{config)# ipvé route 2001:DBS:ACAD:2::/64 2001:DBB:ACAD:4::2
Rl (config)# ipvé route 2001:DB8:ACAD:5::/64 2001 :DEB:ACAD:4::2
Bl (config)# ipvé route 2001:DBES:ACAD:3::/64 2001:DBS:ACAD:4::2
Rl (confiqg) ¢




Configure IPv6 Static Routes

Directly Connected Static IPv6 Route

Configure Directly Connected Static IPvé Routes on R1

[
2001:DBB:ACAD:2::/64

. - ]
2001:DBE:ACAD:1::/64 2001:DBE:ACAD:3::/64

Rl (config) # ipwé route 2001:DBE:ACAD:2::/64 s0/0/0
Rl {config) # ipvée route 2001:DBE:ACAD:5::/64 s0/0/0
81 (confiqg) # ipvé route 2001:DBE:ACAD:3::/64 s0/0/0
Rl (config) #

Rl#




Configure IPv6 Static Routes

Fully Specified Static IPv6 Route

Configure Fully Specified Static IPv6 Routes on R1

2001:DB8:ACAD:1::/64 2001:DB8:ACAD:2::/64
S0/0/0

1 2001:DB8:ACAD:4::/64 S0/0/0
FEBI]::1\ - .6

FE8&D:2
—

IPv6 link-local addresses

Rl (config)# ipvé route 2001:db8:acad:2::/64 fe80::2

% Interface has to be specified for a link-local nexthop
Rl (config)# ipvé route 2001:db8:acad:2::/64 s0/0/0 feB0::2
Rl (config) #




Configure IPv6 Static Routes

Verify IPv6 Static Routes

In addition to ping and
tracercute, com mands to Verify a Specific Entry in the Routing Table
verify static routes include:

.2001 DBE&:ACAD:2::/64
= show ipv6 route
= show ipv6 route static

= show ipv6 route
network

2001:DB&:ACAD:1::/64 i‘ 2001:DB8:ACAD:3::/64

El# show ipve route 2001:db8:acad:3::
Routing entry for 2001:D38:RACAD:3::/ 64
Known via "statie™, distance 1, metric 0
Route count is 171, share count 0
Bouting paths:
2001 :DBE:ACAD:d::2
Last updated 00:19:11 ago

Rl




Configure IPv6 Default Routes

Default Static IPv6 Route

Default Static IPv6 Route Syntax

Router (config)# ipv6é route ::/0 {ipvé-address | exit-intf}

:/0 Matches any IPv6 prefix regardless of prefix length.
ipvb-address - Commonly referred to as the next-hop router’s IPv6 address.
Typically used when connecting to a broadcast media (i.e.,
Ethernet).

Commonly creates a recursive lookup.

exit=intst - Use the outgoing interface to forward packets to the
destination network.
Also referred to as a directly attached static route.
Typically used when connecting in a point-to-point
configuration.




Configure IPv6 Default Routes

Configure a Default Static IPv6 Route

Configuring a Default Static IPv6 Route

2001:DE8:ACAD:2::/64

1
2001:DB8:ACAD:3::/64

- b
2001:DB8:ACAD:1::/64

Bl (config)# ipv6é route ::/0 2001:DBB:ACAD:4::2
Rl (config)#




Configure IPv6 Default Routes

Verify a Default IPv6 Static Route

Verifying the Routing Table of R1

FH D G AD: G

SO
L

2081 DB ACAD 484 A/
A

\DCE

) 2001-DBS-ACAD:5::84
.'- 4

e U S i

2001 -DER: ACAD:1

S0 DEEACAD: 34

RHllahew ipwrb souta aktakis !
T Bl ='"'.'_'.-'|'.- - defarlEs = B sotTies
neacted, L - Local, 8= Scaric, '
PREr=uasT A | Toutd 1
I {5 I RIF; I1 1515 Ll
_ IEIE S EICE X axt 1 A
I 6 . . i i Bl N [
Y - 1
L EFD Bl I BEE 1.
- e = o A
M1 ¥ 1 i) I A e
- | o [140]
i FOO] ol ACAD 4 ;-




Configure IPv6 Default Routes

Floating Static Routes

Floating static routes have an
administrative distance greater
than the administrative distance
of another static route or
dynamic routes.

= The static route “floats” and is
not used when the route with
the better administrative
distance is active.

= If the preferred route is lost
the floating static route can
take over.

private WAN link.

Why Configure a Floating Static Route?

| prefer to reach the
HQ router using the
Private WAN

However, if that link 2n9.165.2ﬂﬂ.24ﬁ'29
ever fails, | can use a
floating static route
connecting to the
Internet as a back up.

172.16.1.0/30

l\._/ Branch

")
%09.155.200.2243'29
Internet




Configure IPv6 Default Routes

Configure an IPv4 Floating Static Route

Configuring a Floating Static Route to R3

192.168.1.0/24

S0/0/1

172.16.3.0/24 .1 10.10.10.0/24 192.168.2.0/124

.0.0 172.16.2.2

Rl (config)# ip route 0.0.0.0 0.
0.0 0.0.0.0 10.10.10.2 5

Rl (config)# ip route 0.0.0. !
Rl (config) #

o o




Configure IPv6 Default Routes

Test the IPv4 Floating Static Route

To test a floating static route:

= Use the show ip route command to verify that the routing table is
using the default static route.

= Use the traceroute command to follow the traffic flow out the
primary route.

= Disconnect the link or shutdown the primary interface(s). In the
curriculum example the serial interfaces on R2 are shutdown.

= Use a show ip route command to verify that the routing table is
using the floating static route.

= Use a traceroute command to follow the traffic flow out the
backup route.
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Configure Static Host Routes

Automatically Installed Host Routes

Branch IPv6 Routing Table A host route is an IPv4
bl address with a 32-bit
209.165.200.238/27 mask or an IPv6 address

2001:DE:ACAD:1:2/64

198.51.100.0/30 with a 128-bit mask.

Branch

Server

= Automatically installed
_ when an |P address is
Branchi show rou .
]_Z‘l_’vl_'- ?:utfnz_;fzfe - ;_:f.?u_:l_t - 3 entries Conflgured On the

Local, & - Statle, U - Per-user Static route

, B - NHRP, I1 - ISIS L router.
B - 5 interare 5 - | - EIGRP
xrnal, ND = ND Default, HDp = ND Prefix, DCE =

e e = The local routes are

QE2 N - QSPF HS5A ext 1, ON2 - QSPF MS5A ext 2 marked With “L” in the
output of the routing
table.




Configure Static Host Routes

Configure IPv4 and IPv6 Static Host Routes

IPv4 and IPv6 Host Route Configuration and Verification

2001:DB:ACAD:2::99/64

209.165.200.238/27
2001:DB:ACAD:1::/64

198.51.100.0/30

s Branch

FEB0::20

Branch (config)# ip route 209. -200.238 255.255.255.255 198.51.100.2
Branch (config)4 ipvé route 2001:db8:acad:2::99/128 2001:dbB:acad:1::2
Branch (config)# end

Branch# show ip route | begin Gateway

Gateway of last resort is not set

"

198.51.100.0/24 is wariably subnetted, 2 subnets, 2 masks
198.51.100. 0 is directly connected, Serial0/0/0
100 is directly connected, Seriall/0/0
subnetted, 1 subn

<output omitted>

C 2001 :DE8: +1/64 [0/0]
via S /

L 2001 :DE8:

L
via Nullld, receive

Branch#




Configure Static Host Routes

Configure IPv4 and IPv6 Static Host Routes

Fully Specified IPv6 Host Route with the Next-Hop Link-Local Address

2001:DB:ACAD;2::99/64

209.165.200.238/27
2001:DB:ACAD:1::/64

=
Fa0/5 198.51.100.0/30
Branch
S0/0/0

FEBO::20

Server

Branch (config)# no ipvé route 2001:db8:acad:2::99/128 2001:db8: anad 1
Branch (config)# ipvé route 2001:dbB:acad:2::99/128 serial 0/0/0 £e
Branch (config)# end

Branch# show ipvé route

<putput omitted=

s ::/0 [1/0]
via 2001:DBB:ACAD:1::2
2001:DR8:ACAD:1::/64 [0/0]
via Serial0/0/0, directly connected
2001:DB8:ACAD:1::1/128 [urn]

L FF00::/8 [0/0]
via Mulll, receiwve
Branch#
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Packet Processing with Static Routes

Static Routes and Packet Forwarding

S0/0/0

DCE
172.16.2.0/24 : : 192.168.1.0/24

S0/0/0 '
S0/0/1
DCE

172.16.3.0/24 - 192.168.2.0/24



Troubleshoot IPv4 Static and Default Route Configuration

Troubleshoot a Missing Route

|IOS troubleshooting
commands include:

" ping

= Extended ping enables you
to specify the source IP

address for the ping packets.

" traceroute
= show ip route

* show ip interface
brief

* show cdp neighbors
detail

Extended Ping

S0 J— Gﬂﬁ?liiiii'l [ !
I

19115&2Dm41??1ﬂ&?13

El# ping 192 _168.2.1 scurce 172.16.3.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 132.168.2.1, timecut is 2 seconds:
Packet sent with a source address of 172.16.3.1

Success rate is 100 percent ([5/5), round-trip min/favg/max = 2B/2B/28

ms




Packet Processing with Static Routes

Solve a Connectivity Problem

Finding a missing (or misconfigured) route requires using the right tools
in a methodical manner.

Use the ping command to confirm the destination can’t be reached.

A traceroute would also reveal the closest router (or hop) that fails to
respond as expected. In this case, the router would then send an
Internet Control Message Protocol (ICMP) destination unreachable
message back to the source.

The next step is to investigate the routing table using the show ip route
command. Look for missing or misconfigured routes.

Incorrect static routes are a common cause of routing problems.
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Chapter Summary
Summary

- Explain the advantages and disadvantages of static routing.
- Explain the purpose of different types of static routes.

- Configure IPv4 and IPv6 static routes by specifying a next-hop
address.

« Configure IPv4 and IPv6 default routes.
- Configure a floating static route to provide a backup connection.

« Configure IPv4 and IPv6 static host routes that direct traffic to a
specific host.

» Explain how a router processes packets when a static route is
configured.

« Troubleshoot common static and default route configuration issues.
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