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Installing and configuring WSUS

In this guide we install and configure the Windows Server Update Services role on WSUSO1 in site 1.

We will create a Group Policy Object (GPO) that will configure our servers and workstations to use WSUS01
for Microsoft Updates instead of the public Microsoft Updates servers.

192.168.139.0/24

@
53 2

Navn Rolle Operativsystem

<initial>RRAS01 Gateway, Site-To-Site VPN, Client/server VPN Server 2012 Standard
DCo1 Domain Controller, DNS, DHCP, PKI Server 2012 Standard
Filo1 Filserver Server 2012 Standard
WSuso1 Windows Server Update Services Server Server 2012 Standard
<initial>RRAS02 Gateway, Site-To-Site VPN, Client/server VPN Server 2012 Standard
DCo2 Domain Controller, DNS, DHCP Server 2012 Standard
Fil02 Filserver Server 2012 Standard
Print01 Printserver Server 2012 Standard
Klient01 Workstation Windows 8 Enterprise

Klient02 Workstation Windows 8 Enterprise



John Have Jensen
©OMercantec 2013

Installing and configuring WSUS on WSUSO1

L W5US01 on JOHNH - Virtual Machine Connection -
File Action Media Clipboard View Help

|O@OO N IPI6S
[
(\S—/} ¥ Server Manager * Local Server T

| I:' Manage View Help
Add Roles and Features

58 PROPERTIES Remove Roles and Features
% Dashboard . For WSUSD1
1 o Coste
Local Server
- Computer name Wsus Last installed Sz B &y
Wi All Servers Domain domain.local Windows Up Server Manager Properties
ii File and Storage Services P Last checked for updates Ne
Windows Firewall Public: On Windows Error Reporting Ofl
Remote management Enabled Customer Experience Improvement Program No
Remote Desktop Disabled IE Enhanced Security Configuration Onl
NIC Teaming Disabled Time zone u
Ethernet 192.168.58.12, IPv6 enabled Product ID 00
Operating system version Microsoft Windows Server 2012 Standard Evaluation  Processors Inty
Hardware information Microsoft Corporation Virtual Machine Installed memory (RAM) 24
Total disk space 39,
<] m [ >
EVENTS
All events | 36 total TASKS =
Filter pel hd hd
+
Server Name  ID Severity Source Log Date and Time
WsUs01 1076 Warning User32 System 22-04-2013 13:48:39 -
WSsUs01 8015 Warning Microsoft-Windows-DMS Client Events  System 22-04-2013 13:46:28 |E|
Wwsusm 8015 Warning Microsoft-Windows-DMNS Client Events  System 22-04-2013 13:42:28
W

s/ (5

Status: Running

=88

After the basic setup of WSUSO1, we will add a new role.
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¥ W5US01 on JOHNH - Virtual Machine Connection = &

File Action Media Clipboard View Help

FO@OO I IV |5

=] Server Manager - || x

Server Manager * Local Server Manage  Tools

B PROPERTIES -
122 Dashboard . For WSUS01 TASKS +
# Local Server P& Add Roles and Features Wizard == .
|
i All Servers Nal
H - - DESTINATION SERVER =
i Fileand sorad)  Before you begin WSUSD1 domainiocal Ne
This wizard helps you install roles, role services, or features. You determine which roles, role services, or of
features to install based on the computing needs of your organization, such as sharing decuments, or ram Na
hosting a website.
Ony
To remove roles, role services, or features: (1)
Start the Remove Roles and Features Wizard 00
Before you continue, verify that the following tasks have been completed:
* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured Int
* The most current security updates from Windows Update are installed 2d
ey
If you must verify that any of the preceding prerequisites have been completed, close the wizard, 39.
complete the steps, and then run the wizard again.
>

To continue, click Next.

[] Skip this page by default

.

‘WSUSD] 8015 Warning Microsoft-Windows-DMNS Client Events  System 22-04-2013 13:42:28

T FB M

Status: Running
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File Action Media Clipboard View Help
FO@OO I IV |5
=] Server Manager - || x

Server Manager * Local Server Manage

i PROPERTIES -

For WSUSO01 TASKS =

Dashboard

e Add Roles and Features Wizard -[o ]
|
BE All Servers Nal
H - . - DESTINATION SERVER =
¥ Fileand soradd  Select installation type WSUSD1 domainiocal Ne
Before You Begin Select. the installation .type.. You can ins?all roles and features on a running physical computer or virtual of
machine, or on an offline virtual hard disk (VHD).
ram No
(@ Role-based or feature-based installation On
Configure a single server by adding roles, role services, and features. Ul
00
_! Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.
Int
24
39
>

~
Next > Install Cancel

‘WSUSD] 8015 Warning Microsoft-Windows-DMNS Client Events  System 22-04-2013 13:42:28

T F B o e

22-04-2013

=L g

Status: Running
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File Action Media Clipboard View Help
FO@OO I IV |5
=] Server Manager - || x

@ ¥ Server Manager * Local Server Manage

— S8 PROPERTIES 1
Dashboard . For WSUS01 TASKS =
e Add Roles and Features Wizard -[o ]
L
BE All Servers Nal
= oo . . DESTINATION SERVER =
W& Fileand Storadf  Select destination server WSUSO1 domainioca Ne
Before You Begin Select a server or a virtual hard disk on which to install roles and features. of

Installation Ty Select a server from the server pool Eamiics |
() Select a virtual hard disk Ony
Ul
Server Roles Server Pool 00
Features
Filter: |
Name IP Address Operating System Int
WSUS01.domainlocal 192.168.58.12 Microsoft Windows Server 2012 Standard Evaluation 24
39,

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

g

‘WSUSD] 8015 Warning Microsoft-Windows-DMNS Client Events  System 22-04-2013 13:42:28

a '.;'_‘ =Bz pan 2235271113

Status: Running |
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o WSUS01 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help
S O0@OO Il If> ,
=] Server Manager - || x

Server Manager * Local Server Manage

~
58 PROPERTIES i
Dashboard . For WSUS01 TASKS =
i Local Server %
- Ne|
BE All Servers Nal
H - DESTINATION SERVER =
W Fileand Storad) - Select server roles WSUS01 domainioral Ne
Before You Begin Select one or more roles to install on the selected server, of
Installation Type Roles Description pram No 53
Ony
Server selection o . . A Windows Server Update Services wi
[] Active Directory Rights Management Services allows network administrators to
[] Application Server specify the Microsoft updates that 00
Features ] DHCP Server should be installed, create separate
groups of computers for different
[ DNS Server sets of updates, and get reports on
[] Fax Server the compliance levels of the Int]
[®] File And Storage Services (Installed) computers and the updates that 24
must be installed.
[ Hyper-v 39
[] Network Policy and Access Services
>
[] Print and Document Services
[] Remote Access
[] Remote Desktop Services
[] Volume Activation Services EKS ¥
[] Web Server (I1S)
[] Windows Deployment Services
-
~
| < Previous | | Next = | | Install | | Cancel |E|
Wwsusm 8015 Warning Microsoft-Windows-DMNS Client Events  System 22-04-2013 13:42:28
W

I ¥ : T 6

Status: Running |
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=] Server Manager - || x

@ ¥ Server Manager * Local Server Manage  Tools

B PROPERTIES =
122 Dashboard . For WSUS01 TASKS +
# Local Server WE Add Roles and Features Wizard = | =] == .
el
i All Servers Nal
H - DESTINATION SERVER =
i Fileand Storag. ~ Select server rofies Add Roles and Features Wizard WSUSD1.domainlocal "
X
Add features that are required for Windows Server Off
Update Services? ion ram Ng L |
) Ony
You cannot install Windows Server Update Services unless the s Server Upc_ia.te Services Ul
Server R following role services or features are also installed. Etwork administrators to 00
he Microsoft updates that
4 NET Framework 4.5 Features A e installed, create separate
- pf computers for different
ASPNET 45 pdates, and get reports on
4 Remote Server Administration Tools pliance levels of the Int
4 Role Administration Tools prsand the updates that 5 d
4 Windows Server Update Services Tools IEEII 39
APl and PowerShell cdlets
[Tools] User Interface Management Consale ?
4 Web Server (lI5)
4  Management Tools "
Include management tools (if applicable) E
Add Features | | Cancel | "
~
< Previous Next > Install |E|
‘ Wwsusm 8015 Warning Microsoft-Windows-DMNS Client Events  System 22-04-2013 13:42:28
W

a -.;-_‘ [ 8 3 paN 2235271113

Status: Running |




John Have Jensen

©Mercantec 2013
oy WSUS01 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help
FO@OO I IV |5
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@ ¥ Server Manager * Local Server Manage  Tools

5 PROPERTIES 1
122 Dashboard . For WSUS01 TASKS +
# Local Server P& Add Roles and Features Wizard == .
|
i All Servers Nal
H - DESTINATION SERVER =
W& Fileand Storadf  Select server roles WSUSO* domainioca Ne
Before You Begin Select one or more roles to install on the selected server, of
Installation Type Roles Description ram Ng L |
On|
Server Selection [ Active Di Riahts M e Windows Server Update Services T
ctive Directory Rights Management Services allows network administrators to
[] Application Server specify the Microsoft updates that 00
Features [] DHCP Server should be installed, create separate
WSUS | groups of computers for different
. [] DNS Server sets of updates, and get reports on
Role Services [] Fax Server the compliance levels of the Int
Content b File And Storage 5 es (Installed) computers and the updates that 2d
must be installed. <4
[ Hyper-v 39
[] Network Policy and Access Services
>
[] Print and Document Services —
[] Remote Access
[] Remote Desktop Services
[] Volume Activation Services BKS ¥
Web Server (II5)
[] Windows Deployment Services >/
indows Server Update Serviced] ™
~
Instal =]

‘WSUSD] 8015 Warning Microsoft-Windows-DMNS Client Events  System 22-04-2013 13:42:28

a '.;'_‘ =Bz pan 2235271113

Status: Running |
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oy WSUS01 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help

FO@OO NIk

=] Server Manager - || x

@ ¥ Server Manager * Local Server Manage  Tools

S8 PROPERTIES 1
122 Dashboard . For WSUS01 TASKS +
# Local Server P& Add Roles and Features Wizard == .
L
i All Servers Nal
= oo DESTINATION SERVER =
i fileand Storag.  Select features W5USD1 domain Jocal Ne
Before You Begin Select one or more features to install on the selected server. of
Installation Type Features Description ram Ng L |
On|

Server Selection

P NET Framework 3.5 Features ~ NET Framework 3.5 combines the ul

Server Roles power of the .NET Frameweork 2.0

b NET Framework 4.5 res (Installed) APls with new technologies for 00
b [] Background Intelligent Transfer Service (BITS) building applications that offer
WSUS [ BitLocker Drive Encryption appealing user interfaces, .protPTct
your customers' personal identity
Role Services [] BitLocker Network Unlack information, enable seamless and -
Content [ BranchCache secure communication, and provide o
[] Client for NFS the ability to model a range of <4
business processes. 39

[] Data Center Bridging
[] Enhanced Storage 2
[ Failover Clustering

[ Group Policy Management

[ Ink and Handwriting Services BKS ¥
[] Internet Printing Client
[] 1P Address Management (IPAM) Server V
—_ - . v

< | " | »

‘WSUSD] 8015 Warning Microsoft-Windows-DMNS Client Events  System 22-04-2013 13:42:28

a _ =Bz pan 2241:3:-52';113

Status: Running |




John Have Jensen

©Mercantec 2013
oy WSUS01 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help
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@ ¥ Server Manager * Local Server Manage  Tools

B PROPERTIES -

122 Dashboard . For WSUS01 TASKS +

# Local Server P& Add Roles and Features Wizard == .
€|
i All Servers Nal

H - . . DESTINATION SERVER =

i Fileand soradd  \\/indows Server Update Services WSUSD1 domainiocal Ne
Before You Begin Windws Server Update Services MSUS}I allows adminis.trators to manage the download and of

installation of updates from the Microsoft Update website to the local network. N
Installation Type ram N
Server Sglection Things to note: On
Ul

Server Roles * At least one WSUS server in a network must be able to download updates from Microsoft Update. 00

Other WSUS server can get updates either from that server or from Microsoft Update.
* WSUS server-to-server and server-to-client communications should be set up to use the Secure
Seckets Layer (SSL).
Rolz Services

Int
Content 24

39.

>

Overview of WSUS
Design the WS5US Network )
Configuring S5L for W5SUS

.

‘WSUSD] 8015 Warning Microsoft-Windows-DMNS Client Events  System 22-04-2013 13:42:28

T F B o e

22-04-2013

=248

Status: Running
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File Action Media Clipboard View Help
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=] Server Manager - || x

@ ¥ Server Manager * Local Server Manage

_ S8 PROPERTIES
Dashboard . For WSUS01 TASKS =
e Add Roles and Features Wizard -[o [
NEl
BE All Servers Nd
o . DESTINATION SERVER =
W& fileand Storalf  Select role services WSUSO* domainioca "
Before You Begin Select the role services to install for Windows Server Update Services of
Installation Type Role services Description ram Ng
On|
Server selection T !nsta‘['lvsltDrwe database used by WSUS U
wor Rolas into 5
server Roles WSUS Services 00
Features [] Database
WSUS
Int
Content 24
39
>

‘WSUSD] 8015 Warning Microsoft-Windows-DMNS Client Events  System 22-04-2013 13:42:28

e P @b oA ,pons
ELLY

Status: Running
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Server Manager * Dashboard
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D1 F

Manage Tools

5 omiicr 3

i Local Serv:
ii All Servers]
¥§ File and 5t
Before You Begin
Installation Typs
Server Selection

Server Roles

Role Services

Add Roles and Features Wizard

Caontent location selection

If you have a drive formatted with NTFS and at least 6 GB of free disk space, you can use it to store

updates for client computers to download quickly.

If you need to save disk space, clear the check box to store updates on Microsoft Update;

downloads will be slower.

If you choose to store updates locally, updates are not downloaded to your WSUS server until you
approve them, By default, when updates are approved, they are downloaded for all languages.

[VIstare updates in the following location (choose a valid local path on WSUS01.domain.local, or a

== |

DESTIMATIOMN SERVER
W5US01 domain local

o E:\J
Role Services
Corfirmation
BPA results
99 04 o012 143 >
- — 14:38
a = RGN 22-04-2013

Status: Running

Change the drive letter path to the one of the added extra disk, here E:\

=L g
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¥ W5US01 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help

FO@OO I IV |5

=] Server Manager - || x

Server Manager * Dashboard Manage  Tools

Add Roles and Features Wizard

B Local Serv

ii All Servers| Web Ser\fer R0|e (||S) DESTIMATION SERVER

WSLIS01 damain locsl
WE File and St

Before You Begin Web servers are computers that let you share information over the Internet, or through intranets and
extranets. The Web Server role includes Internet Information Services (I15) 8.0 with enhanced security,
diagnostic and administration, a unified Web platform that integrates 1S 8.0, ASP.NET, and Windows
Communication Foundation,

Installation Typs

Things to note:

* Using Windows System Rescurce Manager (WSRM) can help ensure equitable servicing of Web
server traffic, especially when there are multiple roles on this computer.

Role Services * The default installation for the Web Server (115) role includes the installation of role services that
enable you to serve static content, make minor customizations (such as default documents and HTTP

Content errars), monitor and log server activity, and configure static content compression,

Hide

Web Server Role (lIS)

Role Services

Corfirmation

More information about Web Server lIS

BPA results

27 n4 J010 140

T B oo,

22-04-2013

Status: Running
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File Action Media Clipboard View Help
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i

WSUS01 on JOHNH - Virtual Machine Connection

Server Manager

Server Manager * Dashboard

Dashboart| %

Before You Begin
Installation Typs
Server Selection
Server Roles
Features
WSUS
Role Services
Content

Web Server Role (IIS)

Confirmation

e

Status: Running |

Select role services

Select the role services to install for Web Server (IIS)

Role services

TN eb Server

4 Commen HTTP Features
Default Document
[] Directory Browsing
[ HTTP Errors
Static Content
[C] HTTP Redirection
[[] WebDAV Publishing
4[] Health and Diagnostics
[] HTTP Logging
[ Custom Logging
[] Logging Tools
[] ODBC Logging
[] Request Monitor

BPA results

John Have Jensen
©OMercantec 2013

Manage

DESTIMATIOMN SERVER
W5USD1 domain bocal

Description

‘Web Server provides support for
HTML Web sites and optional
support for ASP.NET, ASP, and Web
server extensions. You can use the
‘Web Server to host an internal or
external Web site or to provide an
environment for developers to
create Web-based applications.

Install | | Cancel

- o

=L g




John Have Jensen
©OMercantec 2013

¥ W5US01 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help

FO@OO I IV |5

=] Server Manager - || x

Server Manager * Dashboard Manage  Tools

Add Roles and Features Wizard

B Local Serv
- . . . . DESTIMATICN SERVER
i Alsererst  (Confirm installation selections WSUSD1 domainlocal
H§ File and SY
Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Typs [] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

.NET Framework 4.5 Features -
ASPNET 4.5

Role Services

Remote Server Administration Tools Hid
Content . R ide
Role Administration Tools

Web Server Role (IS)

Windows Server Update Services Tools
Role Services APl and PowerShell cmdlets

User Interface Management Console

Web Server (lIS)
Management Tools

1S & Management Compatibility

Export configuration settings
Specify an alternate source path

Install ancel

BPA results

27 n4 J010 140

T B oo,

22-04-2013

Status: Running
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File Action Media Clipboard View Help
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=] Server Manager - || x

Server Manager * Dashboard

Add Roles and Features Wizard

B Local Serv
= - DESTIMATION SERVER
Bi Ausenersll  |nstallation progress WSUSD1 domainlocal
B§ File and St
i9 s View installation progress

2] WsUS o Feature installation

Configuration required. Installation succeeded on WSUS01.domain.local.

Windows Server Update Services -
Additional configuration must be rmed before continuin
Launch Post-Installation tasks
WSUS Services
WID Database
.NET Framework 4.5 Features
ASPNET 4.5

Hide

Remote Server Administration Tools
Role Administration Tools

Windows Server Update Services Tools
APl and PowerShell emdlets W

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Netifications in the command bar, and then Task Details.

Export configuration settings

<p

Next >

BPA results

T T

Status: Running
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oy WSUS01 on JOHNH - Virtual Machine Connection = B
File Action Media Clipboard View Help
FO@OO NIk
a| x

=] Server Manager -

Server Manager * Dashboard D) | P Mensge  Toos

= Add Roles and Features Wizard [=[a [

i Local Serv:

DESTIMATIOMN SERVER

Bi Ausenersll  |nstallation progress WSUSD1 domainiocal

H§ File and SY

i® s View installation progress

2] Wwsus o Feature installation =

Configuration required. Installation succeeded on WSUS01.domain.local.

Windows Server Update Services
Configuration successfully completed
WSUS Services
WID Database Hide
.NET Framework 4.5 Features
ASPNET 4.5
Remote Server Administration Tools
Role Administration Tools
Windows Server Update Services Tools
APl and PowerShell emdlets
User Interface Management Console v

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Netifications in the command bar, and then Task Details.

Export configuration settings

Close Cancel

BPA results BPA results

14:49

a _ P> @b PAN o) 0 oms
[ ,jg

Status: Running
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L W5US01 on JOHNH - Virtual Machine Connection = B
File Action Media Clipboard View Help

FO@OO NIPMES

Server Manager * Da | P Menage Toois view ke

Component Services

Computer Management

= Defragment and Optimize Drives

i Local Server Event Viewer
ii All Servers . . Internet Information Services (115) Manager
85 File and Storage Services b 0 Configure this local server SOl Initiator
iﬂ s QUICK START Local Security Policy
ODBC Data & (32-bit)
B3 wsus 2 Add roles and features ata sourees 5o

‘ODBC Data Sources (64-bit)
3 Add other servers to manage R SR s

Resource Monitor

CLLASLIEL 4  Create a server group Security Configuration Wizard
Services
System Configuration
System Information

LEARN MORE Task Scheduler

Windows Firewall with Advanced Security
Windows Memory Diagnostic

Windows PowerShell

Windows PowerShell (x86)

ROLES AND SERVER GROUPS

Roles:3 | Servergroups: 1 | Servers total: 1

Al el Sy 1 1S Windows Powershell ISE

Services ] Windows PowerShell 1SE (x26)
@ Manageability @ Manageability Windows Server Backup

Events Events Windows Server Update Services

Services Services

Performance Performance

BPA results BPA results

Status: Running | EB&
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Server Manager * Dashboard Manage  Tools

Windows Server Update Services Configuration Wizard:WSUSO1

B Local Server

- Before You Begin
BE All Servers 1
Things yeu should do before starting this wizard

&5 File and Storage

i@) s Before You Begin I."i'-\,l.l Before you begin:
Q] Wwsus Microsoft Update Ly 1. Is the server firewall configured to allow clients to access the server?

Improvement Program

2. Can this computer connect to the upstream server (such as Microsoft Update)?
Choose Upstream Server

Sy gy S 3. Doyou have user credentials for the proxy server, if needed?
Choose Languages

Choose Products

Choose Classifications

Configure Sync Schedule

Finished Hide
What's Next

To run this wizard again, launch the W5SUS Administration Snap-in and go to Options

BPA results BPA results

a _. %1 B oan 23-?1-22‘11]13

Status: Running
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Server Manager * Dashboard Manage  Tools

Windows Server Update Services Configuration Wizard:WSUSO1

B Local Server

- | Join the Microsoft Update Improvement Program
BE All Servers 1

ii File and Storage You have the option of joining the Microsoft Update Improvement Program

iﬂ) 1S Before You Begin =gl Help us design the next version of Windows Server Update Services. Improve the quality,
Q] WSUS Microsoft Update t=h reliability, and performance of Microsoft Software,

Imp ment Program

Choose Upstream Server When you opt into the Microsoft Update Improvement Program, your WSUS server will

Specify Proxy Server send information to Microsoft about the quality of updates. This information includes:
Choose Languages i L

How many computers are in the organization.

How many computers successfully installed each update.

How many computers failed to install each update.

Choose Products
Choose Classifications
Configure Sync Schedule
Finished This information is used to improve the quality and reliability of the updates Microsoft

: Hide
What's Next provides.

Mone of the information collected is used to identify or contact you or your
organization,

Privacy Statement

Yes, | would like to join the Microsoft Update Improvement Program

=

BPA results BPA results

I _. %1 =l pAN z;nntfz‘:m
Status: Running Q ﬂg
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Server Manager * Dashboard 2| P Monage  Toos

7 indows Server ices uration Wizard:
| I Dachooord B Windows Server Update Services Configuration Wizard WSUSO1
i Local Server
e % Choose Upstream Server
H ervers 1
ii File and Storage Provide the upstream server from which you want te synchronize content
i@) s Before You Begin s You can choose the upstream server frem which your server synchronizes updates,
Q] WSUS Microsoft Update

Improvement Program

® Synchronize from Microsoft Update

pstream Server

Specify Proxy Server () Synchrenize from another Windows Server Update Services server
Choose Languages

Choose Products

Choose Classifications Bt 4520

Configure Sync Schedule - i

Finiched Use S5L when synchronizing update information Hide
What's Mext f using 55L, ensure that the upstream WSS server is also configured to suppo

BPA results BPA results

a --_‘n %1 @ (b Al 23—?1—225:]13
S04

Status: Running
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a Windows Server Update Services Configuration Wizard:WSsUS01
i Local Server Specify P s
- pecify Proxy Server
BE All Servers %
ii File and Storage Provide proxy server settings for synchronizing updates with Microsoft Update
GRS Before You Begin If this server requires a proxy server to access the upstream server, you can configure the
2] WSUS Microsoft Update prowy server settings here,

Improvement Program

Choose Upstream Server

Specify Proxy Server

[] Use a proxy server when synchronizing

Choose Languages
Choose Products TR an
Choose Classifications

Configure Sync Schedule
Finished User name Hide
What's Next

BPA results BPA results

a --_‘n %1 @ (b Al 23—?1—225:]13
S04

Status: Running



John Have Jensen

©Mercantec 2013
oy WSUS01 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help
FO@®OO NI KBS
=] Server Manager - || x

Server Manager * Dashboard Manage  Tools

Windows Server Update Services Configuration Wizard:WSUSO1

%' Connect to Upstream Server

Download update information from Microsoft Update

B Local Server

ii All Servers

&5 File and Storage

GRS Before You Begin To configure Windows Server Update Services on the following screens, we need to apply
Q] WsUS Microsoft Update . your upstream server and proxy server settings and synchronize information about available
Improvement Program updates. =

Choose Upstream Server

Information to be downloaded includes:

Specify Pro:

Choose Languages Types of updates available

Choose Products Products that can be updated

Choose Classifications SaiEh M guagss

Cenfigure Sync Schedule Click Start Connecting to save and download upstream server and proxy server information.

Finished This process might take several minutes or longer, depending on your connection speed. Hide
What's Next

Start Connecting

BPA results BPA results

I _. %1 =l pAN 2;?1-2113
Status: Running Q ﬂg
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=] Server Manager - || x

Server Manager * Dashboard Manage  Tools

Windows Server Update Services Configuration Wizard:WSUSO1
%_ Connect to Upstream Server

B Local Server

ii All Servers

ii File and Storage Download update information from Microsoft Update
GRS Before You Begin To configure Windows Server Update Services on the following screens, we need to apply
2] WSUS Microsoft Update your upstream server and proxy server settings and synchronize information about available

Improvement Program updates.

Uizl ST Information to be downloaded includes:

Specify Proxy Server
Choose Languages Types of updates available
Choose Products Products that can be updated

Choose Classifications labdl e

Configure Sync Schedule Click Start Connecting to save and download upstream server and proxy server information.

Finished This process might take several minutes or longer, depending on your connection speed. Hide
What's Next

BPA results BPA results

O

Status: Running
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- o

Tools

B Local Server

ii All Servers

&5 File and Storage
o s
1 wsus

%’[ Choose Languages

Windows Server Update Services Configuration Wizard:WSUSO1

Select the languages for which this server will download updates

Before You Begin

Microsoft Update W
Improvement Program

Choose Upstream Server

Specify Proxy Server

Choose Products

Choose Classifications

If you are storing update files locally, you can filter the updates downloaded to your

server by language. Choosing individual languages will affect which computers can be
updated on this server and any downstream servers. For more information see Specify
the update languages you want o synchronize.

) Download updates in all la

® Download updates only in

nguages, including new languages

these languages:

Hide

Configure Sync Schedule [ Arabic L] Finnish [ Latvian
Finished [] Bulgarian [T] French [] Lithuanian
What's Next [[] Chinese (Hong Keng S.4.R.) [] German ["] Norwegian
Chinese (Simplified) Greek Polish
P
Chinese (Traditional) Hebrew Portuguese
g
Croatian Hindi Portuguese
9
[[] Czech [ Hungarian ["] Remanian
[] Danish [] italian [] Russian
[[] Dutch [7] Japanese [] Serbian (Lati
English [[] Japanese (MEC) [] Slovak
[] Estonian [7] Korean [] Slovenian
< m >
>
BPA results BPA results

B | &

Status: Running
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=] Server Manager

Server Manager * Dashboard © Manage  Tools

3 Windows Server Update Services Configuration Wizard:WSUSO1
i Local Server
= - Choose Products
BE All Servers 1
ii File and Storage Select the Microsoft products to be updated
iﬂ) 1S Before You Begin o You can specify the products for which you want updates.
Q] WSUS Microsoft Update A
Improvement Program =
Choose Upstream Server Brocucts
. All Products ~
Specify Proxy Server -
Choose Languages Microsoft
guag [ ] Active Directory
Choose Products . . . . .
... Active Directory Rights Management Services Client 2.0
Choose Classifications
i -[_] Antigen
C.onflgure Sync Schedule ..[] Antigen for Exchange/SMTP .
Flmshled D Bing Hide
What's Next :.[Bing Bar
; []Search Enhancement Pack
L[] Windows Live
[ |BizTalk Server
; [BizTalk Server 2002
i-[BizTalk Server 2006R2 v
£ m >
All products, including products that are added in the future.
=
BPA results BPA results

a _.:T;.J %1 I3 2 3 pAN za-unti-gnu
Status: Running Qag

First put a check mark in All Products then remove it again. This way we have removed all below check
marks including Microsoft Office updates, that we do not need in this environment.
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Server Manager * Dashboard Manage  Tools

Windows Server Update Services Configuration Wizard:WSUSO1

B Local Server

= Choose Products
BE All Servers 1
Select the Microsoft products to be updated

&5 File and Storage

i® 1S Before You Begin 4__‘;)—‘; You can specify the products for which you want updates.

Microsoft Update W
Q] JUStS Improvement Program X =

Products:
Choose Upstream Server
. -[_]Windows 7 Language Packs -~
Specify Proxy Server .
[Windows 7

Choose Languages

Choose Products

Choose Classifications

-[_]Windows 8 IME Dictionary Updates
~[]Windows 8 Language Interface Packs

Configure Sync Schedule

Finished ~[JWindows ConsSner Preview Dynamic Update Hide
What's Next ~[]Windows Defender

~[]Windows Embedded Standard 7

-[_]Windows Internet Explorer 7 Dynamic Installer

-[_]Windows Internet Explorer 8 Dynamic Installer

-[_]Windows Media Dynamic Installer

~[]Windows RT v
£ m >

All products, including products that are added in the future.

BPA results BPA results

O

Status: Running
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Server Manager * Dashboard Manage  Tools

Windows Server Update Services Configuration Wizard:WSUSO1

B Local Server

= Choose Products
BE All Servers 1
Select the Microsoft products to be updated

&5 File and Storage

i® 1S Before You Begin 4__‘;)—‘; You can specify the products for which you want updates.
Microsoft Update K
Q] e Improvemer?t Program q 8
Choose Upstream Server Eiudicls,
Sy gy S ---DW!ndows Server 2003, Datacenter Edition -
e e ~[1Windows Server 2003
[ Windows Server 2008 R2
~[_]Windows Server 2008 Server Manager Dynamic Installer
Choose Classifications [ IWindows Server 2008
Configure Sync Schedule [ Windows Server 2012 La
Finished [ Windows Server 2012 Hide
What's Next ~[_]Windows Server ManageMg Windows Server Update Services (WSUS) Dyn
~[]Windows Ultimate Extras
-[_]Windows Vista Dynamic Installer
-[_]Windows Vista Ultimate Language Packs
[ Windows Vista
~[]Windows XP 64-Bit Edition Version 2003 e
£ m >

All products, including products that are added in the future.

BPA results BPA results

O

Status: Running
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Tools

8 omtirs B3

B Local Server
BE All Servers

&5 File and Storage

Windows Server Update Services Configuration Wizard:WSUSO1

%’[ Choose Classifications

Select the update classifications you want to download

Before You Begin

You can specify what classification of updates you want to synchronize.

i b
Q] WSUS Microsoft Update o |
Improvement Program =
Classifications:
Choose Upstream Server
Specify Proxy Server [C] &N Classifications
C:oose Lanxyua - [w] Critical Updates
guag [V] Definition Updates
Choose Products [orivers
Choose Classifications [Feature Packs
Configure Sync Schedule [¥Security Updates
Finished [ISenrvice Packs Hide
What's Next [Tools
[JUpdate Rollups
All classifications, including classifications that are added in the future.
BPA results BPA results
w
] - E 08:43
el )| & BB M sowam

Status: Running

=L g
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Manage Tools

B Local Server

ii All Servers

&5 File and Storage

Windows Server Update Services Configuration Wizard:WSUSO1

%’[ Set Sync Schedule

Configure when this server synchronizes with Microsoft Update

iﬂ) 1S Before You Begin f‘t You can synchronize updates manually or set a schedule for daily automatic
Q] WSUS Microsoft Update # synchronization.
Improvement Program =
Choose Upstream Server B
Specify Proxy Server () Synchronize manually
Choose Languages ® Synchronize automatically
Choose Products =
Choose Classifications First synchronization: |0?:50:29 2
Configure Sync Schedule Synchronizations per day:
Finished i
s IE Mote that when scheduling a daily synchronization from Microsoft Update, the Ride
What's Next synchronization start time will have a random offset up to 30 minutes after the specified
time.
=
BPA results BPA results
v
= = E 08:43
el )| & BB M sowam

Status: Running

=248

How often must WSUSO1 check the public Microsoft Update servers for new updates.
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Server Manager * Dashboard Manage  Tools

Windows Server Update Services Configuration Wizard:WSUSO1

B Local Server

= | Finished
B& All Servers J

ii File and Storage Finished initial cenfiguration of your server

i@ s Before You Begin 7 You have now finished configuring your WSUS server. You can go on to launch the WSUS
Microsoft Update IOI Administration Conscle or start the initial synchronization.

3 wsus

Improvement Program

Choose Upstream Server
Specify Proxy Server
Choose Languages
Choose Products

Choose Classifications

Eegin initial synchrenization
Configure Sync Schedule

The initial synchronization witficrosoft Update or your upstream server can take

some time. The length of the initial synchronization depends on the number of Hide
What's Mext preducts, update classifications, and languages you have selected, as well as the speed

of your Internet connection.

Ned> | [ Fnish | | Cancel

BPA results BPA results

el & (5B oaN 0o
Status: Running Qﬂg




John Have Jensen

©Mercantec 2013
oy WSUS01 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help
FO@®OO NI KBS
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Server Manager * Dashboard @ I vemge 100

Windows Server Update Services Configuration Wizard:WSUSO1

B Local Server

= L What's Next
BE All Servers %
B Mext steps to get your WSS Server integrated into your environment

&5 File and Storage

i@) s Before You Begin MNext Steps: To fully configure your system, you should explore the following topics:
Microsoft Update b
A - -
23 wsus improvement Program 1. Using SSL with WSUS -
Choose Upstream Server 2. Create computer groups
Specify Proxy Server

3. Assign computers te greups using Greup Policy
Choose Languages

WresealminEs 4, Configure autc-approval rules
Choose Classifications

Configure Sync Schedule

Finished Hide

What's Next

Finish | ‘ Cancel

BPA results BPA results

I _.:_mJ %1 I3 2 3 pAN za-untr;m
Status: Running Qag

Help page for WSUS configuration (If you did not have this guide).
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357 File Action View Window Help

ez

<] [ R

@ Update Services
4 57 WSUSOT
I @ Updates
Computers
B AILC
Search...
ﬁ' Do Add Computer Group...
£ sy )
ﬁ Re Mew Window from Here
OF  Refresh
Help Btatus
T Computers with errors:
| Computers needing updates:
[ Computers installed/not applicable:
Update Status

I Updates with errors:
| Updates needed by computers:
"] Updates installed/not applicable:

Server Statistics

Unapproved updates:
Approved updates:
Declined updates:
Computers:
Computer groups:

Resources

W5US Home Page

WSUS Technical Overview
Microsoft Update Catalog

El Use this snap-in to quickly and reliably deploy the latest updates to your computers,

Synchronization Status
Status: Loading...

Last synchronization:
Last synchronization result: Loading...

Loading...

Download Status
Updates needing files:

Connection

Type:

Port:

User role:
Server version:

B wsuUs Community
WSUS Privacy Statement

s

jwsusor
p Search...
Remove from Conscle
Import Updates...
View 3
MNew Window from Here
Refresh
E Help

3 B L

Status: Running |

=L g

We will create WSUS computer groups by right clicking All Computers—>Add Computer Group...
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Eal Update Services |=la] x |
7 File Action View Window Help [=I=]=]
e ds
5 e s s
4 357 WsUsSD N
b &2 Updates % Use this snap-in to quickly and reliably deploy the latest updates to your computers. W
a & Computers S search..
4 7 All Computers Remove from Console
G oomitten| Toba
£8 Synchronizations A security updates are waiting to be approved. View »
ﬁ Reports A 19 critical updates are waiting to be approved. MNew Window from Here
Options A Your WSUS server currently shows that no computers are registered to receive updates. For Refresh

Help

Specify a name for the new computer group.

e

Last synchronization result: Succeeded

Update Status Download Status
M Updates with errors: 0 Updates needing files: 0
| [ Updates needed by computers: 0
- 7] Updates installed/not applicable: 0

Server Statistics Connection -
Unapproved updates: 20 Type: Local/S5L
Approved updates: o Port: 8530
Declined updates: o User role: Administrator
Computers: o Server version: 6.2.9200.16384
Computer groups: o
[<] [T [ T2] v

3 B L

Status: Running | @ Ba
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51 File  Action View Window Help

WSUS01 on JOHNH - Virtual Machine Connection

_ k Update Services

=@ 8=

4 57 WSUSD1
I E[ Updates
4 i Computers
4 & All Computers
& Unassigned Computers
¢ Administration
¥ Ledelse
&* Produktion
£ salg
¢ Servers
Si- Downstream Servers
£ Synchronizations
& Reports
Options

&1 WsUs01
WS5US01 Computer Status

B Computers with errors:

- Computers needing

- - Computers installed/not
— applicable:

Windows Server Update Services
Use this snap-in to quickly and reliably deploy the latest updates to your
computers. To connect to a remote server, on the Action menu click Con...

Servers Administered from This Console

WSUS01 Update Status
B Updates with errors:
| Updates needed by

= Updates installed/not
~ applicable:

[upseserace T

| Update Services

Connect to Server...
View

New Window from Here
Refresh
Help

Status: Running |

=L g

Create the remaining computer groups above.

Configuration with Group Policy Object (GPO)
In this part we create a GPO, that configures our workstations and servers to use our own WSUS server for
Microsoft Updates.
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Server Manager * Da | P Menage Toois view ke
Active Directory Administrative Center

Active Directory Domains and Trusts

= Active Directory Module for Windows PowerShell

# Local Server Active Directory Sites and Services
ii All Servers . . Active Directory Users and Computers
o Configure this local servi | apseqi
Igl AD DS

= - Component Services
18 DHCP QUICK START i y
omputer Management
& DNs 2 Add roles and features ? gement
Defragment and Optimize Drives
g File and St Servi [
[ S e S 3 Add other servers to manaq | PHEP
DNS
WHAT'S NEW .
4 Create a server group Event Viewer
Group Policy Management
iSCSI Initiator
Local Security Policy
LEARN MORE ODBC Data Sources (32-bit)

‘ODBC Data Sources (64-bit)

Performance Monitor

ROLES AND SERVER GROUPS

Roles:4 | Servergroups: 1 | Servers total: 1 Resource Monitor

Security Configuration Wizard

il ADDs 1 f8 DHCP B
System Configuration
@ Manageability @ Manageability System Information
Events Events Task Scheduler
. . Windows Firewall with Advanced Security
Services Services - 5 .
Windows Memory Diagnostic
Performance Performance Windows PowerShell
BPA results BPA results Windows PowerShell (x86)

Windows PowerShell ISE

-

B ol

Status: Running | @Ba
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g File Action View Window Help —|=|*
EIEE
J__% Group Policy Management domain.local
4 Agrﬁt: do.maln.local Status | - G Policy Obj sIG Policy i ID —iion ‘
omains
ﬁ d i ncal - - - N N N
EEI’ Defa Create a GPQ in this domain, and Link it here... s of Active Directory and SYSVOL (DFSR) replication forthis domain as it relates to
b 21 ACL) Link an Existing GPQ...
b [2] Dom Block Inheritance L .
b (2] Grou tatus Details
G Policy Modeling Wizard...
[ % Peoy foup Felicy Modeling Hizar @ DCO1.domain local is the baseling domain controller for this domain. Change
b (2] Serw Mew Organizational Unit
b (2] Worl . . . . .
b B Groy Search... No Infrastructure Status information exists for this domain.
Chal D in Controller...
3 @ Wil M B S Click the Detect Now button below to gather infrastructure status from all of the domain controllers in this domain.
I Eﬂ Start Remove
[ Ca Sites Active Directory Users and Computers...
o .
G Pol
bt Group o!c View 3
[% Group Palic|
Mew Window from Here
Refresh
Properties
Help
Detect Now
, [ & o
Status: Running | @ Ba N

Create a new GPO by right clicking the domain name > Create a GPO in this...
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Group Policy Management

J__ﬂ File Action View Window Help

ez E @ B

J__% Group Policy Management
4 /3 Forest: domain.local
4 @ Domains
4 ﬁ domain.local
55/ Default Domain Palicy
p 2] ACL_Groups
b 2] Domain Controllers
v & Groups
I [2] People
b (2] Servers
I (2] Workstations
I @ Group Policy Objects
b [ WMI Filters
b [ Starter GPOs
I Ca Sites
S‘iﬂ Group Policy Modeling
[% Group Policy Results

Group Policy Management

Cortents

Source Starter GPO:

‘ {none)

Status: Running |

3 B L

=L g
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J__ﬂ File Action View Window Help

ez E @ B

J__% Group Policy Management

Group Policy Management

4 A Forest: domain.local —|Ccntent5
4 @ Domains
4 3 domain.local Name -
s/ Default Domain Palicy i Forest: domain Jocal
= WSUS Policy
~ 2] ACL Grd Edit...
b [2] Domain Enforced
b 2] Groups 71t
Link Enabled
[E]| People
b B Servers Save Report...
b (5] Workstaf New Window from Here
b [ Group P
b o WMIRE | Delete
[ Eﬁ Starter G Rename
I+ Ca Sites Refresh
o .
e GroupPoI!cyM Help
[% Group Policy Re

3 B L

Status: Running | @ Ba

We change settings in the new policy by right cliking it = Edit
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ez el 2 HBEE T

I ] Remote Desktop Services -
71 RSS Feeds

Security Center
g Sewert:'m NIS Specify intranet Microsoft update Setting

service location | Do not display 'Install Updates and Shut Down' option in Sh.. P
play P P
| Shutdown Options = A . \
| Smart Card ) _ . Do not adjust default option to 'Install Updates and Shut Do.., P
Edit policy sefting. iz| Enabling Windows Update Power Management to automati., [
7] Sound Recorder = _
1 Sync your settings Requi | Configure Automatic Updates I
b ] Tablet PC At le; Specify intranet Microsoft update service location
7 Task Scheduler Serv!ce acl ndows =] Automatic Updates detection frequency I
R Service Pack 3, excluding <Al d . . d Fcati P
7] Windows Calendar Windows RT 2] Allow non-administrators to receive update notifications
] Windows Color System Turn on Software Notifications I
| Windows Customer Experience Improvement Program Desc.ri.ption: ) iz| Allow Autematic Updates immediate installation I
7] Windows Defender Specifies an intranet server to host | Turn on recommended updates via Automatic Updates P
= Wind Error Renorti updates from Microsoft Update. Mo auto-restart with | d P heduled aut o 1
[+ !I"I OWSs Error Reporting You can then use this update € auto-restart wi ogged on users for scheduled automat...
71 Windows Installer service to automatically update i| Re-prompt for restart with scheduled installations I
| Windows Logon Options computers on your network. 2| Delay Restart for scheduled installations P
] Windows Mail This setting let X i| Reschedule Automatic Updates scheduled installations [+
] Windows Media Center sErI:esr or:nygour igwu;rietc‘;fy ? i=| Enable client-side targeting 1§
™ W!ndows Med!a Digital Rights Management | ||| function as an internal update | Allow signed updates from an intranet Microsoft update ser.. I
1 Windows Media Player service, The Automatic Updates
1 Windows Messenger client will search this service for
7] Windows Mobility Center updates that apply to the
] Windows PowerShell computers on your network,
= W!ndows Reliability Analysis . To use this setting, you must set
b (] Windows Remote Management (WinRM) _ || two servername values: the server
1 Windows Remote Shell = ||| from which the Automatic
7] Windows SideShow Updates client detects and
7] Windows System Resource Manager downloads updates, and the
=] Windows Update server to which updated
. - P workstations upload statistics, You
L5 All Settings can set both values to be the same
I ] Preferences SErver,
|+ % User Configuration L v
+ ||| If the status is set to Enabled, the < | m >
<] n > Extended / Standard /

ﬁ 3 3 ?,_1 il
|

=L g

Status: Running

Navigate to Computer Configuration->Administrative Templates>Windows Components—>Windows
Update and double click Specify intranet Microsoft Update service location
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E Group Policy Management - @ x

| Specify intranet Microseft update service location

| Previous Setting | | Mext Setting |

[ =] X
O Mot Configur Comment:
(® Enabled v
) Disabled
Supported oni [t least Windows XP Professional Service Pack 1 or Windows 2000 Service Pack 3, th
excluding Windows RT main Jocal
t Down' option in Sh.. N

Updates and Shut Do...  Nc

Options: Help:
agement to automati.. N

Specifies an intranet server to host updates from Microsoft .
Update. You can then use this update service to automatically ce location
puters on your network, Me

pdate notifications MNe :l >

Set the intranet update service for detecting
updates:

[ttpy//wsus01.domain.ocakesso

lets you specify a server on your network to function

Set the intranet statistics server: as an internal update service. The Automatic Updates client will N
- ic service for updates that apply to the computers on stallation Ne
|http:ffwsu901.domam.loca\:SSB{‘.l rk. tomatic Updates Ne

or scheduled automat...  Ne

(example: http://IntranetUpd01) To use this setting, you must set two servername values: the
stallations N

server from which the Automatic Updates client detects and
downloads updates, and the server to which updated s Nt
waorkstations upload statistics. You can set both values to be the led installations Ne
SAME SEMVER, | Ne

If the status is set to Enabled, the Automatic Updates client Microsoft update ser...  Nc
connects to the specified intranet Microsoft update service,
instead of Windows Update, to search for and download
updates, Enabling this setting means that end users in your
organization don't have to go through a firewall to get updates,
and it gives you the opportunity to test updates before deploying |

—_—
T | I —
<nones W Open

B ol

Status: Running | g Ba

Enable the setting and complete path + port number pointing at WSUSO1.
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I EREN )

| ¥

I ] Remote Desktop Services Z
71 RSS Feeds
g :ecu"t: C:;;a Confi A e Upd: Setting State
erverior Do not display 'Install Updates and Shut Dewn' option in Sh.. Mot configured
g :hm:(::wnd(}ptlons Edit policy setting ~ Do not adjust default option to 'Install Updates and Shut De... Mot configured
mart Car
Enabling Windows Update Power Management to automati.. Mot configured
7] Sound Recorder . . .
. . Configure Automatic Updates Mot configured
7] Syncyour settings
b ] Tablet PC Pack 1 or At least Windows 2000 Specify intranet Microsoft update service location Enabled
7 Task Scheduler Service Pack 3 Automatic Updates detection frequency Mot configured
] Windows Calendar Description: Allow non-adrministrators to receive update notifications Mot configured
] Windows Color System Turn on Software MNotifications Mot configured
] Windows Custorer Experience I Speci‘fig whet.her this ] Allow Automatic Updates immediate installation Mot configured
7] Windows Defender E:’:;gz’n":'I‘L;::re'i"r':;s;:;? Turn en recommended updates via Automatic Updates Mot configured
p = W!ndow; Error Reporting downloads through the Windows Mo auto-restart with logged on users for scheduled automat... Mot configured
7] Windows Installer automatic updating service. Re-prompt for restart with scheduled installations Mot configured
(] Windows Logen Options Delay Restart for scheduled installations Not configured
1 Windows Mail het-l'r1hls s:-tttmg 1I:e15 y(;utspecrfy Reschedule Automatic Updates scheduled installations Mot configured
[ Windows Media Center ‘:nableedr 2n ;Eacljcn:‘lﬁutaeﬁfatr:e Enable client-side targeting Mot configured
™ W!ndows Med!a Digital Rights Ma—| __ . & enabled, you must select Allow signed updates from an intranet Microsoft update ser... Mot configured
% Windows Media Player one of the four options in the
Windows Messenger Group Policy Setting:
7] Windows Mobility Center
7 Windows PowerShell 4 le ﬁ_‘)tiﬁ' befor: " d
] - - ownloading any updates an
& W!ndows Reliability Analysis notify again before installing them.
p [ Windows Remote Management (} _
1 Windows Remote Shell = When Windows finds updates
71 Windows SideShow that apply to this computer, an
7] Windows System Resource Mana icon appears in the status area
= Wind Updat with a message that updates are
"_‘ ows Update ready to be downloaded. Clicking
%A” Settings theicen or message provides the
I ] Preferences option to select the specific
I+ 4% User Configuration ||| updates to download. Windows (V]
+ ||| then downloads the selected | < | mn | > |
[<] [ | [>] Extended / Standard /

Status: Running | @ Ba

Double click
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Ej Group Policy Management Editor -8 x
Fil : -
" a Configure Automatic Updates ==
@
— E‘ Configure Automatic Updates | T T | | Next Setting |
e - Comment:
() Not Configured ~ State
(®) Enabled nd Shut Down' option in Sh.. Mot configured
. i ‘Install Updates and Shut Do..  Met configured
() Disabled

er Management to automati...  Met configured

Supported on: [ywindows XP Professional Service Pack 1 or At least Windows 2000 Service Pack 3 | ~ = G

~ | | [te service location Enabled
equency Mot configured
Culons Rl eive update notifications Mot configured
Mot configured
Cenfigure automatic updating: - . . . 2 [Ldiate installation Mot configured
this computer will receive security updates X . X
4 - Auto download and schedule the install wnloads through the Windows automatic | _ | £ '3 Autamatic Updates Not configured
= | | |users for scheduled automat... Mot configured
The following settings are only required and .y ! ity wheth  uod duled installations Mot configured
applicableif 4 is selected, is setting lets you specify whether automatic updates are . .
enabled on this computer, If the service is enabled, you must pllations Not configured
Scheduled install day: i i i ineg: scheduled installations Mot configured
i select one of the four options in the Group Policy Setting: 9

. ;. v| Mot configured
- bvery day re downloading any updates and notify again htranet Microsoft update ser..  Not configured
Scheduled install time: | 11:00 v Em

When Windows finds updates that apply to this computer,
an icon appears in the status area with a message that updates
are ready to be downloaded. Clicking the icon or message
provides the option to select the specific updates to download.
Windows then downloads the selected updates in the
background. When the download is complete, the icon appears
in the status area again, with a netification that the updates are
ready to be installed. Clicking the icon or message provides the

option to select which updates to install. -
) [ o ][ ]
bR - Y [T hen dammlnade the calectad < o ?
< mn > \Extended ,(Standard/
H == f : 11:26
7 =l E2p s I il G DAN 3 00

Status: Running Qﬂg

Complete and click OK then close all open windows on DCO1.

Notice. We just created a GPO on the highest level in our domain. Settings in this GPO will apply to all
users, workstations, member servers and domain controllers in our domain. We have just configured
member servers and domain controllers to install Microsoft Updates, which per default automatically will
restart the machine, as needed. In a production environment, you should test updates first and should be
very careful about which servers you let update and restart automatically. We do this in our test
environment to have some machines to manage in WSUS. Our test users do not care about service
downtime.

Verify WSUS configuration
We will now verify if Klient01 is managed by our WSUS settings.
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Press the Windows key and type command or cmd
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Gpupdate forces Klient01 to look for new GPO’er and/or settings.
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After the Computer Policy update has completed, we can check if the settings have been applied on
Klient01. This can be done by running rsop.msc, which looks in the local configuration on the machine.

Here we can see that the two WSUS settings are applied.
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To force the computer to contact the WSUS server, you can type the above command. Notice that some
time may pass before the computer is visible on the WSUS server.

Approving updates
On WSUS01, when the computers are visible in the WSUS snap in, we can add the computers to the groups,
representing the various departments and approve updates on each of the groups.

Following Microsoft best practice, you should have a test computer group containing computers
representing each department of the company with their various combinations of software the company
uses. By approving and testing updates against the test group, you are able to find potential issues before
the updates are applied to the rest of the company.

In our test environment we approve updates directly on the departments.
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To add computers to groups, right click=>Change membership...

Do this for all servers, even if it does not look like the above image.
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Here Klient01 is added to the sales (salg) group.
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To approve updates against a computer group, mark all needed updates, right click one 2> Approve...
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Status: Running |

Install the updates for the desired groups. When new machines are joined a computer group, they will
automatically install already approved updates.
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Status: Running |

The list of missing updates is now empty until new updates are available from Microsoft or until new
machines that are missing updates, contacts the WSUS server.

Computers that have been approved for updates will install the updates according to the schedule we
made in our GPO (11:00 O’clock every day)



