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IP Addressing  

and 

Sub-netting

What is a IP Address ?

� An IP address is a unique number that devices 
use to identify and communicate with each 
other on a computer network.
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An IPv4 address is a 32-bit address.

Note:Note:

The IP addresses are unique.

Note:Note:
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The address space of IPv4 is
232 or  4,294,967,296.

Note:Note:

IP Addressing Structure

� Describe the dotted decimal structure of 
a binary IP address and label its parts
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Dotted-decimal notation of  IPv4  Address

Binary to Decimal Conversion

27 26 25 24 23 22 21 20

128 64 32 16 8 4 2 1

1 1 0 1 0 0 0 11 0 0 1 1 1 0 10 1 1 1 1 1 1 10 0 1 1 1 1 1 1
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Decimal to Binary Conversion

27 26 25 24 23 22 21 20

128 64 32 16 8 4 2 1
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Binary Value of 63 
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IP Addressing Structure

� Practice converting decimal to 8-bit 
binary

IPv4  Classes
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Range of  IPv4 Classes

Class A, B, C are commonly used for addressing networks 
and devices

Class D and E are reserved for special purposes 
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Network Portion (Netid )and Host portion (hostid)
of  IPv4 Classes

Network and Host Portions

The no. of bits in the network portion 
determines how many different networks.

The number of bits used in this host portion 
determines the number of hosts that we can 
have within the network.
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HOW  WILL  YOU  FIND

How many bits are NETWORK portion ?

How many bits are HOST portion ?

Solution :  Using Network Prefix or Subnet 
Mask . . .

Network Prefixes

� A Network Prefix is a method to identify the 
network portion and host portion of an IP 
address.

� The prefix length is nothing but the number of 
network bits in the IP address.

� For example, in 192.168.1.0 /24,  the number 
24 is no. of network bits.
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Subnet mask

� Subnet Mask is another common method used to 
identify the network portion and host portion of an 
IP address.

� In a subnet mask, All network bits = 1
All host bits = 0

For example, 172.16.4.0 /16, 
the subnet mask = 255.255.0.0

Default  Subnet  masks  of  IPv4 ClassesDefault  Subnet  masks  of  IPv4 Classes
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Network Address

� The address by which we refer to the network. 

� Its lowest ( first ) address in a network.

� All the host bits in a network address equals 0

� The address cannot be assigned to any end 
devices in the network

� Eg. 192.168.2.0/24 , 172.16.0.0/16 , 10.0.0.0/8
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Broadcast Address

� A special address used to send data to all hosts 
in the network. 

� Its highest ( final ) address of a network

� All the host bits in a network address equals 1

� The address also cannot be assigned to any 
end devices in the network

� Eg. 192.168.2.255/24 , 172.16.255.255/16 , 
10.255.255.255/8

Host Address

� The addresses can assigned to the end 
devices in the network.

� For eg. PC, IP Phone, Router Interfaces etc.

� These are the addresses between network 
and broadcast address.
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1

Calculating number of networks and hosts in 
Different Classes

No. of networks = 2 network bits

No. of hosts in each network = 2host bits - 2
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29

How  to find  the Network  address when a Host  IP  
and  Subnet mask  is given …

Network 
Address

Any  IPv4 
address

0

AND ing  the Host IP and Subnet mask to get Network Address
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Calculating Addresses 

Communication in a IPv4 
network
� Unicast - the process of sending a packet from 

one host to an individual host. It is used for the 
normal host-to-host communication in both a 
client/server and a peer-to-peer network. 

� Broadcast - the process of sending a packet from 
one host to all hosts in the network

� Multicast - the process of sending a packet from 
one host to a selected group of hosts
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Broadcast transmission

Define public address and private address
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Default Route

� Represent the IPv4 default route as 0.0.0.0

� Used as a "catch all" route when a more specific route is 
not available.

� Use of this address also reserves all addresses in the 
range 0.0.0.0 - 0.255.255.255 (0.0.0.0/8) address block. 

Special IP Addresses

Loopback Address

� Addresses 127.0.0.0 to 127.255.255.255 are reserved 
for loopback purposes.

� The loopback is a special address that hosts use to 
direct traffic to themselves.

� Used to check that TCP/IP stack is working properly

Special IP Addresses……continued
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Pinging loopback address to check TCP/IP 
stack

Link-Local Addresses

� Addresses 169.254.0.0 to 169.254.255.255 
(169.254.0.0/16) are designated as link-local addresses.

� These addresses can be automatically assigned to the 
local host by the operating system in environments where 
no IP configuration is available.

� Link-local addresses do not provide services outside of 
the local network. 

Special IP Addresses……continued
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TEST-NET Addresses

� The address block 192.0.2.0 to 192.0.2.255 
(192.0.2.0/24) is set aside for teaching and learning 
purposes. 

� These addresses can be used in documentation and 
network examples. 

� Addresses within this block should not appear on the 
Internet. 

Special IP Addresses……continued
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Tracert (traceroute)

- is a utility that allows us to observe the path 
between these  hosts. 

- The trace generates a list of hops that were   
successfully reached along the path

Checking connectivity to http://www.google.com
using ping tool
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Assigning DHCP Addresses
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Assigning Addresses

IP Global and Regional Agencies

IANA  - Internet  Assigned  Numbers  Authority
- Responsible for IP address allocation to ISPs
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ISP Classification

Why IPv6 ?
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Subnetting

Sub-netting is the process of dividing a 

major network into smaller networks called 

subnets.

By Sub-netting a network, we can save 

IPv4 addresses.

We can assign IP address to a network 

according to the requirement
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Sub-netting means borrowing bits from 

the host portions and adding them to 

network portions.

By borrowing bits from host potion we can 

divide a network into subnets

Calculating number of subnets 
and number of host per subnet

No. of subnets = 2borrowed bits

No. of hosts in each subnet = 2host bits - 2
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Testing the Network Layer 

� Use ping to verify connectivity

� Ping to loopback address to check 
TCP/IP stack

� Use tracert tool to trace the path.

Note :  PING - Packet Internet Groper

Ping tool and ICMP protocol
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Summary


