|P Addressing

and
Sub-netting

What is a IP Address ?

o An IP address is a unigue number that devices
use to identify and communicate with each
other on a computer network.
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An IPv4 addressis a 32-bit address.

The | P addresses are unique.
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The address space of IPv4 is
232 or 4,294,967,296.

IP Addressing Structure

= Describe the dotted decimal structure of
a binary IP address and label its parts

Internet Protocol (TCP/IP) Properties ? Eeeyonbave
Gene| assigned me
‘You can get IP settings assigned automatically if your network supports an IP address

this capability. Othenwise, you need to ask your network administrator for 11000000.1010
the appropriate P settings.

" Obtain an IP address automatically
(% Use the following IP address:

Subnet mask: s % P
Default gateway: . . B

£ Obtain DNS server address automatically
(% Use the following DNS server addresses:

Prefered DNS server: 5 s P
Alternate DNS server: 5 « :

IP version 4 (IPv4) is the current form of addressing used on the Internet.
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‘ Dotted-decimal notation of 1Pv4 Address

10000000 00001011 00000011 00011111

Ny

128.11.3.31

Binary to Decimal Conversion

32 16 8 4 2 1

128 64

I R N I N N

BoSmONE LR A 8111

=127
Easy way 128 -1 =127
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Decimal to Binary Conversion
[

32 16 8 4 2 1

128 64

Binary Value of 192 =
Is 192 2128 ? Yes, put highest bit =1
192-128 = 64
64 2 64 ? Yes, put next highest bit = 1

B
64-64=0

0 = 32 ? No, put next highest bit = 0
0 = 16 ? No, put next highest bit =0
0 = 8 ? No, put next highest bit = 0
0 = 4 ? No, put next highest bit = 0
0 = 2 ? No, put next highest bit = 0
0 =1 ? No, put next highest bit = 0
So Binary Value=11000000
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Binary Value of 63
(B
63 = 128 ? No, put highest bit =0
63 = 64 ? No, put next highest bit = 0
63 = 32 ? Yes, put next highest bit = 1
63 - 32 = 31

31 = 16 ? yes, put next highest bit = 1
31-16 =15

15 = 8 ? yes, put next highest bit = 1
15-8=7

7 = 4 ? yes, put next highest bit = 1

(B
7-4=3

3 = 2 ? yes, put next highest bit = 1
3-2=1

1 21 ? yes, put next highest bit = 1

So Binary Value= 00111111
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IP Addressing Structure

= Practice converting decimal to 8-bit

binary
Decimal to Binary Conversion Activity
Given a decimal value, enter the correct
binary values for each positon.
Decimal Value 209
Exponent  2ATth 2/6th 2A5th  2h4th  2A3rd 2°2nd  2Mst 210
Position 128 64 32 16 8 4 2 1
Bit | | R A I L J L]
Enter numbers for these 8 positions.
i IPv4 Classes
First byte Second byte  Third byte Fourth byte
Class A ‘0 ‘ ‘ ‘ ‘ | ‘
ClassB‘lO H H H
Class C [110 ‘ ‘ ‘ ‘ | ‘

Class D [1110 || |

Class E 1111 || ||
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Range of |Pv4 Classes

First byte Second byte  Third byte

Fourth byte

ClassA | 0to127 || |

Class B [ 128 to 191 | | | |

Class C | 192 to 223 | | |

Class D | 224 to 239 | | |

Class E | 240 to 255 | | | |

and devices

+ cannot currently be
used for hosts in
IPv4 networks

Class D and E are reserved for special purposes

Class A, B, C are commonly used for addressing networks

Type of Address Usage Reserved IPv4 Address Range RFC
Host Address used for IPv4 hosts 0.0.0.0 to 223.255.255.255 790
Multicast used for multicast groups 224.0.0.0 to 239.255.255.255 1700
Addresses on a local network

Experimental * used for research or 240.0.0.0 to 255.255.255.254 1700
Addresses experimentation 3330
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Networ k Portion (Netid )Jand Host portion (hostid)
of 1Pv4 Classes

Byte 1 | Byte 2 i Byte 3 | Byte 4
Class A i Netid i : Hostid ‘ i
Class B ‘ Netid | Hostid |
Class C ‘ Netid ‘ Hostid |
Class D ‘ Multicast address ‘
Class E ‘ Reserved for future use |

Network and Host Portions
[

*» The no. of bits in the network portion
determines how many different networks.

» The number of bits used in this host portion
determines the number of hosts that we can
have within the network.
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HOW WILL YOU FIND

How many bits are NETWORK portion ?
How many bits are HOST portion ?

Solution : Using Network Prefix or Subnet
Mask . . .

Network Prefixes

A Network Prefix is a method to identify the
network portion and host portion of an IP
address.

The prefix length is nothing but the number of
network bits in the IP address.

For example, in 192.168.1.0 /24, the number
24 is no. of network bits.
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Subnet mask
[

o Subnet Mask is another common method used to

identify the network portion and host portion of an
IP address.

o In a subnet mask, All network bits = 1
All host bits =0

For example, 172.16.4.0 /16,
the subnet mask = 255.255.0.0

Default Subnet masks of IPv4 Classes

Class

Mask in binary

A 11111111 00000000 00000000 00000000

B 11111111 11111111 00000000 00000000

C 111111171 111111111 11111111 00000000

Mask in dotted-decimal

255.0.0.0
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IP Address Classes

Address |1st octet 1st octet bits Network(' ') and | Default subnet |Number of possible)

Class range ( Host(H) parts of | mask (decimal |networks and hosts|
(decimal) ) address and binary) per network
A 1-127** 00000000~ N.H.H.H 255.0.0.0 128 nets (2A7)
01111111 16,777,214 hosts per
net (2424-2)
B 128-191 10000000- N.N.H.H 255.255.0.0 16,384 nets (2414)
10111111 65,534 hosts per net
(2216-2)
(o3 192-223 11000000- N.N.N.H 255.255.255.0 2,097,150 nets (2421)
11011111 254 hosts per net
(218-2)
D 224-239 11100000~ NA (multicast)
11101111
E 240-255 11110000- NA (experimental)
11111111

** All zeros (0) and all ones {1) are invalid hosts addresses.

Network Address

The address by which we refer to the network.
Its lowest ( first ) address in a network.
All the host bits in a network address equals 0

The address cannot be assigned to any end
devices in the network

Eg. 192.168.2.0/24 , 172.16.0.0/16 , 10.0.0.0/8
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Broadcast Address

A special address used to send data to all hosts
in the network.

Its highest ( final ) address of a network
All the host bits in a network address equals 1

The address also cannot be assigned to any
end devices in the network

Eg. 192.168.2.255/24 |, 172.16.255.255/16 ,
10.255.255.255/8

Host Address

The addresses can assigned to the end
devices in the network.

For eg. PC, IP Phone, Router Interfaces etc.

These are the addresses between network
and broadcast address.
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10
Network Address

00001010

10
Broadcast Address

11111111

10
Host Address

00001010

Address Types

Network

0

0000000

0

0000000

0

0000000

0

0000000

0

0000000

0

0000000

Host

Different Classes

No. of networks = 2 network bits

Calculating number of networks and hosts in

No. of hosts in each network = 2host bits - 2
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How to find the Network address when a Host IP
and Subnet mask is given ...

Mask
An address AND Beginning
in the block operation address
Any IPv4 Network
address Address

29

AND ing the Host IP and Subnet mask to get Network Address
Applying the Subnet Mask
A device with address 192.0.0.1 belongs to network 192.0.0.0
High order bits .
Prefix /16 Low order bits
192 . 0 . 0 . 1
Host 11000000 00000000 00000000 00000001 2@
255 255 0 0
Subnet
11111111 11111111 00000000 00000000
Network 11000000 00000000 00000000 00000000
192 . 0 . 0 . 0
Network
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Use the subnet mask to determine the network address for the host 173.16.132.70/20.

Convert binary network address to decimal

Host Address 172 ) 16 ) 132 ) 70
Binary Host 10101100 00010000 10000100 01000110
Address
Binary Subnet 11111111 11111111 11110000 00000000
Mask
Binary Network 10101100 00010000 10000000 00000000
Address
Network Address g2 . 13 . 128 . 0

Given address/prefix of  183.26.103.215 /30

— For each row, enter the values ...

Type of Address Enter LAST octet in Enter LAST octet in Enter full address in
binary decimal decimal

|

Broadcast ’ ‘ | ‘ |
|
|

Network

First Usable Host Address ‘ | ‘ |

| I

Last Usable Host
Address

YV VY
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Network Address in decimal

Subnet Mask in decimal

Network address in binary

Subnet Mask in binary

First Usable Host IP Address in decimal
Last Usable Host IP Address in decimal

Broadcast Address in decimal

Next Network Address in decimal

10

255

00001010

11111111

1st octet

1st octet

1st octet

1st octet

Calculating Addresses

187

255

10111011

11111111

2nd octet

2nd octet

2nd octet

2nd octet

Given the network address and the subnet mask, define the range of hosts, the broadcast
address, and the next network address.

0

224

00000000

11100000

3rd octet

3rd octet

3rd octet

3rd octet

0

0

00000000

00000000

4th octet

4th octet

4th octet

4th octet

network
[

Communication in a IPv4

o Unicast - the process of sending a packet from
one host to an individual host. It is used for the
normal host-to-host communication in both a
client/server and a peer-to-peer network.

o Broadcast - the process of sending a packet from
one host to all hosts in the network

o Multicast - the process of sending a packet from
one host to a selected group of hosts
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Broadcast transmission
Source: 172.16.4.1
Destination: 255.255.255.255

(7= }

172.16.4.253

172.16.4.1

172.16.4.2 Multicast Transmission

Unicast Transmission 172.16.4.3
Source: 172.16.4.1
Source: 172.16.4.1 Destination: 224.10.10.5
Destination: 172.16.4.253

172.16.4.253
172.16.4.253

172.16.4.1 172.16.4.1

172.16.4.2
172.16.42 1721643 172.16.4.4

172.16.4.3 22410105 224.10.10.5

Define public address and private address

Private Addresses used in Networks without NAT

Internet

172.16.0.0
Private Net

192.168.1.0
Private Net

192.168.1.2

Private Net
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Special IP Addresses

Default Route

Represent the IPv4 default route as 0.0.0.0

Used as a "catch all" route when a more specific route is
not available.

Use of this address also reserves all addresses in the
range 0.0.0.0 - 0.255.255.255 (0.0.0.0/8) address block.

Special IP Addresses...... continued

Loopback Address

Addresses 127.0.0.0 to 127.255.255.255 are reserved
for loopback purposes.

The loopback is a special address that hosts use to
direct traffic to themselves.

Used to check that TCP/IP stack is working properly
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Pinging loopback address to check TCP/IP
stack

C:~rping 127.8.8.1

Pinging 127.8.8.1 with 32 bytes of data:
127. bytes=32 time<ims TTL=128
127. bytes=32 time<ims TTL=128
127. hytes=32 time<imz TTL=128
127. bytes=32 time<imsz TTL=128

Ping statistics for 127.8.8.1:

Packet=z: Sent = 4. Received = 4, Lost = B8 (Bx loss>.
Approximate round trip times in milli-—seconds:
Minimum = Bms, Maximum = Bms, Average = Ams

G

Special IP Addresses...... continued

Link-Local Addresses

Addresses 169.254.0.0 to 169.254.255.255
(169.254.0.0/16) are designated as link-local addresses.

These addresses can be automatically assigned to the
local host by the operating system in environments where
no IP configuration is available.

Link-local addresses do not provide services outside of
the local network.
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Special IP Addresses...... continued
o
TEST-NET Addresses

o The address block 192.0.2.0 to 192.0.2.255
(192.0.2.0/24) is set aside for teaching and learning
purposes.

o These addresses can be used in documentation and
network examples.

o Addresses within this block should not appear on the
Internet.

Special IPv4 Addresses

. Router does not forward TEST-NET
and Link-Local addresses.

Internet

Link-Local Network
169.254.0.0 /16 can only
communicate within the
local LAN.

Network using TEST-NET
addresses 192.0.2.0 /24
can only communicate

within the local LAN.
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Tracert (traceroute)

- Is a utility that allows us to observe the path
between these hosts.

- The trace generates a list of hops that were
successfully reached along the path

Checking connectivity to http://www.google.com
using ping tool

C:\>ping google.com
Pinging google.com [74.125.45.108] with 32 bytes of data:
iReply from 74.125.45. 1@@ bytes=32 time=36%9ms

Reply from 74.125.45.100: bytes=32 time=438ms
Reply from 74.125.45. 1@@ bytes=32 time=335ms

—A———
-
Wnnn

[d1]191[91]91]
SR

Reply from 74.125.45.100: bytes=32 time=361lms

Ping statistics For 74.125.45. 100:

ackets: Sent 4, Received = 4, Lost = @ (8% loss),
Approximate round trlﬁ times 1n milli-seconds:
a

Minimum 335Sms, ximum = 438ms, Average = 375ms
C:\>o
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C:~>tracert 74.125.45. 100

Tracing route to yx-in-f1@0.

over a maximum of 30

1 <1
1

,_|
Uﬁm-hWNHG\Dm\IU\E(ﬂ BN
N

o e o e
00~J

0

ut {1l ms

ms

google.com [74.125.45. 10@]

192.168.5.1
192.168.1.1

m
161
.2

<1
<1
59

ms
3 ms s
ms

ms
2 ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms

Trace complete.

CiNon

ABTS-KK-dynamic-201.@. 172.
ABTS-KK-Static-157.32. 166.
ABTS-KK-Stat ic-0@9.32. 166.

122. 175,255, 29
125.21.167.29

3512 bhart1 1l.pal.seabone.

2.14,217. 144
51345505112

209.85,.251.9
72.14,.232,215
209.85.253. 137

yx—-in-f108.gocogle.com [74.

.airtelbroadband. ir
.airtelbroadband. ir

.airtelbroadband. ir

[213.144.181.85]

.45, 1ea]

Gmd]

 Optan
C Usgthe

internet Protocol (TCP/IP)

You can get IP sattngs assignad sutomaticaly § your netwerk supperts
this capabity, Othesvase, yon resed 1o a2k your retior
the approgrote IP settings.

& [btan an P sddess .umd/(
"lrurnumr?m»‘

Assigning Dynamic Addresses

administralos for

Using DHCP
These addresses are
assigned dynamically:
IP Address -«
Subnet mask «
Default gateway <€
DHCP server E.S

Assigning DHCP Addresses

28, 2006 19:50:49

. 2006 10:50:49 N
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Assigning Addresses

Devices IP Address Ranges

_ First Address Last Address Summary Address

Network Address 7216x0 |

172.16.x.0 /25

Router (gateway) 172.16.x.254 | 172.16.x.224 127

Broadcast 172.16x.255 || ...

IP Global and Regional Agencies

Entities that Oversee IP Address Allocation

IANA - Internet Assigned Numbers Authority
- Responsible for IP address allocation to ISPs

Global IANA
Regional AfriNIC APNIC LACNIC ARIN RIPE NCC
Internet Africa Asial Latin North Europe,
Registries  Region Pacific America America Middle East,
Region And Region Central Asia
Caribbean Region
Region
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ISP Classification

The 3 Tiers of ISPs

Internet Backbone

Tier 1
(ex. Sprint, Savvis)

PN

Tier 2 Tier 2
(ex .nLayer) (France Telecom)

AN

Tier 3 Tier 3
(ex. Fortress ITX) (ex. Beachcomputers)

Why IPV6 ?

IPv6 Header

Version 6 Traffic Class 8 bits Flow Label 20 bits

Payload Length 16 bits =~ NextHdr 8 bits  HopLimit 8 bits

Source
3ffe:6a88:85a3:08d3:1319:8a2e:0370:7344
Address
2001:04b8:0000:0000:0000:0000:1428:57ab Destination
Address
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Subnetting

Sub-netting is the process of dividing a
major network into smaller networks called
subnets.

By Sub-netting a network, we can save
IPv4 addresses.

We can assign IP address to a network
according to the requirement
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Sub-netting means borrowing bits from
the host portions and adding them to
network portions.

By borrowing bits from host potion we can
divide a network into subnets

Calculating number of subnets
and number of host per subnet

No. of subnets = 2borrowed bits

No. of hosts in each subnet = 2host bits - 2
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Testing the Network Layer

= Use ping to verify connectivity

= Ping to loopback address to check
TCP/IP stack

= Use tracert tool to trace the path.

Note : PING - Packet Internet Groper

Ping tool and ICMP protocol

Testing Connectivity to Local Network
Ping Local Gateway

ECHO REQUEST

/ ECHO REPLY

10.0.0.253 =
255.255.255.0

>

10.0.0.254 € ——
255.255.255.0
Gateway

Address
C:>ping 10.0.0.254

——>>  10.0.0.1
255.255.255.0 —_—
10.0.0.2 10.0.0.3
2552552550  255.255.255.0

10.0.0.1

Host IP Address 110.0.0.254

04 DAES survm st msmatialy
7 Usgthe Ml CALS serer sbbesses
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Summary

In this chapter, you learned to:

Explain the structure IP addressing and demonstrate the ability to convert between 8-bit
binary and decimal numbers.

Given an IPv4 address, classify by type and describe how it is used in the network.
Explain how addresses are assigned to networks by ISPs and within networks by
administrators.

Determine the network portion of the host address and explain the role of the subnet
mask in dividing networks.

Given IPv4 addressing information and design criteria, calculate the appropriate
addressing components.

Use common testing utilities to verify and test network connectivity and operational
status of the IP protocol stack on a host.

NINr
CISCO
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