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Basic Features of EIGRP

Features of EIGRP

Released in 1992 as a Cisco proprietary protocol.

2013 basic functionality of EIGRP released as an open standard.
Advanced Distance Vector routing protocol.

Uses the Diffusing Update Algorithm (DUAL) to calculate paths and
back-up paths.

Establishes Neighbor Adjacencies.

Uses the Reliable Transport Protocol to provide delivery of EIGRP
packets to neighbors.

Partial and Bounded Updates. Send updates only when there is a
change and only to the routers that need the information.

Supports Equal and Unequal Cost Load Balancing.




Basic Features of EIGRP

Protocol Dependent Modules

EIGRP Protocol-Dependent Modules (PDM)

Neighbor Table - IPvE

2 Neighbor Tabl
Meighbor Table - IPv4 elghbor Tables

Met-Hop Router Interface

Topology Table - IPvé

2 Topology Tables
Topology Table - IPv4 pology
Destination Successor
Destination?2 Feasible Successaor

Routing Table - IPv6

2 Routing Tabl
Routing Table - IPv4 outing Tables

Destination1 Successor




Basic Features of EIGRP

Reliable Transport Protocol

Application

EIGRP Replaces TCP with RTP

EIGRP PDM Operation
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Basic Features of EIGRP

Authentication

= EIGRP can be
configured to
authenticate routing
iInformation.

= Ensures routers only
accept updates from
routers that have
been configured with
the correct
authentication
information.

Authentication

EIGRP Packets
Encrypted

2z




Types of EIGRP Packets

EIGRP Packet Types

Packel Typo

Hello Lsed to discover other EIGRF routers in the network.
Acknowledgement Used to acknowledge the receipt of any EIGEF packet.
LIpdate Conmvey routing imformation to known destinations.

Querny lIsed to request specific ifformation from a neighbor router.

Reply sed to respond to a query.




Types of EIGRP Packets

EIGRP Hello Packets

Used to discover EIGRP neighbors.

Used to form and maintain EIGRP neighbor adjacencies.
Sent as IPv4 or IPv6 multicasts.

IPv4 multicast address 224.0.0.10.

IPv6 multicast address FF02::A.

Unreliable delivery.

Sent every 5 seconds (every 60 seconds on low-speed NBMA
networks).

EIGRP uses a default Hold timer of three times the Hello
Interval before declaring neighbor unreachable.
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Types of EIGRP Packets

EIGRP Update & Acknowledgement Packets

= Update packets are sent to
propagate routing
iInformation, only when
necessary.

= Sends Partial updates — only
contains information about
route changes.

= Sends Bounded updates-
sent only to routers affected
by the change.

= Updates use reliable
delivery, therefore, require
an acknowledgement.




Types of EIGRP Packets
EIGRP Query and Reply Packets
= Used when searching for networks.
= Queries use reliable delivery, which can be multicast or unicast.

= Replies use reliable delivery.
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EIGRP Messages

Encapsulating EIGRP Messages

Type/Length/Values Types

Data Link Frame

IP Packet Header | EIGRF Facket Header TLY Types
Header

Data Link Frame

MAC Source Address

= Address of sending

interface

MAC Destination IP Packet

Address = Multicast: 1Pv4 Source Address =

01-00-5E-00-00-0A  Address of sending
interface
IPv4 Destination
Address = Multicast:

2240010 EIGRP Packet Header
Protocol field = 88 for  Opcode for EIGRP
EIGRP packet type TLV Types
Autonomous System Some types
Mumber include:
0x0001 EIGRP
Parameters
0x0102 IP Internal
Routes

0x0103 IP External
Routes



EIGRP Messages

EIGRP Packet Header and TLV

EIGRP Packet Header
Data Link F EIGRFP Packet A
- EHElEdElrran-El IP Packet Haadar —e-.fclc-:;{e Tyvpe/Length®aluss Types
Bit 0 7|a 15 118 23 I 24 H
Varsion opciode Checksum
Flagse
EIGRP Headar Saquence
Ack
Autonomous System Mumbsars
I
EIGRP Massage TLVs
I
¢+  Opcode: EIGRP Packst Type: Update (1), Query (3), Reply(4), Hello (5)
¢ Autonomaous System Number: |0 for this EIGRP routing process
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Configuring EIGRP with IPv4

EIGRP Network Topology

This course uses the topology that configures EIGRP with IPv4.

EIGRP Routing
Dormain
17216.2.0024

209.165.200.224/727
225 3010

Intemiet ;1

S000 / i _ SO0A 254

192.168.10.8/30

S000 8

192.168.10.4/30

172.16.1.024 192.168.1.0/24




Configuring EIGRP with IPv4
Autonomous System Numbers

The router eigrp autonomous-system command enables
the EIGRP process.

The autonomous system number is only significant to the EIGRP
routing domain.

The EIGRP autonomous system number is not associated with the
Internet Assigned Numbers Authority (IANA) globally assigned
autonomous system numbers used by external routing protocols.

Internet Service Providers (ISPs) require an autonomous system
number from IANA.

ISPs often use the Border Gateway Protocol (BGP), which does
use the IANA autonomous system number in its configuration.




Configuring EIGRP with IPv4
Autonomous System Numbers

= Find the definition of AS Numbers and the RFC its described in.



Configuring EIGRP with IPv4

Router EIGRP Command

Router (config) # router eigrp autonomous-system

Rl (config) frouter eigrp 1
Rl (config-rauter) 4

To completely remove the EIGRP routing process from a device,
use the no router eigrp autonomous-system command.



Configuring EIGRP with IPv4

EIGRP Router ID

Used in both EIGRP and OSPF routing protocols, the router ID’s
role is more significant in OSPF.
Topology with Default EIGRP Router IDs

172.16.2.0/24

Fouter 10
209 165,200 225

Intemet )

172.16.3.0/30

Router 1D
182 168.10.10

192.168.10.4/30

Fouter 10
192 168.10.5
172.16.1.0024 192.168.1.0/24




Configuring EIGRP with IPv4

Configuring the EIGRP Router ID

Configuring the EIGRP router ID

Router (config) # router eigrp autonomous-system
Router (config-router) # eigrp router-id ipv4-address
The IPv4 loopback address can be used as the router ID.

If the eigrp router-id value is not configured, the highest
loopback address is selected as the router ID.

Configuring a loopback interface
Router (config) # interface loopback number

Router (config-if)# ip addressipv4-address subnet-mask




Configuring EIGRP with IPv4
Network Command

= Enables any interface on this router that matches the network
address in the network router configuration mode command to

send and receive EIGRP updates.

= These networks are included in EIGRP routing updates.

Enables EIGRF for the interfaces on subnets in 172.16.1.0/24 and 172.16.3.0/30.

Rl (config)# router eigrp 1

Rl (config-router) # network 172.16.0.0
Rl (config-router) # network 192.168.10.0
Rl (config-router) #

Enables EIGRF for the interfaces on subnet 192.168.10.4/30.




Configuring EIGRP with IPv4
Network Command

The eigrp log-neighbor-changes router configuration mode
* On by default
+ Displays changes in neighbor adjacencies
 Verifies neighbor adjacencies during configuration
* Indicates when any adjacencies have been removed




Configuring EIGRP with IPv4

The Network Command and Wildcard Mask

= To configure EIGRP to advertise specific subnets only, use the
wildcard-mask option with the network command.

Router (config-router) # network network
address [wildcard—-mask]

= The wildcard mask is the inverse of the subnet mask.

= To calculate the wildcard mask, subtract the subnet mask from
255.255.255.255;

255.255.255.255
-- 255.255.255.252
0. 0. 0. 3 wildcard mask

= Note: Some I0S versions also let you enter the subnet mask
Instead of a wildcard mask.




Configuring EIGRP with IPv4
Passive Interface

= Use the passive-interface command to:

= Prevent neighbor adjacencies
= Suppress unnecessary update traffic

= |ncrease security controls, such as preventing unknown rogue
routing devices from receiving EIGRP updates

= To configure:
Router (config) # router eigrp as—-number

Router (config-router) # passive-
interface interface-type interface—-number

= To verify:

Router# show ip protocols




Configuring EIGRP with IPv4

Verifying EIGRP: Examining Neighbors

show ip eigrp neighbors Command

Fl{show ip eigrp neighbors
EIGRP-IPwvd Weighhors far AS{l}

H Address Interfao:= Haold Uptime SRTT RIO W] SEg
[ mec) {m=) Cnt Num
1 192 . 16B.10.E 5041 11 J4:57:14 27 162 d a
d 172.16.3. 2 S5ed 070 13 d47:53:40 24 124Q d 14
1t 1 A A A
Meighbor's [Pvd Local Interface seconds remaining before Amount of time
Address recening declanng neighbor down. since this
EIGEF Hello The cument hold time and is neighbor was
packets reset to the maximum hold added to the
time whenever a Hello neighbor table.
packet is received.




Confi_gur_ing EIGRP with IPv4
Verifying EIGRP: show ip protocols Command

show ip protocols Command

Rl# show ip protocols

*#*+ TP Routing is HSF aware ***

Routing Protocol is “eigrp 1“-‘;/\ Routing protocol and Process ID (AS Number)
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Default networks flagged in cutgoing updates
Default networks accepted from inceming updates
EIGEF-IFv4 Protocol for AS (1)

Metric weight K1=1, ®2=0, K3=1, K4=0, K&=0
WSF-aware route hold timer is 240
Router—1p: 1.1.1.1 \u‘ EIGRP Router 1D
Topology : 0 (base)

Active Timer: 3 min

% EIGRP Administrative

Distance: internmal 90 external 170 |

' Distances
Maximum path: 4
faximum hopeount 100
faximum metric variance 1
Automatic Summarization: disabled| | EIGRP Automatic Summarization is
Maximam path: 4 disabled.
Routing for Networks:
172.16.0.0
192.168.10.0
Routing Information Sources: ) ccrP R_ouhng _
Gateway Distance Last Update IgTﬁ?fQ??EEE?%Lﬁ?ﬁg““
192.168.10.6 a0 00:40:20 soyrc_esthe 105 uses to
172.16.3.2 90 00:40:20 g‘f}':g fts IPv4 routing

Distance: internal 90 external 170

RLl¥

>
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Configuring EIGRP with IPv4

Verifying EIGRP: Examine the IPv4 Routing Table

R1's IPvd Routing Table

172.16.0.0/1¢ i3 wariably subnetted, 5 subnets, 3 1

mes ks

C 172.16.1.0/24 13 directly connected,
GigabitEthernetd/ 0

L 172.18.1.1/32 13 directly connected,
GigabiteEthernets0

L 172,16 2. 0/24 [90/72170112]) wia 172.16.3.2;
00:14:35, serialh/0s0

C 172.16.3.0/30 is directly connected, sSerial0s0/0
L 172.16.3.1/32 i3 directly connected, Serial(s0/0
L 192, 168.0.0/24 [90/72170112) wia 192.16B8.10.5,

00:13:57, seriald/of1
192.168.10.0/24 is wariasbly subnetted, 3 subnets, 2

masks =
C 192.168.10.4/30 1z directly connected, -
Serialfsos1

L 192.168.10.5/32 is directly connected,

Serialds0s1

L 192,168, 10,8730 [90/268185¢] wia 152.168.10.5,

00:50:42, serialdsof1
[90/2681858€] wia 172.16.3.2,

an:50:42, seriald/s0s0
rl¥

1
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EIGRP Initial Route Discovery

EIGRP Neighbor Adjacency

Discovering Neighbors

EIGRP

Meighbor Halle, | am Router R1. Is anyone MNeighbor
Takla thera? Tabla

EIGRP

N
Hera iz all my routing information. [ L‘-"J
- l Update

Hallz, | am Router R2. s anyone
thera?
- Hello




EIGRP Initial Route Discovery

EIGRP Topology Table

Upoated

EIGRP

Meighbaor
Tabla

EIGRP

Topology
Tabla

Exchanging Routing Updates

Hello, 1 am Router R1. Is anyons Updated
thara®
Hello T=
EIGRF
Here is all miy routing information. Maighbor
=E Update Tabla

Hello, | am Router R2. Is anyons

| am weing =plit horzon.

Hello

Updated

thara?
==
Thanks for the information!
ACK
Update : —
| am weing split horizon,
Thanks for the information!
=

EIGRFP

. P : Topology
H Il i formation.
ara is all my routing info ion Tabla




EIGRP Initial Route Discovery

EIGRP Convergence

Convergence — All routers have the correct, most up-to-date
iInformation about the network.

Updating the IPv4 Routing Table

& &S

Hellz, | am Routar R1. le anyone there?
Hello

EIGRF Hare is all my routing information. EIGRF
Maighbor U pdate Meaighbor
Tabla | .am using split horizan. Tabla

Hallo, | am Router R2. |5 anyone thera?

Hello
Thanks for the information!
ACK
EIGRP — EIGRP
Topology Hera is all my routing information. Topology
Tabila Update — Tabla
am using split horizon.
Thanks for the infomation!
ACK —

Best Foute Bast Route

/ Convergence \

IP Routing
Table

IP Riouting | 4
Tabla
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Metrics

EIGRP Composite Metric

EIGRP Composite Metric

Dafault Composite Formula:
metric = [K1*bandwidth + K3*delay]

Complete Composite Formula;
metric = [K1*bandwidth + (K2*bandwidth)/(256 - loadFK3*delay] * [KS{reliability + K4]]

(Mot usad if "K" values ara 0)

Mote: This ie a condiional formula. If K5 = 0, the last tarm ie replaced by 1 and the formula
bacomes: Mafric = [K1 “ bandwidth + (K2 * bandwidth){256 loed) + K3 * dalay]

Default wvaluas:
K1 (bandwidth) = 1

Eg :;::‘I::EEII:':I':|=_D1 "K" walues can be changed with the metric weights
" i F
K4 (reliability) = 0 command

K5 (reliahbility) = D

Bouter [config-ronter) {f meatric weights tos kil k2 k3 ki kS




Metrics

Examining Interface Values

BW — Bandwidth of the
interface (in Kilobits per
second).

DLY — Delay of the
Interface
(microseconds).

Reliability — Reliability of
Interface; by default, the
value is not included in
the computing metric.

Txload, Rxload — By
default, the value is not
Included In the
computing metric.

El{show interface serial 4/0/0
Sarialds/070 iz up, line protocol iz up
Hardware is WIC MERD Serial
Internst address i=s 172.18.3.1/30

MTU 1500 bytesz, BW 1544 Ebit/szec, DLY 20000 uzec,
reliability 2857255, txload 1,255, rxload 17255

Encapsulation HDLS, loopback not zet
<Output omitted=
El¥

El¥show interface gigabitethernet 0/0

FigabitEthernstd/s0 iz wup, line protocol iz up
Hardware is CH Gigsbit Ethernet, addreszsz ig fof3.4775.c3ed

foSs, ATTE . 23ai)
Internst address iz 172.16.1.1/24

MTD 1500 bytes, BW 100000 Ebitfaec, DLY 100 usec,
reliability 2557255, txleoad 17255, rxload 17255

Encapsulaticon 2Bz, loopback not zet
<Cutput omitted=
El¢

ibia




Metrics

Bandwidth Metric

= Use the show interfaces command to verify bandwidth.
= Most serial bandwidths are set to 1,544 kb/s (default).

= A correct value for bandwidth is very important in order to calculate
the correct metric (both sides of link must have same bandwidth).

Bl (configi# interface s 0/0/0
Bl (config-1f)# bandwidth &4

Fl# show interface a 0/0/0
Seriall/0/0 iz up, line protocol iz up
Hardware iz WIC MBRD Serial
Internet asddress iz 172.16.3.1/30
MTUD 1500 bytes, BN &4 Ebitfszec, CLY 20000 uzec,
reliability 2557255, txload 1/255, rxload 17255
<Cutput omitted=-




Metrics

Delay Metric

Interface Delay Values
Ethemet 1,000
Fast Ethemeat 100
igabit Ethemet 10
16M Token Ring 630
FDDI 100
T1 (serial Default) 20,000
D20 (64 Kbps) 20,000
1024 Kbps 20,000
o6 Kbps 20,000




Metrics

Calculating the EIGRP Metric

Step 1. Determine the link with the slowest bandwidth. Use that value
to calculate bandwidth (10,000,000/bandwidth).

Step 2. Determine the delay value for each outgoing interface on the

way to the destination. Add the delay values and divide by 10
(sum of delay/10).

Step 3. Add the computed values for bandwidth and delay, and
multiply the sum by 256 to obtain the EIGRP metric.

[K1 * bandwidth + K3 * delay] * 256 = Metric
Since K1 and K3 both equal 1, the formula simplifies to:
(Bandwidth + ) * 256 = Metric

(10,000,000 / bandwidih) + )T 256 = Metric

EZf show ip routs

D162, 168.1.0/24 [50/3012006] wia 15F.168.10.10, 00:12:32, Serial(sfds1




DUAL and the Topology Table

DUAL Concepts

= Diffusing Update ALgorithm (DUAL) provides the following:
= Loop-free paths and loop-free backup paths
= Fast convergence
= Minimum bandwidth usage with bounded updates

= The decision process for all route computations is done by the
DUAL Finite State Machine (FSM)

= DUAL FSM tracks all routes.
= Uses EIGRP metrics to select efficient, loop-free paths.

= |dentifies the routes with the least-cost path to be inserted into
the routing table.

= EIGRP maintains a list of backup routes that DUAL has already
determined that can be used immediately if the primary path fails.




DUAL and the Topology Table _ _
Successor and Feasible Distance

= The Successor is the least-cost route to the destination network.

= The Feasible Distance (FD) is the lowest calculated metric to reach
the destination network.

EZf show ip routs
<Cutput omitted=

D1%2.168.1.0/24 [%0,/3012066] wia 15%2.168.10.10, 00:12:32, Beriall/d/1

Feasible Sucoessor
Distance

R3at 192 168.10.10 is the successor network 192 168.1.0/24,
This route has a feasible distance of 3,012,096,
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Feasible Successors, Feasibility Condition,
and Reported Distance

= Feasible Successor (FS) is a neighbor that has a loop-free backup
path to the same network as the successor, and it satisfies the
Feasibility Condition (FC).

= Feasibility Condition (FC) is met when a neighbor’s Reported
Distance (RD) to a network is less than the local router’s feasible
distance to the same destination network.

= Reported Distance (RD) is an EIGRP neighbor’s feasible distance
to the same destination network.
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DUAL and the Topology Table

Topology Table: show ip eigrp Command

EZfshow ip eigrp topology

EIGRP-IEvd Topology Table for As({l}/ID{2.2.2.2}

Codes: P - Passiwe, A - Actiwve, U - Update, ¢ - gusry, B - Reply,
r - raply sStatus, = - zia Status

P A172.16.2.0/24, 1 =muccezmars, FD iz 281&
via Connected, GigabitEthernet0/0
F 1%2.168.10.4/30, 1 successors, FD is 3523840
wia 1%2.168.10.10 {3523840/2164858), serialnfofl

wia 172.16.3.1 {41024000/2169856), Serial0/0/0 r2fshow ip eigrp topology
F 182.168.1.0/24, 1 successors, FO is 2012096 =0utput omitted=
via 192.168.10.10 {2012006/3816), serialo/nsl
wvia 172.16.3.1 {41024256/2170112), serial0/0s 0 P 1%2,168.1.0/24, 1 successors, FD iz I012066

wvia 1%2.168.10.10 {3012086/2818), seriald o/l
wvia 172.16.3.1 {41024256/2170112}, Zerialososo

EZfshow ip eigrp topology l A T 1 T
<0utput omitted=
Feasible distance if Qutbound interfacs
F 1%2.164.1.0/24, 1 successors, FD iz 3012046 the feasible to reach this neteark
via 1%2.168.10.10 {3012066/2818), sSeriald/sos1 successor (R1) was
vig 172ik6-3-1 {41024 Ef217q*12}. Serialﬂﬂ}fﬂ the successor
Feasible distance I
Mext hop address of Feasible Successor's
the feaszible (R1) Reported
successor (R1) Distance
Successors (R3)
Reported Distance

Outbound interface
to reach this netwark

Mext hop address of
the successor




DUAL and the Topology Table _
Topology Table: No Feasible Successor

[ Successor ]

Mot a feasible
SUCCESS0r

Eltshow ip eigrp topology all-links
<Qutput cmitted=>

P 1%2.164.1.0/24, 1 succeszszars, FD 1z 2170812, zernoc 9
via 192.1e8.10.6 (217011272816, SE]:iEI.lEI,"I:':l
via 172.16.3.2 {41824256,/3012096), Seriald/0s 0

F1's Feasible

Distance Distance

I RZ's Reported
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DUAL and Convergence

D

UAL Finite State Machine (FSM)

Lost Connectivity to
SUCCEessor

Promote to
Successor

Feasible
sSuccessor?

Place Destination
Hetwork in Active State

!

In=tall Successor in

Routing Table
Y Y
Select Hew One or More Query Heighbors for
Successor Hew Routes? Hew Route

Install Feasible
Successor(s), if any, in
Topology Table

Remove Destination
Hetwork from Topology
and Routing Tables




DUAL and Convergen_ce
DUAL: Feasible Successor

r2fdebug eigrp fam

EIGRF Finite sState Hachine debugging iz on

rzfconf t

Enter configuration commands, one per linme. End with CHNTL/Z.
B2 (config) 4interface 8 00741

B2 (config—1if) 4shutdown

= Cutput amitted=

ELGeE-TIewd (1) :Find Fs for dest 192.165.1.0/24. FDO i3 3012096,

BED is 301Z0%6 on tid O
DaAL: BA(1) Removing dest 172.16.1.0/24, nexthop 182.168.10.10

LOAL: RE(1) RT installed 172.1&.1.0/24 wia 172.18.3.1
=Cutput omitted=

B2 {config-if)dend

r2fundebug all

r2fshow ip route
={uiput omitted=

L 182.168.1.0/24 [90/41024256] wia 172.16.3.1, 00:15:51,
sariald/s0 0

Mew Successor (F1)
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DUAL and Convergence _
DUAL: No Feasible Successor

El#show ip eigrp topology
<Qufput omitted=>

F 192.168.1.0/24, 1 succesaors, FD iz 2170112
wia 192.168.10.6 {2170112/2816), Seriald/ofl

Successor [R3) Mo feasible successor

rl#debug eigrp fam

EIGRP Finite State Machine debugging is on

Rl#conf t

Enter configuration commands, one per line. End with CHNTL/Z.
Bl (config) #interface s 0/0/1

Rl (config-if) $shutdown

<Output omitted=>

EIGRP-IFv4 (1): Find F3 for deat 1%2.166.1.0/24. FD is 2170112,
RD i3 2170112

CUAL: RH(1) Dest 192 _166.1.0/24 entering active state for tid
a.

EIGRE-IBwA (1) : dest (192 .16B8.1.0/24) active

EIGRP-IEPvA (1) : rovreply: 192 168.1.0/24 wia 172.16.3.2 metric
AL024256/30120%8 EIGRP-IPwd (1) : reply count iz 1
EIGRP-IPvA (1): Find F3 for dest 1%2.166.1.0/24. FD is
T205TE84037527%35, RD i3 T20L75940375275%35

CUAL: B5(1) Remowing dest 192 168.1.0/24, nexthop 192.1628.10.6
CORL: RS(1) RT installed 192 168.1.0/24 wia 172.16.3.2

=Cutput omitted=

Bl {config-if) $end

Elfundebug all




DUAL and Convergence _
DUAL: No Feasible Successor

= Who invented DUAL?
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EIGRP for IPv4 vs. IPv6

EIGRP for IPv6

EIGRP for IPv4 and EIGRP for IPvE

EIGRP for  EIGRP for EIGRP for  EIGRP for
IPv4 IPv4 IPvd IPvd IPv4 IPvd
Meighbor Topology Routing Meighbor Topology Routing
Table Table Table Table Table Table
IPvd NMetwork
IPwE Network
EIGRP for  EIGRP for EIGRP for  EIGRP for
IPvé IPvE IPvé IPvE IPvE IPv
Meighbor Topology Routing Meighbor Topology Routing

Table Table Table Table Table Table




EIGRP for IPv4 vs. IPv6

Comparing EIGRP for IPv4 and IPv6

— |cGRPforiPve | EGRPforiPve |
|Pvd networks IPvE prefixes

Distance vector Yes Yes

Convergence technology DUAL DUAL

Metnc Bandwidth and delay by
default, reliabilty and load
are optional

Transport protocol RTF

|Ipdate messages Incremental, partial and
bounded updates

Meighbor discovery Hello packets

Source and destination

|Fv4 source address and

addresses 224.0.0.10 |Pvd4 multicast
destination address
Authentication Flain text and MD5S

Router |D d2-bit router 1D

Bandwidth and delay by
default, reliabilty and load
are optional

RTP

Incremental, partial and
bounded updates

Hello packets

|FvE link-local source
address and FFOZ::10 IPvE
multicast destination
address

MDS
d2-bit router 1D




EIGRP for I!3v4 VvS. IPv6
IPv6 Link-local Addresses

EIGRP for EIGRP for EIGRP for EIGRP for
IPv6 IPv6 IPvE IPv6 IPv6 IPvE
Meighbor Topology Routing Meighbor Topology Routing
Table Table Table Table Table Table
| Link-local Address | | Link-local Address |
| o -
IPvE Metwork o

R2

Source Address: |Pve link-local address

Destination Address: FF02::10 or IPv6 link local address




Configuring EIGRP for IPv6

EIGRP for IPv6 Network Topology

EIGRP for IPvE
Routing Domain

2001:DBE&:CAFE:2::/64

2001:DB&:FEED:1::/64
S00M
2

Inten .Et

/

SO0

S000/0
2001:DB&:CAFE:ADD3::/64 2

2001:DBE&:CAFE:1::/64 2001:DE&:CAFE:3::/64




Configuring EIGRP for IPv6

Configuring IPv6 Link-Local Addresses

Manually configuring link-local addresses

Eliconfig) finterface s 0/0/0
Bl (contig-if) #ipvé address fesS0::1 7
link-local wvsze link-local address

Bl (contig-if) #ipv6 address fes0::1 link-local
Rl (config-if) dexit

Bl (config) ¢#interface a8 0/0/1

Bl (contig-if) #ipv6 address fes0::1 link-local
Rl {config-if) fexit

Bl (contig) #interface g 00

Bl (contfig-if) #ipvé address fes0::1 link-local
Rl (config-if)#

Verifying link-local addresses

El¥show ipvé interface brief

GigabitEthernetd 0 [up/up]
FEBO:3:1
Z001:0BB:CAFE:=1::1 .
SEI:i.EI.J.I:I-"I:I,-"Q [L'IFJ.-"L'I.'P] E-alTIE-' IP'I'E |II'||{-|I:III.EI|
FEBO 7Tl address Is
e configured on all
2001:DBE:CRFE:ROOL: 11 interfaces
sarizlososl g up | i
FEBO::1

2001:DBE:CAFE:RO03::1
El¥



Configuring EIGRP for IPv6

Configuring EIGRP for the IPv6 Routing Process

= The ipv6é unicast-routing global configuration mode
command is required to enable any IPv6 routing protocol.

= Configuring EIGRP for IPv6

FZ (config)#ipvé unicast-routing

RZ (config) #ipvé router eigrp 2

RFZ (config-rtr) #eigrp router-id 2.0.0.0
B2 [config-rtr) #noc shutdown

B2 (config-rtr) #

= The no shutdown command and a router ID are required for the
router to form neighbor adjacencies.

i
ll -/m




Configuring EIGRP for IPv6
ipv6e eigrp interface Command

Enabling EIGRP of IPv6 on an Interface

Rl (config) ¥interface g0/0

Rl jconfig-if) #ipvé eigrp 2
Bl (config-if) f4exit
Fliconfig)4interface s 0/0/0
Bl (config-if) #ipvé eigrp 2
BEl(config-if) #exit

Bl (config)#4interface 8 0/0/1
Bl (config-if) #4ipvé eigrp 2
Bl (config-if) #

RZ (config) ¥interface g 0/0

RZ (config-if) #ipvé eigrp 2

B2 [config-if) 4exit
RZ[config)¥interface = 0/0/0

RZ [config-if) #ipvé eigrp 2

B2 ([config-if) 4exit
$DDAL-5-NBRCHANGE: EIGRP-IPvE 2: Neighbor FES0::1
{Seriall/0/0) iz up: new adjacency
RZ[config)¥interface s 0/0/1

RZ (config-if) #ipvé eigrp 2

R2 (config-if) 4
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Verifying EIGRP for IPv6

Verifying EIGRP for IPv6: Examining Neighbors

show ipv6 eigrp neighbors Command

El{# show ipwé eigrp neighbors
EIGEP-IFvA Meighbors for asi(2)

i Address Interface Hold @ Uptime GSRIT ERID 0 3Seq
(F==Tad| (m=) cot BMum
1 Link-local address: =ed/0/1 13 op:37:17 45 270 0 &
FEBO::3
0 Link-local address: Eeld/f0/0 14 O0:53:1& 32 2370 0 8
FEBO::2
R1¢
Meighbor's Local Interface receiving Armount of time =since this neighbor
IPvE Link- EIGRF for IPwE Hello was gdded to the neighbor table.
local packets
Address

Zeconds remaining before declaring neighbor down.

The currant hold time and is reset to the maximum hold time
whenever a Hello packet is received.
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Verifying EIGRP for IPv6
Verifying EIGRP for IPv6: show ip protocols Command

Fl# show ipwvé protocols

IPvE Bouting Protoccl iz "coonnected”™

IPvE Bouting Protocel iz "HD™

IFv6 Routing Protoccl is “eigrp 2°

EIGRF-IPvE Frotocal for AS#EﬁthI%nuﬂngpnﬂnﬁﬂarm Process |0 (AS
Mumber)

Metric weight Kl-1, K2-0, K3-1, K4-0, K5-0 () Kvalues usedin
composite metric
N5F-aware route hold timer is 240
RBouter—-ID: 1.0.0.0 ‘*-.-fl EIGRP Router ID
Topology @ 0 (baze)
Active Timer: 2 min -
Distance: internal 90 external ITDU EIGRF Administrative
Maximum path: 16 Distances
Maximum hopeoount 100
Maximum metric wvariance 1

Interfacesa:
GigabitEthernet/0
Seriall 000
Cerialls 0rf1

Bedistribution:

None

;J Interfaces enabled for this EIGRP for IPVE.

M E



Verifying EIGRP for IPv6
Verifying EIGRP for IPv6: Examine the Routing Table

Use the show ipv6 route command to examine the
IPv6 routing table.

Flifshow ipwve route
<Cutput omitted =

. 2001:DEE:CAFE:1::/64d [0/0]
via GigabitEthernetil,s0, directly connected
L 200L:DEE:CAFE:1::1,/128 [0Q/0]
via GigabitEthernetd/0, receive
1] 2001:DER:CAFE:2:: /64 [90,/3524088]
via FEBED::3, Serialdsos1
I 2001:DEE:CAFE:3::/64d [90,/2170112]
via FEBO::3, Serialdsosl
C 2001:DER:CAFE:ADDL 3/ 64 [0/0]
via Berial0o/0/0, directly connected
L 2001 :DEE:CAFE:ADD0L ;31,5028 [OF50]
via Serial0/0/0, receive
I 2001 :DEE:CAFE:AODD02::/ 64 [90/3523840]
via FEBO::3, Serialdsosl
C 2001:DEE:CAFE:ADD3: 3 64 [0/0]
via Serialos0/1l, directly connected
L 2001 :DEE:CAFE:ADD3: 31,5128 [O50]
via Serial0/0/1l, receive
L  FFOD0::/B [0/0]
via Hullo, receiwe

R1¢
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Automatic Summarization

EIGRP Automatic Summarization

Automatic Summarization at Classful Network Boundary

An EIGRP for IPv4 router
configured for automatic

summarization.
Subnets IPv4 Routing Table
172.16.1.0/24 172.17.0.0/30
172.16.2.0/24 ! i
172.16.3.0/24 > 172.16.0.0/16 via R1
Summary Update: 172.16.0.0/16

Classful Networks

Glass A 0 U (} 0 to 12? 255 255 255 Default Mask 255 (} 0 U or IS

Class C ’192 U (} 0 tcl 223 255 255 255 Default Mask 255 255 255 0 0rf24




Automatic Summarization

Configuring EIGRP Automatic Summarization

= EIGRP for IPv4 automatic summarization is disabled, by default,
beginning with Cisco I0S Release 15.0(1)M and 12.2(33). Prior to
this, automatic summarization was enabled, by default.

= To enable automatic summarization for EIGRP, use the auto-
summary command in router configuration mode.

Rl (config)# router eigrp autonomous-system
Rl (config-router) # auto-summary

= Use the no form of this command to disable autosummarization.
Rl (config) # router eigrp autonomous-system

Rl (config-router)# no auto-summary




Autosummarization

Verifying Autosummarization: show ip

protocols

Verifying Automatic Summarization is Enabled

El# show ip protocols
*** TP Routing is NSF awarg ***

Routing Protocol is "eigrp 1™

Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set

Default networks flagged in cutgoling updates
Default networks accepted from incoming updates
EIGRP-IFv4 Protocol for AS(1)
Metric weight Kl=1, K2=0, EK3=1, Kd=0, K5=0
=Qutput omitted=

Automatic Summarization: enabled
192.168.10.0/24 for Gi0/0, Se0/0/0
Summarizing 2 components with metric 2169856
172.16.0.0/16 for Se0/0/1
Summarizing 3 components with metric 2816
=Qutput omitted=




Autosummarization

Summary Route

Example of a Routing Loop

O

Fouting Loop

IPvd Routing
Table

| have a summary route
for 172.16.0.0/16. 1 will
send packets for
172.16.4.10 to R2.

C 172.16.0.0/16
via R2

—

Routing Update: Default Route

S, e o
R1 R2

Summarized Update:
172.16.0.0/16

ﬁ ntemm)

| have a default route
0.0.0.0/0. | will send packets
for 172.16.4.10 to R1.

IPvd Routing

Table

0.0.0.0/0 via
FA1

172.16.1.0/24
172.16.2.0/24
172.16.3.0/24

(3




Autosummarization

Summary Route (cont.)

Null0 Route is Used for Loop Prevention

| have a summary route
for 172.16.0.0/16. | will
send packets for
172.16.4.10 to R3.

| have a summary route for
172.16.0.0/16 via MullD. |
drop packets for
172.16.4.10 to R2.

Routing Update: Default Route

IPvd Routing

IPvd Routing
Table Table
0.0.0.0/0 via 0.0.0.0/0 via { )
ISP R2

Summarized Update:

172.16.0.0/16

172.16.0.0M186 172.16.1.0/24 :)

via R3 172.16.2.0/24
172.16.3.0/24

Internet 172.16.0.0/18 )
wvia Mulld




Manual Summarization

Manual Summary Routes

= EIGRP can be configured to summarize routes, whether or not
autosummarization is enabled.

= Because EIGRP is a classless routing protocol and includes the
subnet mask in the routing updates, manual summarization can
Include supernet routes.

= A supernet is an aggregation of multiple major classful network
addresses.




Manual Summarization

Configuring EIGRP Manual Summary Routes

Calculating a Summary Route

192.1¢68.1.0: 11000000 . 10101000 . 000000001 . 00000000
192.1¢68.2.0: 11000000 . 10101000 . 000000010 . 00000000
1%2.168.3.0: 11000000 . 10101000 . 000000011 . 00000000

22 matching bits

22 matching bits = a/22 subnet mask or 255.255.252.0

R3({config)# interface serial 0/0/0

E3(config-if)# ip summary-address eigrp 1 192.168.0.0
255.255.252.0
R3(config-if)#

Configure the summary route on all interfaces that send EIGRP packets.




Manual Summarization

Verifying Manual Summary Routes

Verifying Summary Route Received on R1 and R2

Rl# show ip route
<QOutput omitted >

D 182.168.0.0/22 [90,/2170112) wia 152.168.10.6, 01:53:19, Seriall/0/1
R1#

FZ4 show ip route
<Output omitted=

D 152.168.0.0/22 [90/3012096] wia 192.168.10.10, 01:53:33, Serial(/0/1
E2#




Manual Summarization

EIGRP for IPv6: Manual Summary Routes

IPv6 Manually Summary Configuration on R3

E3{config)# interface serial 0/0/0

E3(config-if)# ipvé summary-address eigrp 2 2001:db8:acad::/48
E3 (config-if)# e=xit

E3 (config)# interface serial 0/0/1

E3 (config-if)# ipvé summary-address eigrp 2 2001:db8:acad::/48
E3(config-if)# end

E3# show ipvé route

D 2001:DBH:ACAD: : /48 [5/12825¢6]
wvia Nulll, directly connected

<Qutput omitted=




Default Route Propagation

Propagating a Default Static Route

= Using a static route to 0.0.0.0/0 as a default route is not routing
protocol-dependent.

= The quad zero static default route can be used with any currently
supported routing protocols.

= The static default route is usually configured on the router that has
a connection to a network outside the EIGRP routing domain, for
example, to an ISP.

EZ2 (config)# ip route 0.0.0.0 0.0.0.0 serial 0/1/0

RZ (config)# router eigrp 1
RZ (config-router)+# redistribute static




Default Route Propagation

Verifying the Propagated Default Route

The entry for the EIGRP-learned default route is identified by the

following:

= D — This route was learned from an EIGRP routing update.

= * —The route Is a candidate for a default route.

= EX — The route is an external EIGRP route: in this case, a static
route outside of the EIGRP routing domain.

= 170 — This is the administrative distance of an external EIGRP

route.

Fl# show ip route | include 0.0.0.0
Gateway of last resort is 15%2.168.10.6 to network 0.0.0.0
D*EX 0.0.0.0/0 [170/3651840] wvia 152.168.10.6, 00:25:23,

Seriald/0/1
R14




Default Route Propagation

EIGRP for IPv6- Default Route

RZ (config)# ipvé route ::/0 serial 0/1/0
RZ2 (config)# ipvé router eigrp 2
RZ (config-router)+# redistribute static

Note: Some I0Ss may require that the redistribute static command
Include the EIGRP metric parameters and maximum transmission
unit (MTU) before the static route can be redistributed. These
parameters may vary, but an example for this scenario would be:

R2 (config) # ipv6 router eigrp 2

R2 (config-router)# redistribute static metric 64 2000
255 1 1500




Fine-tuning EIGRP Interfaces

EIGRP Bandwidth Utilization

EIGRP Bandwidth for IPv4

= By default, EIGRP uses only up to 50% of an interface’s bandwidth
for EIGRP information, which prevents the EIGRP process from
overutilizing a link and not allowing enough bandwidth for the
routing of normal traffic.

= The ip bandwidth-percent eigrp command can be used to
configure the percentage of bandwidth that may be used by EIGRP
on an interface.

Router (config-if)# ip bandwidth-percent eigrp as-number
percent




Fine-tuning EIGRP Interfaces

EIGRP Bandwidth Utilization (cont.)

EIGRP Bandwidth for IPv6

To configure the percentage of bandwidth that may be used by
EIGRP for IPv6 on an interface, use the ipv6 bandwidth-percent
eigrp command in interface configuration mode. To restore the
default value, use the no form of this command.

Router (config-if)# ipv6 bandwidth-percent eigrp as-
number percent




Fine-tuning EIGRP Interfaces

Hello and Hold Timers

Configuring EIGRP for IPv4 Hello and Hold Timers

El (config)# interface serial 0/0/0
El (config-if)# ip hello-interval eigrp 1 &0
Rl (config-if)# ip hold-time eigrp 1 180

Default Hello Intervals and Hold Times for EIGRP

Bandwidth Example Link Default Hello Default Hold Time
Interval

1.544 Mbps Multipoint Frame 60 seconds 180 seconds
Relay
Greater than 1.544 T1, Ethernet 5 seconds 15 seconds

Mbps




Fine-tuning EIGRP Interfaces

Load Balancing IPv4

= Equal-cost load balancing is the ability of a router to distribute
outbound traffic using all interfaces that have the same metric from
the destination address.

= The Cisco I0S will, by default, allow load balancing using up to
four equal-cost paths; however, this can be modified. Using the
maximum-paths router configuration mode command, up to 32
equal-cost routes can be kept in the routing table.

Router (config-router) # maximum-paths value

= |If the value is set to 1, load balancing is disabled.




Fine-tuning EIGRP Interfaces

Load Balancing IPv6

R3's IPv6é Routing Table

R3#

E3# show ipvé route eigrp

<Qutput omitted=

EX ::/0 [170/3011840]
wvia FE80::2, Seriald/0/1

D 2001:0BB:ACAD::/48 [5/128256]
wia Nulll, directly connected

D 2001:DBB:CAFE:1::/64 [50,/2170112]
via FEA0::1, Seriall/0/0

D 2001 :DBB:CAFE:2::/64 [90/3012086]
wvia FE80::2, Seriald/0/1

D 2001:DB8:CAFE:AQ00L1::/64 [90/41024000]
via FER(O::2, Serialld/0/1
via FE80::1, Seriald/0/0




EIGRP
Proprietary protocols

= When did Cisco release a IETF draft for EIGRP?
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Secure EIGRP
Routing Protocol Authentication Overview

= Network administrators must be aware that routers are at risk from
attack just as much as end-user devices. Anyone with a packet
sniffer, such as Wireshark, can read information propagating
between routers.

= A method to protect routing information on the network is to
authenticate routing protocol packets using the Message Digest 5
(MD5) algorithm.

= Routing protocols, such as RIPv2, EIGRP, OSPF, I1S-IS, and BGP
all support various forms of MD5 authentication.




Secure EIGRP

Configuring EIGRP with MD5 Authentication

EIGRP Authentication with MD5

Step 1: Create a Keychain

Router (config) # key chain name-of-chain
Eouter (config-keychain)# key key-id
Router (config-keychain-key) # key-string key-string-text

Step 2: Configure EIGRP Authentication Using Keychain and Key

Router (config) # interface type number

FEouter (config-if)# ip authentication mode eigrp as-number md5
Router (config-if)# ip authentication key-chain eigrp as-number
name-of-chain




Secure EIGRP

EIGRP Authentication Example

Configuring EIGRP MD5 Authentication on R1

Rl {config)# key chain EIGRP KEY

Rl (config-keychain)# key 1

Rl {config-keychain-key) # key-string ciscol23

Bl (config-keychain-key)# exit

Rl (config-keychain)# exit

Rl {config)# interface serial 0/0/0

Rl (config-if)4# ip authentication mode eigrp 1 md5

Rl (config-if)# ip authentication key-chain eigrp 1 EIGRP KEY
Bl {config-if)# exit

El {config)# interface serial 0/0/1

Rl (config-if)# ip authentication mode eigrp 1 md5
El{config-if}# ip authentication key-chain eigrp 1 EIGRP KEY
Bl {config-if)# end

R1#




Secure EIGRP

EIGRP Authentication Example (cont.)

Configuring EIGRP for IPv6é MD5 Authentication on R1

Rl (config)# key chain EIGRP IPVE KEY

Rl (config-keychain)# key 1

Rl (config-keychain-key)# key-string ciscol23

Bl (config-keychain-key)# exit

Rl (config-keychain) # exit

El (config)# interface serial 0/0/0

Rl (config-if)# ipvé authentication

Rl (config-if)# ipvé authentication
EIGRP IPV6 KEY

Bl (config-if)# exit

Rl (config)# interface serial 0/0/1

Rl (config-if)# ipvé authentication

Rl (config-if)# ipvé authentication
EIGRP IPV6 KEY

Rl {config-if) # B B

mode eigrp 2 md5
key-chain eigrp 2

mode eigrp 2 mdb
key-chain eigrp 2




Secure EIGRP

Verifying Authentication

= Adjacencies are only formed when both connecting devices have
authentication configured.

= To verify that the correct EIGRP adjacencies were formed after
being configured for authentication, use the show ip eigrp
neighbors command on each router.

= To verify the neighbor adjacencies EIGRP for IPv6, use the show
Ipv6 eigrp neighbors command.
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