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Chapter 8 - Sections & Objectives

8.1 DHCPv4

Explain how DHCPv4 operates in a small- to medium-sized business network.
Configure a router as a DHCPv4 server.

Configure a router as a DHCPv4 client.

Troubleshoot a DHCP configuration for IPv4 in a switched network.

8.2 DHCPv6

Explain the operation of DHCPV6.

Configure stateless DHCPv6 for a small to medium-sized business.
Configure stateful DHCPv6 for a small to medium-sized business.
Troubleshoot a DHCP configuration for IPv6 in a switched network.
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DHCPv4 Operation

Introducing DHCPv4

= DHCPv4:

= assigns IPv4 addresses and other network configuration information dynamically

= useful and timesaving tool for network administrators

= dynamically assigns, or leases, an IPv4 address from a pool of addresses
= A Cisco router can be configured to provide DHCPv4 services.

= Administrators configure DHCPv4 servers so that leases expire. Then
the client must ask for another address, although the client is typically
reassigned the same address.

| can provide you an IP | need the services of a DHCP
address and other server for IP addressing and
information. other information.

— 39

DHCP Server DHCP Client
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DHCPv4 Operation

DHCPv4 Operation

Server

DHCPOFFER
Unicast

DHCPACK
Unicast

Lease Origination g
[

-l

Client
" | would like to request an
address." | DHCPDISCOVER
W Broadcast
"1 am DHCPswr1. Here is an
| address | can offer.”
-
"| accept the IP address offer.” DHCPREQUEST
. Broadcast
"Your acceptance is
acknowledged.”
-

L



DHCPv4 Operation

DHCPv4 Operation (cont.)

Lease Renewal g
»

Server Client

"I would like to renew my
lease." | DHCPREQUEST

i ] Unicast

DHCPACK I" Your request is acknowledged.”
Unicast L




DHCPv4 Operation

DHCPv4 Message Format

OP Code (1) Hardware Type (1) = Hardware Address Hops (1)
Length (1)

Transaction ldentifier
Seconds - 2 bytes Flags - 2 bytes
Client IP Address (CIADDR) - 4 bytes
Your IP Address (YIADDR) - 4 bytes
Server IP Address (SIADDR) - 4 bytes
Gateway IP Address (GIADDR) - 4 bytes
Client Hardware Address (CHADDR) - 16 bytes
Server Name (SNAME) - 64 bytes

Boot Filename - 128 bytes

DHCP Options - variable
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DHCPv4 Operation

DHCPv4 Discover and Offer Messages

DHCPv4 Discover Message

DHCPv4 Client A DHCPv4 Server
IP: 72 192.168.1.254/24
Ethernet Frame 1P UDpP DHCPDISCOVER
CIADDR: 0.0.0.0
DST MAGC: FF:FF:FF:FF:FF:FF :E ﬁ:?; aied Uop g7 | GIADDR: 0.0.0.0
SRC MAC: MAC A el s Mask: 0.0.0.0
2RGS0 CHADDR: MAC A

MAC: Media Access Control Address
ClADDR: Client IP Address

GIADDR: Gateway IP Address
CHADDR: Client Hardware Address

The DHCP client sends an IP broadcast with a DHCPDISCOVER packet. In this example,
the DHCP server is on the same segment and will pick up this request. The server notes
the GIADDR field is blank; therefore, the client is on the same segment. The server also
notes the hardware address of the client in the request packet.
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DHCPv4 Operation

DHCPv4 Discover and Offer Messages
(cont.)

DHCPv4 Offer Message

DHCPv4 Client A

DHCPv4 Server

1P: 77 192.168.1.254/24
Ethemet Frame P UDP DHCP Reply
CIADDR: 192.168.1.10
DSET MAC: MAC A IP SRC: 192.168.1.254 UDP 68 GIADDR: 0.0.0.0

SRC MAC: MAC Serv

IP DST: 192.168.1.10

Mask: 255.255.255.0
CHADDR: MAC A

MAC: Media Access Control Address
CIADDR: Client IP Address

GIADDR: Gateway IP Address
CHADDR: Client Hardware Address

The DHCP server picks an IP address from the available pocl for that segment, as
well as the other segment and global parameters. The DHCP server puts them into

the appropriate fields of the DHCP packet. The DHCP server then uses the hardware

address of A (in CHADDR) to construct an appropriate frame to send back to the




Configure DHCPv4 Server

Configure a Basic DHCPv4 Server

A Cisco router running the Cisco I0S software can be configured to act
as a DHCPv4 server. To set up DHCP:

1. Exclude addresses from the pool.
2. Set up the DHCP pool name.

3. Define the range of addresses and subnet mask. Use the
default-router command for the default gateway. Optional

parameters that can be included in the pool — dns server,
domain-name.

Fl{config)# ip dhop excluded-address 192.168.10.1 192.168.10.9
El (config) $# ip dhop excluded-address 192.168.10.254

El (config) # ip dhep pool LAN-POOL-1

Rl {ghep-config)# network 192.168.10.0 255.255.255.0
El{dhop-config)# defanlt-router 192.168.10.1

El{ghep—config)# dne-server 192.168.11.5

El (dhop-contig)# demain-name example.com

El{chep—config)# end

Rl

To disable DHCP, use the no service dhcp command.



Commands to verify DHCP:
show running-config | section dhcp
show ip dhcp binding
show ip dhcp server statistics

On the PC, issue the ipconfig /all command.
mCE‘~WIHDDN5X93rstem32‘\nmi.exe ||:| =]] M"

Ethernet Adapter Local Area Connection

Connacticn-specific DMS Suffix.: example.com
Description
Adapter
: 00-E0-18-5B-DD-35

: 192.168.10.10

: 255.255.255.0

: 192.168.10.1

: 192.168.10.1

1 Monday,May 27,2013 1:06:22FEM

: Tuesday,May 28,2013 1:06:22FM

DHS Servers : 182.168.11.5

C:\Documents and settings\SpanPC>
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Configure DHCPv4 Server

DHCPv4 Relay

DHCPv4 Problems

Sorry, | cannot forward
broadcasts between

networks...

G040

192.168.11.0/24 192.168.30.0/24

Looking for
a DHCPvd &

SEMNeTr. ...

]
DMNS Server DHCPwA Server
192.168.11.5 192.168.11.6



Configure DHCPv4 Server

DHCPv4 Relay (cont.)

= Using an IP helper address enables a router to forward DHCPv4
broadcasts to the DHCPv4 server. Acting as a relay.

Rl {config) # interface gO/0

Fl{config-if)# ip helper-address 192 .168.11.6

Bl {config-if) 4 end

Fl# show ip interface g0/0

GigabitEthernetd/0 iz up, line protocol iz up
Internset address 1= 192.168.10.1/24
Broadcast addrezz is 255.255,285.255
Address determined by setup command
MTIT iz 1500 bytes
Helper zddreas i1z 1592.168.11.6

<Qutput omitted=
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Configure DHCPv4 Client
Configuring a Router as a DHCPv4 client

Configuring a Router as DHCP Client

SOHO ISP

5000 {config) 4 interface g0/1

50H0 (config-if} ¥ ip address dhop

0RO (config-if) ¥ no shotdown

0RO (config-if §

*#Jan 31 17:31:11.507: IDHCP-6-ADDRESS ASSIGN: Interface

GigabitEthernet(s1l assigned DHCP address 209.185.201.12, mask
255 255 255,224, hostname S0HC
0RO (config-ifi § end
s0H0# show ip interface gO/1
GigabitEthernetls1l iz up, line protocol i3 up
Internet address is 209.165.201.12/27
Broadcast address iz 255.255.255.2585
Address determined by CHOP
=putput omitted
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Configure DHCPv4 Client
Configuring a Wireless Router as a DHCPv4

Client

Wireless Router DHCPv4 Client Configuration

Wireless-N
Broadband Router

Firnmware Version: v0.93.3

Wireless-N Broadband Router WRTIODON

X Access Applications
S[_‘ftl_lp Setup Wireless Securiby Restrickions ppica

Basic Setup DONS MAL Address Cle Advanced Rowting

Administration Status

Internet Setup

l.ﬁ.utmaﬁc Configurabion - DHCP ~
Internet | — A i
Connection type

Optional Settings Host Name:
(reguired by some
internet service

providers)l 1. | Size: 1500

Domain Mame:




Troubleshooting DHCPv4
Troubleshooting Tasks

Troubleshooting Task 1:
Troubleshooting Task 2:
Troubleshooting Task 3:
Troubleshooting Task 4:

Troubleshooting Task 5:

Resolve address conflicts.

Verify physical connectivity.

Test with a static IPv4 address.
Verify switch port configuration.
Test from the same subnet or VLAN.
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Troubleshooting DHCPv4

Verify Router DHCPv4 Configuration

Verifying DHCPv4 Relay and DHCPv4 Services

R1l4 show running-config | section interface GigabitEthernet0/0
interface GigabitEthernet(/0

ip address 192,168.10.1 255.255.255.0

ip helper-address 19%2.168.11.46

duplex auto

speed auto
R1#

Rl4% show running-config | include no service dhcp
R14
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Troubleshooting DHCPv4

Debugging DHCPv4

Verifying DHCPv4 Using Router debug Commands

Rl {config)# access-list 100 parmit udp any any ag 67

Rl {config)+ access-list 100 permit udp any any eq 68

Rl {config)# and

Rl# debug ip packet 100

IF packet debugging is on for access list 100

*IP: s5=0.0.0.0 {(GigabitEthernet0/1), d4=255.255.255,2585, len 333,
rovd 2

*IP: s5=0.0.0.0 {(GigabitEthernet0/1), d=255.255.25%5,.255, len 333,
stop process pak for forus packet

*IP: s5=1%2,168.11.1 (local), d=255.255.255.255
{GigabitEthernet0/1), len 328, sending broad/multicast

<output omitted=

Rl# debug ip dhcp server events

DHCPD: returned 192.168.10.11 to address pool LAN-POOL-1
DHCPD: aszsigned IP address 192.162.10.12 to client
0100.0103.85e9,87,

DHCPD: checking for expired leases.

DHCPD: the lease for address 192.168.10.10 has expired.
DHCPD: returned 192.168.10.10 to address pool LAN-POOL-1

= The figure shows an extended ACL permitting only packets with UDP destination ports of
67 or 68. These are the typical ports used by DHCPv4 clients and servers when sending
DHCPv4 messages. The extended ACL is used with the debug ip packet command to

display only DHCPv4 messages.
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SLAAC and DHCPv6
Stateless Address Autoconfiguration

(SLAAC)

= SLAAC uses ICMPv6 Router Solicitation and Router Advertisement
messages to provide addressing and other configuration information that
would normally be provided by a DHCP server:

ICMPv6 Stateless Address Autoconfiguration

& —a—J
-

Client

Router Solicitation (RS)
"I need a Router Advertisement from

| the router.”

IPvE all-routers multicast

Router Advertisement (RA)
" Here is your prefix, prefix length, and
other information.”

IPvE all-nodes multicast

-




SLAAC and DHCPv6

SLAAC Operation

= A router must have IPv6 routing enabled before it can send RA

messages: Router(config)# ipv6é unicast-routing

ﬁﬁnm

RA
IPvE all-nodes
multicast

"1 need an RA from the router.”

"Here is a prefix, prefix-length, etc;’
e

" After generating my Interface 1D, the
prefix and prefix length will be used to
create my IPvé address."

" Is this IPv6 address already used?"

=

Client

RS
IPv6 all-routers
multicast

IPvc Global
Unicast Address

Duplicate Address
Detection

IPvE solicited-
node multicast
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SLAAC and DHCPv6

SLAAC and DHCPv6

5= = 2
»

Client

"l need an RA from R1.”
- RS
RA Options
SLAAC Only .. . .
(Default) ] Only use this RA. -
Stateless DHCP:
SLAAC and ] " Use this RA and a DHCPvE server.”
DHCPv6 >
Stateful DHCPv6: "Use a DHCPvG server.”

DHCPv6 Only =3
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SLAAC and DHCPv6

SLAAC Option

= SLAAC is the default option on Cisco routers. Both the M flag and
the O flag are set to 0 in the RA, as shown in the figure.

=" N |
Q

- Router SDIic:itatE-:rnO The RA message
contains all the
addressing
information | need.
- | There is no other
Mflag=0/0Oflag=0 information available
from a DHCPvG
server.

9 Router Advertisement




SLAAC and DHCPv6

Stateless DHCPv6 Option

= To modify the RA message sent on the interface of a router to indicate
stateless DHCPv6, use the following command: Router(config-
if)# ipv6é nd other-config-flag

Router SD”EitEIﬂDﬂD

DHCPv6 Server

The RA message has some addressing
information but | must contact a DHCPvG
server for remaining information, such as
DNS addresses.

9 Router Advertisernent
Mflag=0/0flag =1

C}" DHCPvG operations -




SLAAC and DHCPv6

Stateful DHCPv6 Option

This option is the most similar to DHCPvA4. In this case, the RA message informs the client
not to use the information in the RA message. All addressing information and configuration

information must be obtained from a stateful DHCPv6 server. Router(config-if)# ipvé nd
managed-config-flag

DHCPvE Server

Router SoFicitationfﬁ-

1

The RA message says | must contact a
DHCPvEG server for all addressing
e Router Advertisement - information.

M flag = 1

@ DHCPvG operations
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SLAAC and DHCPv6

DHCPv6 Operations

~—
——
R1 GO0/0

SLAAC Operations DHCPv6 Server

-

Router Solicitation O

O Router Advertisement

DHCPw6 Operations

-~ SOLICIT To all DHCPwE Servers

If stateless or stateful {‘-" -
DHCPvV6 is indicated in g
the RA message, then < ADVERTISE Unlcastu

the device begins
DHCPV6 client/server e
communications. (5 ] o

REPLY U nicastff-\

REQUEST or INFORMATION-REQUEST

-



Stateless DHCPv6
Configuring a Router as a Stateless DHCPv6

Server

S
-
R1 _Jctl 5 GO/ ﬁ

DHCPv6 Stateless Server DHCPv6 Client

Rl {config)# ipvé unicast-routing

Rl (config)# ipvé dhcp pool IPV6-STATELESS

Rl {config-dhcpvi)$+ dns-server 2001:db8:cafe:aaaa::5
Rl {config-dhcpvE)# domain-name example.com

Rl {config-dhcpvh)$ exit

Rl {config)# interface g0/1

Rl {config-if)# ipvé address 2001:dbB:cafe:1::1/64
Rl (config-if)# ipvé dhcp server IFV6-STATELESS

Rl {config-if)# ipvé nd other-config-flag




Stateless DHCPv6
Configuring a Router as a Stateless DHCPv6

Client

T, T,
- ™

Stateless DHCPvG Server DHCPvE Client

R3{config)# interface g0/1
R3{config-if)# ipvé enable
Ri{config-if)# ipvé address autoconfig
R3{config-if) #




Stateless DHCPv6

Verifying Stateless DHCPv6

Stateless DHCPwG Server DHCPwG Client

Rl% show ipvé dhop pool

DHCPvweE pool: IPVE—STATELEESS
DNS server: 2001:DBE:CAFE:ARAAT:E
Domain name: example.ocom
Active clienta: 0

rl4

Verify the stateless DHCP client using the following commands:

= show ipv6 interface

= debug ipv6é dhcp detail
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Stateful DHCPv6 Server

Configuring a Router as a Stateful DHCPv6
Server

Step 1. Enable IPv6 Routing

Router (config)# ipvé unicast-routing

Step 2. Configure a DHCPv6 Pool

Router (config) # ipvé dhecp poel pool-name
Router (config-dhcpve) ¢

Step 3. Configure Pool Parameters

Router (config-dhcpvé) # address prefix/length [lifetime
{valid-lifetime preferred-lifetime
| infinita}]

Router (config-dhepvé) # dns-server dns-server-address

Router (config-dhepvé) # domain-name domain-name

Step 4. Configure the DHCPv6 Interface

Router (config) # interface typs number
Router (config-if) 4 ipvé dhep server pool-name
Router (config-if)4# ipvé nd managed-config-flag




Stateful DHCPv6 Server

Configuring a Router as a Stateful DHCPv6

Server (cont.)

DHCPv6 Stateful Server DHCPv6 Client

Rl {config)# ipvé unicast-routing

Rl {config)f ipvé dhcp pool IPV6-STATEFUL

Rl {config-dhcpv6) 4 address prefix 2001:DB8:CAFE:1::/64
lifetime infinite

Rl {config-dhcpvE)+ dns-server 2001:dbB:cafe:aaaa::5

Rl {config-dhcpvE)$ domain-name example.com

Rl {config-dhcpvE)$ exit

Rl {config)# interface g0/1

Rl {config-if)# ipvé address 2001:dbB:cafe:1::1/64

Rl {config-if)# ipvé dhcp server IPV6-STATEFUL

Rl {config-if)# ipvé nd managed-config-flag




Stateful DHCPv6 Server

Configuring a Router as a Stateful DHCPv6

Client

R e
- -
R1 A&Vl 5 GO/ g &

Stateful DHCPvG Server DHCPvG Client

Rijconfig)# interface g0/1
Ri{config-if)# ipvé enable
Rijconfig-if)# ipvé address dhcp
R3{config-if) #
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Stateful DHCPv6 Server

Verifying Stateful DHCPv6
G0M a G0M

Stateful DHCPwG Server DHCPwE Clignt

Rl% show ipvé dhop pool
DHCPve pool: IPVE-STATEFUL
Address allocaticon prefix: 2001:DBS:CAFE:1::/64 walid
42948872495 preferred 4294%6725%5 {1 in wase, 0 conflicts)
CMs server: 2001:DBE:CAFE:AARRIIN
Domain name: example.oom
Aactive clienta: 1
r14

El# show ipwh dhop binding
client: FES0::32F7:0DFF:FE25:20E1

DUID: OO003000L30FTOD2S2DED

Username @ unassigned

IA HA: In ID Ox00040001, T1 43200, TZ &9120

Address: 2001:0DBR:CAFE:1:5844:4782:2602:0171
preferred lifetime INFINITY, , valid lifetime

INFIMNITY,
rl14
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Stateful DHCPv6 Server

Verifying Stateful DHCPv6 (cont.)

E3% show ipwh interface g0/f1
GigabitEthernetds1l is up, line protoccl ia up
IPve i3 enabled, link-local address is
FERD: :32F7:DFF: FE2531 2DEL
o Virtual link-local addressiea):
zlobal unicazt addressies):
Z001L:DBR:CAFE:L:5844:47E2: 26030171, subnet iz
2001:0ER8:CAFE:]1 : 5844 :47B2:2 2602 :0171 /128
Joined group address (es):
FEFO2::1
FFO2:;:1:FF03:C171
FFO2::1:FF25:2DEL
MTD i3 1500 bytes
ICHP error messages limited to one ewvery 100 millissconds
ICMP redirects are enshbled
ICME unreachables are ssnt
WD DAD iz enabled, number of DAD atterptsz: 1
MD reachable time is 30000 millisecondsz (uzing 30000)
MO WS retransmit interval iz 1000 milliseconds
pefault router is FEBD::DEEC:BSFF:FECE:AONCL on
GigabitEthernetd/s1
B2}
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Stateful DHCPv6

Configuring a Router as a DHCPv6 Relay

Agent

DHCPvE Relay Agent

2001:DB8:CAFE:9:/64

S0/0/0

DHCPvE Relay Agent
GO0

2001:DB8:CAFE:A/G4

2001:DB8.BEEF:1::/64

2001:0B8.CAFE:1::6

Rl {config) 4 interface g0/0
Rl (config-if) 4 ipv6 dhop relay destination 2001:dbB:cafe:1::6
Rl (config-if) 4 and
rl1#% show ipwvé dhep intarface g0/0
GZigabitethernetd/0 is in relay mode

relay destinaticns:

2001:0B8:CAFE:1::6

Rl




Troubleshooting DHCPv6
Troubleshooting Tasks

Troubleshooting Task 1:
Troubleshooting Task 2:
Troubleshooting Task 3:
Troubleshooting Task 4:

Troubleshooting Task 5:

Resolve address conflicts.
Verify allocation method.

Test with a static IPv6 address.
Verify switch port configuration.

Test from the same subnet or VLAN.
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Troubleshooting DHCPv6

Verify Router DHCPv6 Configuration

Stateful DHCPvG Services

Rl (config)# ipvé unicast-routing

Rl (config)# ipvé dhcp pool IPV6-STATEFUL
Rl (config-dhcpvi) 4 address prefix 2001:DB8:CAFE:1::/64 lifetime
infinite

Rl (config-dhcpvi)$ dns-server 2001:dbB8:cafe:aaaa::5
Rl {config-dhcpvi)$# domain-name example.com

Rl {config-dhcpvE)# exit

Rl {config)# interface g0/1

Rliconfig-if)# ipvé address 2001:dbB:cafe:1::1/64
Rl {config-if)# ipvé dhcp sarver IPV6-STATEFUL

Rl (config-if)# ipvé nd managed-config-flag

Stateless DHCPvG Services

Rl {config)# ipvé unicast-routing

Rl {config)# ipvé dhcp pool IPV6-STATELESS

Rl {config-dhcpvi)$ dns-server 2001:dbB:cafe:aasaa::5
Rl {config-dhcpvi)$ domain-name example.com

Rl {config-dhcpvE)# exit

Rl (config)# interface g0/1

Rliconfig-if)# ipvé address 2001:dbB:cafe:1::1/64
Rl (config-if)# ipvé dhcp server IPV6-STATELESS

Rl (config-if)# ipvé nd other-config-flag
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Troubleshooting DHCPv6

Debugging DHCPv6

R1¥# debug ipvé dhcp detail

IPwE& DHCP debugging is on (detailed)
R1#
*Fek 3 21:27:41.123: IPw6 DHCP: Received SOLICIT from
FEBQ::32F7:DFF:FE25:2DE]1 on GigabitEthernetl/1
*Fel 3 21:27:41.123: IPv& DHCP: detailed packet contents
*Fek 3 21:27:41.123: src FE8(::32F7:DFF:FEZ5:2DE1
(GigabitEthernet(/1)
*Fek 3 21:27:41.127: dst FF02::1:2

*Feb 3 21:27:41.127: type SOLICIT{l), xid 13190e45

*Felp 3 21:27:41.127: option ELAPSED-TIME (&), len 2

*Fek 3 21:27:41.127: elapsed-time 0

*Felp 3 21:27:41.127: option CLIENTID({1l}), len 10

*Feb 3 21:27:41,127: 000

*FPelp 3 21:27:41.127: IPve DHCP: Using interface pool IPVG-
STATEFUL

*Fekk 3 21:27:41.127: IPv6 DHCP: Creating binding for
FEB0::32F7:DFF:FE25:2DE1 in pool IPVG&-STATEFUL

<putput omitted >
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Chapter Summary
Summary

= Explain how DHCPv4 operates in a small- to medium-sized business
network.

= Configure a router as a DHCPv4 server.

= Configure a router as a DHCPv4 client.

= Troubleshoot a DHCP configuration for IPv4 in a switched network.
= Explain the operation of DHCPVG6.

= Configure stateless DHCPv6 for a small to medium-sized business.
= Configure stateful DHCPv6 for a small to medium-sized business.

=  Troubleshoot a DHCP configuration for IPv6 in a switched network.
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