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Structuring and creating accounts in Active Directory

In this guide we will create a structure in Active Directory, that supports the following departments in two
sites.

e Management (Ledelse)
e Production (Produktion)
e Administration

e Sales (Salg)

192.168.139.0/24 %

¥

2 pp0 &

Navn Rolle Operativsystem
<initial>RRAS01 Gateway, Site-To-Site VPN, Client/server VPN Server 2012 Standard

DCo1 Domain Controller, DNS, DHCP, PKI Server 2012 Standard
Filo1 Filserver Server 2012 Standard
Wsuso1 Windows Server Update Services Server Server 2012 Standard
<initial>RRAS02 Gateway, Site-To-Site VPN, Client/server VPN Server 2012 Standard
DCo2 Domain Controller, DNS, DHCP Server 2012 Standard
Fil02 Filserver Server 2012 Standard
Print01 Printserver Server 2012 Standard
Klient01 Workstation Windows 8 Enterprise
Klient02 Workstation Windows 8 Enterprise

According to Microsoft there are several ways to structure Active Directory accounts. There is not just one
solution, but some designs are more appropriate than others. It all depends on the company. See page 208-
210 in the Microsoft Press book: Configuring Windows Server 2008 Active Directory (2nd edition) (70-640).
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Creating an Organizational Unit (OU) strukture

o DCO01 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help

FO@OO NIPMES

Server Manager * Da | P Monage Toos view rep
Active Directory Administrative Center
Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell

WELCOME TO SERVER MANAGER

# Local Server Active Directory Sites and Services
ii All Servers . . Active Directory Users and Computers
e Configure this local servi | apseqi
| ]
i- DPICE QUICK START Component Services
Computer Management

& DNs 2 Add roles and features ? gement
Defragment and Optimize Drives

g File and St Servi [

e 3 Add other servers to manaq | PHCP
DNS
WHAT'S NEW .
4 Create a server group Event Viewer

Group Policy Management
iSCSI Initiator

Local Security Policy
LEARN MORE ODBC Data Sources (32-bit)
‘ODBC Data Sources (64-bit)

Performance Monitor

ROLES AND SERVER GROUPS

Roles:4 | Servergroups: 1 | Servers total: 1 Resource Monitor

Security Configuration Wizard

il ADDs 1 f8 DHCP B
System Configuration
@ Manageability @ Manageability System Information
Events Events Task Scheduler
. . Windows Firewall with Advanced Security
Services Services - 5 .
Windows Memory Diagnostic
Performance Performance Windows PowerShell
BPA results BPA results Windows PowerShell (x86)

Windows PowerShell ISE

Status: Running | @Ba
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File

Action

View Help

DCO01 on JOHNH - Virtual Machine Connection

_

ez

B EG= B

B utETE%R

3 Active Directory Users and Computers [DC0T.doma
b | Saved Queries

e e e e

MName
[ Builtin
= Computers

Type
builtinDomain
Container

P prietminls [Z] Domain Controllers Organizational...
Find... = ForeignSecurityPrincipals Container
Change Domain... ™= Managed Service Accounts  Container
Change Domain Controller... [ Users Container
Raise domain functional level...
Operations Masters...
New Computer
All Tasks Contact
View Group
Refresh InetOrgPerson
Export List... linag i B

MSMQ Queue Alias
Properties 7 N
2D Printer

User

Shared Folder

<]

Description

Default container for up...
Default container for do...
Default container for sec...
Default container for ma...

Default container for up...

Creates a new item in this container,

Status: Running

|

=L g

Right click domain.local and choose New—>Organizational Unit
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o DCO1 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help

FO@OO NP MED |
: “@irctory Users and Computers |=|a] x |

ﬁ Createin:  domain local/ —
Type Description

builtinDomain

Name: Container Default container for up...

|Workstation5| Organizational... Default container for do...

] ] ] Container Default container for sec...
[ Protect container from accidental deletion Container Default container for ma...
Container Default container for up...

<] u EY

Status: Running | @ Ba

We will name the first OU Workstations
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File Action View Help

DCO01 on JOHNH - Virtual Machine Connection = [

e nE B Boz Bm 2 aETER
] Active Directory Users and Computers [DCD1.doma|| Name Type Description
b (] Saved Queries [ Builtin builtinDomain
4 = Computers Container Default container for up...
p [ Builtin [=] Domain Controllers Organizational... Default container for do...
b [ Computers [] ForeignSecurityPrincipals Container Default container for sec...
b [Z] Domain Controllers ] Managed Service Accounts  Container Default container for ma...
> & ForeignSecuri‘t.yPrmcipals [ Users Container Default container for up...
b (5 Managed Service Accounts [Z] Workstations Organizational...
B[] Users =] People Organizational
(2] Workstations _—
51 People [=] Servers Organizational...
(27 Servers
<] n E

=i
|

Status: Running

=L g

Create the remaining two OU’s People and Servers
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DCO01 on JOHNH - Virtual Machine Connection

_

I EEIEEEEN

P RETER

b | Saved Queries
4 ﬁ domain.local
B ] Builtin
p [ Computers
I (21 Domain Controllers
b [7] ForeignSecurityPrincipals
r Managed Service Accounts

3 Active Directory Users and Computers [DC0T.doma

MName

[ Builtin

= Computers

[=] Domain Controllers

= ForeignSecurityPrincipals
= Managed Service Accounts

[ Users

B [ Users % ‘:"orklstations
|5 Workstatinns| 2 People
% :‘::pl | Delegate Control... | 2] Servers
5] Server Move...
Find...
New 4 Computer
All Tasks » T
Cut Group
Delete InetOrgPerson
Rename mslmaging-P5Ps
Refresh MSMQ Queue Alias
Properties Organizational Unit
Printer
s User
Shared Folder

[<] ]

Type
builtinDomain

Container

Organizational...

Container
Container

Container

Organizaticnal...
Organizational...

Organizational...

Description

Default container for up...
Default container for do...
Default container for sec...
Default container for ma...

Default container for up...

Delegates control of ehjects in this folder

Status: Running |

=L g

We will create sub OUs by right clicking Workstations=>New-> Organizational Unit
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File Action Media Clipboard View Help
FO@OO NPMES |
: “@irctory Users and Computers |=|a] x |
E Createin:  domain local Workstations —
Type Description

builtinDomain

Name: Container Default container for up...
|S'rte1| Organizational... Default container for do...
Container Default container for sec...

[ Protect container from accidental deletion & Container Default container for ma...

Container Default container for up...
Organizaticnal...
Organizational...

Organizational...

<] u EY

3 T

Status: Running | @ Ba

We split geographically by making Sitel
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File Action Media Clipboard View Help

RIO@OO N IPIBS |

File Action View Help
e 26 48/ XECR HE/ S eETE%

] Active Directory Users and Computers [DCD1.doma|| Name Type Description
b | Saved Queries 2] Sitel Organizational...
4 3 domain.local (=] Site2 Organizational...
-] Builtin
p [ Computers
I (21 Domain Controllers
b [7] ForeignSecurityPrincipals
r Managed Service Accounts
B ] Users
y
=] sitel
&7 site2
(2] People
(2] Servers

<] u EY

3 T

Status: Running | @ Ba

And in the same way Site2
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File Action Media Clipboard View Help
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File Action View Help

e nE B Boz Bm 2 aETER
] Active Directory Users and Computers [DCD1.doma|| Name Type Description
b | Saved Queries [ Builtin builtinDomain
4 = Computers Container Default container for up...
b [ Builtin [=] Domain Controllers Organizational... Default container for do...
b (] Computers [ ForeignSecurityPrincipals Container Default container for sec...
4 @ Domain Controllers ] Managed Service Accounts Container Default container for ma...
(] ForeignSecuri‘t.yPrmcipals [ Users Container Default container for up...
v Managed Service Accounts (2] Workstations Organizaticnal...
b Users ElacLe Organizational
u iﬁ Workstations _broups rgan!za !ona i
4 (3] Sitel = People Organizational...
) Ledelse 3] Servers Organizaticnal...

(2] Produktion
(2] Administration
(2] Salg

4 (5] Site2
2] Ledelse
2] Produktion
(2] Administration
(5] Salg

(2] ACL_Groups

4 (3] People

4 (2] Sitel
(2] Administration
2] Ledelse
(2] Produktion
5] Salg

a4 (5] Site2
(37 Administration
3] Ledelse
21 Produktion
(5] Salg

[ Servers

=i
|

Status: Running

=L g

In the same way, create all the above OUs, notice the root OU ACL_Groups has been added.
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File Action View Help

e 2[E 4 XER Ba/ 3T E%

] Active Directory Users and Computers [DCD1.doma|| Name Type Description
b | Saved Queries JHJERRASO1 Computer
4 3 domain.local JHJERRASD Computer
] Builtin 1R KLIENTO1 Computer
| Computers 1 KLIENTO2 Computer
b 1 Domain C
b [7] ForeignSe: Addto a group...
p [ Managed Service Accounts Disable Account
b [ Users
4 ] Workstations Enable Account
a4 [Z1 Sitel Move...
57 Ledelse Manage

(2] Produktion

»
[Z] Administration All Tasks
[Z] Salg ot

4 5 ez Delete

[2] Ledelse :
2] Produktion Properties
(=] Administration Help
[Z] Salg

[2] ACL_Groups

4 (3] People

4 (2] Sitel
(2] Administration
[2] Ledelse
(2] Produktion
[Z] Salg

a [&] Site2
[Z] Administration
(2] Ledelse
[Z] Produktion
[Z] Salg

(3] Servers

<] u EY

3 B L

Status: Running | @ Ba

We are moving our server accounts into the structure by marking them all, right clicking one and choosing
Cut
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File Action View
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File Action Media Clipboard View Help
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Help

DCO01 on JOHNH - Virtual Machine Connection

_

e 2E 8/ XEa: HE taETEn

b | Saved Queries
4 ﬁ domain.local
[ Builtin
| Computers

B ] Users
4 (3] Workstations
4 (2] Sitel

I (21 Domain Controllers
b [7] ForeignSecurityPrincipals
r Managed Service Accounts

57 Ledelse
(2] Produktion
(2] Administration

— - -

3 Active Directory Users and Computers [DC0T.doma

=]
%
2
m
“

=
4 5] site Delegate Control...
& Move...
& Find...
% New 3
a
] ACLG All Tasks 3
4 = People View »
4 (2] Site
= Cut
& Paste
= Delete
& Rename
<= fl_élte Refresh
]
B Export List...
3] Properties
& Help

[<] ]

MName

Type

Description

There are no iterns to show in this view.

Status: Running

3 B L

=L g

Right click Servers and choose Paste
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File Action Media Clipboard View Help
|RIO@OO N IPIBS |
E| Active Directory Users and Computers [=[a] x |
File Action View Help
e znE 4 alX HE|taumTER
] Active Directory Users and Computers [DCD1.doma|| Name Type Description

b | Saved Queries
4 ﬁ domain.local
[ Builtin
| Computers
I (21 Domain Controllers
b [7] ForeignSecurityPrincipals
r Managed Service Accounts
B ] Users
4 (3] Workstations
4 (2] Sitel
57 Ledelse
(2] Produktion
(2] Administration

There are no iterns to show in this view.

Moving objects in Active Directory Domain Services can prevent your existing
= Salg & system from working the way it was designed. For example, moving an
a [F] Site2 organizational unit (OU) can affect the way that group policies are applied to the
accounts within the OU.
2] Ledelse w‘

Are you sure you want to move this object?
™ Dont

2] Produktion
(2] Administration
(5] Salg

(2] ACL_Groups

4 (3] People

4 (2] Sitel
(2] Administration
2] Ledelse
(2] Produktion
5] Salg

4 3] Site2
(37 Administration
3] Ledelse
21 Produktion
(5] Salg

[ Servers

show this warning while this snap-in is open.

Status: Running | @ Ba
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File Action Media Clipboard View Help
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File Action

_

= 7

[ Active Dire Large lcons Type Description
b [ Saved Q Small lcons Computer
4 ﬁ domain List Computer

& AcL E Detail

[ Built
=] Con Users, Contacts, Groups, and Computers as containers
b [E] Do Advanced Features

I -] Fore
B ] Man
4 (3] Peo Customize...
4 (2] Sitel
(2] Administration
2] Ledelse
2] Produktion
(2] Salg
a (3] Site2
(2] Administration
2] Ledelse
27 Produktion
(5] Salg
(2] Servers
B [ Users
4 (2] Workstations
4 (3] Sitel
(2] Administration
3] Ledelse
21 Produktion
(5] Salg
4 [3] site2
(3] Administration
21 Ledelse
2] Produktion
2] salg

Filter Options...

<] u EY

Enables/disables advanced features and objects

Status: Running |

3 B L

=L g

To make a better overview, we can change the view.
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File Action Media Clipboard View Help

RIO@OO N IPIBS .

File Action View Help
G EIEEE L Y A

] Active Directory Users and Computers [DCD1.doma|| Name Type Description
b | Saved Queries 1A KLIENTO2 Computer
4 fj domain.local
= ACL_Groups
I ] Builtin
4 [ Computers
I (=] Domain Controllers

p [7] ForeignSecurityPrincipals
[ Managed Service Accounts
p (5] People
4 (2] Servers
I &l JHJERRASD
[ (M JHJERRASDZ
il WSUSO1
B ] Users
4 (2] Workstations
4 [3] Sitel
(2] Administration
27 Ledelse
2] Produktion
4 (3] Salg
[ & KLIENTO1
4 [3] Site2
(2] Administration
2] Ledelse
(2] Produktion
4 (= Salg
I (A KLIENTO2

<] ] [ >

B ol

Status: Running | g Ba

This way we can see all the objects in the tree structure to the left. Move all servers and workstations into
the structure as shown.

Creating user accounts and global groups
We will create two user accounts per site, to represent the test company.

Then we will create a global group for each department, representing all users in a department.

The global group can be searched from everywhere in our Active Directory, including from members of the
Active Directory forest and can be used to apply permissions and/or rights to the whole department which
is represented by the global group.
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o DCO1 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help

RIO@OO N IPIBS |

File Action View Help

esnEoBoE BmdaaTEn

] Active Directory Users and Computers [DCO'I.doZ MName Type Description

b | Saved Queries

4 sj domain.local
= ACL_Groups

I ] Builtin
4 [ Computers

I (=] Domain Controllers
p [7] ForeignSecurityPrincipals
[ Managed Service Accounts

There are no iterns to show in this view.

a5 502::1 Delegate Control...
4 |3 €
5] Administration Meves
=] Ledelse Find...
% Produktion New » Computer
3| Sal
) & Sie2 g All Tasks s Contact
a (3] Servers = Refresh Group
i JHIERRASO View , InetOrgPerson
1 A JHJERRASDZ | ing-PSPs
b 0% WsUsD1 Amange lcons ' MSMQ Queue Alias
b [ Users Line up lcons L N
4 [2] Workstations Properties OI_QHHMIOMI Lo
a4 [Z1 Sitel Printer
(2] Administration Help User
2] Ledelse Shared FoMler
(2] Produktion

a4 @ Salg
[ (A KLIENTO1
4 [3] site2
(3] Administration
21 Ledelse
2] Produktion
4 [d] Salg
[ 1M KLIENTO2 hd
<] [ | [>]

Creates a new item in this container,

3 T

Status: Running | @ Ba

We can create a user account in the Administration department by marking the OU and right clicking in the
empty space on the right, choose New—> User. Alternatively, you can just right click the OU. (Notice this
must be under the structure for People)



John Have Jensen
©Mercantec 2013
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File Action Media Clipboard View Help

|IO@OO NP iEBD |
. s ctory Users and Computers

Type Description

& Createin:  domain local /People/Site 1/ Administration

First name: Initials: I:I
|
|

There are no iterns to show in this view.

Last name:

Full name:

User logon name:
||e_|e\ | |@dcmain.local

User logon name ({pre-Windows 2000):
[pomAINy ||

b (M JHIERRASOZ
b A WSUSDT
B ] Users
4 (3] Workstations
4 (2] Sitel
(2] Administration
2] Ledelse
(2] Produktion
a4 @ Salg
[ (A KLIENTO1
4 [3] site2
(3] Administration
21 Ledelse
2] Produktion
4 [d] Salg ||
[ 1M KLIENTO2 dl
<] [ | [>]

3 T

| ELTY

Status: Running

Complete as shown or come up with a name on your own.
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File Action Media Clipboard View Help

FO@OO NP MED |
: “@irctory Users and Computers |=|a] x |

& Createin:  domain local /People/Site 1/ Administration —
Type Description

There are no iterns to show in this view.

Password |ooooooolo

Confirm password: |ouuuu

[] User cannot change password
[] Password never expires

[[] Account is disabled

b (M JHIERRASOZ
b A WSUSDT
B ] Users
4 (3] Workstations
4 (2] Sitel
(2] Administration
2] Ledelse
(2] Produktion
a4 @ Salg
[ (A KLIENTO1
4 [3] site2
(3] Administration
21 Ledelse
2] Produktion
4 [d] Salg ||
[ 1M KLIENTO2 dl
<] [ | [>]

3 B L

=L g

Status: Running |

We can use the test environment password Passwordl Remove the check mark User must change...
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File Action Media Clipboard View Help

FO@OO NP MED |
: “@irctory Users and Computers |=|a] x |

& Createin:  domain local /People/Site 1/ Administration

Type Description

There are no iterns to show in this view.
When you click Finish, the following object will be created:

Full name: Jens Jensen
User logon name: jeje@domain local

b (M JHIERRASOZ
b A WSUSDT
B ] Users
4 (3] Workstations
4 (2] Sitel
(2] Administration
2] Ledelse
(2] Produktion
a4 @ Salg
[ (A KLIENTO1
4 [3] site2
(3] Administration
21 Ledelse
2] Produktion
4 [d] Salg ||
[ 1M KLIENTO2 dl
<] [ | [>]

3 B L

Status: Running | @ Ba
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File Action Media Clipboard View Help

RIO@OO N IPIBS

File Action View Help

_

e rE F 8| XEBdE Bm 2aETER

3 Active Directory Users and Computers [DC01.doma)
b | Saved Queries
4 ﬁ domain.local
= ACL_Groups
I -] Builtin
4 [ Computers
I (=] Domain Controllers
p [7] ForeignSecurityPrincipals
b [ ] Managed Service Accounts
4 2] People
4 (2] Sitel
4 (3] Administration
& Jens Jensen
4 (3] Ledelse
s Seren Sarensen
2] Produktion
[2] salg
a (3] Site2
(2] Administration
27 Ledelse
4 (3] Produktion
2, Peter Petersen
4 (3] Salg
|2, Mads Madsen
I (2] Servers
B ] Users
I 5] Workstations

MName

Type Description

There are no itemns to show in this view.

Status: Running |

3 B L

=L g

Create the users in the other departments as shown.
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File Action View Help

esnEoBoE BmdaaTEn

b | Saved Queries
4 ﬁ domain.local
= ACL_Groups
I ] Builtin
4 [ Computers
I (=] Domain Controllers
p [7] ForeignSecurityPrincipals
[ Managed Service Accounts
4 2] People
4 (2] Sitel
4 (3] Administration
& Jens Jensen
4 (3] Ledelse
& Saren Sarensen
2] Produktion

3 Active Directory Users and Computers [DC0T.doma

MName Type

E—),

[<] ]

Description

There are no iterns to show in this view.

(2] Salg
4 [3] Site2 Delegate Control...
(2] Administration
27 Ledelse Ruass
4 (3] Produktion Find...
. & Peter Petersen New Computer
4 [3] Salg
& Mads Madsen All Tasks Contact
I (2] Servers Refresh Eroue
b [ Users . View InetOrgPerd®n
I 5] Workstations mslmaging-P5Ps
Arrange lcons
=] Groups g MSMQ Queue Alias
Line up lcons - y
Organizational Unit
Properties .
Printer
Help User
Shared Folder

Creates a new item in this container,

Status: Running |

3 B L

=L g

Under a new root OU Groups we will create the global groups by first marking the Groups OU then right
clicking in the white space (the reading pane) and choosing New—>Group
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a Createin:  domain.local/Groups

DCO01 on JOHNH - Virtual Machine Connection

ory Users and Computers

_

|
[=18] = |

Type

Group name;:

| Administration|

Group name (pre-Windows 2000):

| Administration

Group scope
) Domain local
®) Global

O Universal

(2] Administration
27 Ledelse
4 (3] Produktion
2, Peter Petersen
4 (3] Salg
& Mads Madsen
I (2] Servers
B ] Users
I 5] Workstations
[Z] Groups

[<] ] [

Description

There are no iterns to show in this view.

3 B L

Status: Running |

=L g
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File Action Media Clipboard View Help
|

20000 Il Y
- AdveDedoyUsersandComputers |- [=f5d

File Action View Help

I EEIEIEER EE Y R 2k
] Active Directory Users and Computers [DCD1.doma|| Name Type Description
b [ Saved Queries B2, Administration Security Group...
4 ﬁ domain.local %Ledelse Security Group...
[2] ACL_Groups 2, Produktion Security Group...
b [ Builtin 2 Salg Security Group...

4 [ Computers
I (=] Domain Controllers
p [7] ForeignSecurityPrincipals
b [ ] Managed Service Accounts
4 2] People
4 (2] Sitel
4 (3] Administration
& Jens Jensen
4 (3] Ledelse
s Seren Sarensen
2] Produktion
[2] salg
a (3] Site2
(2] Administration
27 Ledelse
4 (3] Produktion
2, Peter Petersen
4 (3] Salg
2, Mads Madsen
I (2] Servers
B ] Users
I 5] Workstations
4 2] Groups
2, Administration
2, Ledelse
2, Produktion

5, salg

3 B L

=L g

Status: Running |

Create the remaining global groups as shown.
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File Action View Help

_

e 2E 8/ XEa: BHE S aETEn

] Active Directory Users and Computers [DCD1.doma|| Name Type Description
b [ Saved Queries B2, Administration Security Group...
4 ﬁ domain.local %Ledelse Security Group...

4[] Computers Add te a group...
I (=] Domain Controllers
p [7] ForeignSecurityPrincipals Rlove
b [ ] Managed Service Accounts Send Mail
4 = People Find...
4 (2] Sitel
All Tasks 3
4 (3] Administration ==
2, JensJensen Cut
4 (3] Ledelse Delete
& Saren Sgrensen Rename
2] Produktion
= Salg Refresh
a (3] Site2 Properties
[Z] Administration
27 Ledelse

4 (3] Produktion
2, Peter Petersen
4 (3] Salg
& Mads Madsen
I (2] Servers
B ] Users
I 5] Workstations
4 2] Groups
82, Administration
2, Ledelse

52, Produktion

8, salg

<] u EY

[2] ACL_Groups 2, Produktion Security Group...
b = i

Status: Running |

3 B L

=L g

We will add the department users to their respective global groups by right clicking on the group and

choosing Properties
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DCO01 on JOHNH - Virtual Machine Connection

| Active Directory Users and Computers
File Action View Help
e 2E 8/ XEa: BHE S aETEn
] Active Directory Users and Computers [DCD1.doma|| Name Type Description
b [ Saved Queries B2, Administration Security Group...
% Ledelse Security Group...

4 ﬁ domain.local
= ACL_Groups
I ] Builtin
4 [ Computers
I (=] Domain Controllers
p [7] ForeignSecurityPrincipals
[ Managed Service Accounts
4 2] People
4 (2] Sitel
4 (3] Administration
& Jens Jensen
4 (3] Ledelse
s Seren Sarensen
2] Produktion
[2] salg
a (3] Site2
(2] Administration
27 Ledelse
4 (3] Produktion
2, Peter Petersen
4 (3] Salg
& Mads Madsen
I (2] Servers
B ] Users
I 5] Workstations
4 2] Groups
82, Administration

2, Ledelse
52, Produktion

8, salg

|Ge.-,erd|Mernbers MefrbeerlMa'lagedBy|

Members:

Name Active Directory Domain Services Folder

[<] ] [

Status: Running |

=L g
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FO@OO NPMES

|
E Active Directory Users and Computers | = | g | x |
File Action View Help

e rE F8| XEBdE Bm T aETER

3 Active Directory Users and Computers [DC01.doma|| Name

Type Description
b [ Saved Queries B2, Administration Security Group...
4 55 domain.local %Ledelse Security Group...

2] ACL_Groups . o
> = Buiin s Salg Properties 2 RS
4 [ Computers
I (=] Domain Controllers
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This is the sales group (Salg) and we add Mads Madsen by typing mads and clicking Check names and OK x
2. Now add the last 3 users to their respective global group.

We have now created a structure for workstations, servers, users and groups, that we can continue to build
on.



