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Section 7.1:
IPv4 Network Addresses

Upon completion of this section, you should be able to:
- Convert between binary and decimal numbering systems.

« Describe the structure of an IPv4 address including the network portion, the host
portion, and the subnet mask.

- Compare the characteristics and uses of the unicast, broadcast, and multicast
IPv4 addresses.

« Explain public, private, and reserved IPv4 addresses.
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Topic 7.1.1:
Binary and Decimal Conversion




IPv4 Addresses

IPv4 Addresses Expressed in Binary

(4
11010001.10100101.11001000.11100001

LAN A Network Address LAN B Network Address
11000000.10101000.00001010.00000000 /24 11000000.10101000.00001011.00000000 /24
11000000.10101000.00001010.00000001 11000000.10101000.00001011.00000001
g o @ O
11000000.10101000.00001010.00001010 11000000.10101000.00001011.00001010
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|IPv4 Addresses (cont.)

IPv4 Addresses Expressed in Dotted Decimal

209.165.200.225

LAN A Network Address LAN B Network Address
192.168.10.0 /24 192.168.11.0 /24
192.168.10.1 192.168.11.1
g o ‘& e g
rJ [
192.168.10.10 192.168.11.10
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|IPv4 Addresses (cont.)

192 . 168 . 10 . 10

Dotted Decimal Address

11000000 10101000 00001010 00001010

192.168.10.10 is an IP address that is assigned to a computer.

192 . 168 . 10 . 10
Octets
| 11000000 I | 10101000 | | 00001010 l | 00001010 I

This address is made up of four different octets.

32-Bit Address a - 168 . 10 . 10

11000000 10101000 00001010 00001010

The computer stores the address as the entire 32-bit data stream.

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 7



Positional Notation
Decimal Positional Notation

10

psition in # 0

Calculate (10%0)

Positional Value 1

Positional Value

The first row identifies the number base or radix. Therefore the value listed, from left to right,
represents units of thousands, hundreds, tens, and ones.

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 8



Positional Notation (cont.)

Applying Decimal Positional Notation

—mm

1234
Positional Value 1000
= | Decimal Number 1
Calculate 1 x1000 2x100
Add themup ... 1000 + 200
Result

© 2013 Cisco and/or its affiliates. All rights reserved.
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Positional Notation (cont.)

Binary Positional Notation

Ragix
The binary notation system is based on 2, therefore the radix is 2.
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Positional Notation (cont.)

Applying Binary Positional Notation

11000000
Positional Value 128 64 32 16 8 4 2 1
Binary number 1 1 0 0 0 0 0 0
Calculate 1x128 | 1x64 | 0x32 | 0x16 Ox8 Ox4 0x2 0x1
Add themup ... 128 + 64 +0 +0 +0 +0 +0 +0
Result 192

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 11



Binary to Decimal Conversion

To convert a binary IPv4 address to its dotted decimal equivalent:

- Divide the IPv4 address into four 8-bit octets. Apply the binary positional
value to the first octet binary number and calculate accordingly.

- Repeat for each octet.

11000000.10101000.00001011.00001010

Positional Value 128 64 32 16 8 4 2 1
Binary number 1 1 0 0 0 0 0 0
Calculate 1x128 | 1x64 0x32 0x 16 0x8 Ox 4 0x2 0x1
Add themup ... 128 + 64 +0 +0 +0 +0 +0 +0
Result 192

i

Dotted Decimal Notation
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Binary to Decimal Conversion (cont.)

11000000.10101000.00001011.00001010

Calculate

Result

Positional Value
Binary number

Add them up ...

128 64 32 16 8 o 2 1
1 0 1 0 1 0 0 0

1x128 0Ox 64 1x32 O0x16 1x8 Ox4 Ox 2 0x1
128 +0 + 32 +0 «8 +0 +0 «0

168

192.168.____._
Dotted Decimal Notation

© 2013 Cisco and/or its affiliates. All rights reserved.
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Binary to Decimal Conversion (cont.)

11000000.10101000.00001011.00001010

Positional Value 128 64 32 16 8 4 2 1
~3» Binary number 0 0 0 0 1 0 1 1
Calculate 0x128 | 0x64 0x32 0x 16 1x8 Ox 4 1x2 1x1
Add themup ... 0 +«0 +0 +0 +8 +0 +2 + 1
Result 11
192.168.11.____

Dotted Decimal Notation
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Binary to Decimal Conversion (cont.)

11000000.10101000.00001011.000017010

Positional Value
Binary number

Calculate
Add themup ...
Result

Y

192.168.11.10
Dotted Decimal Notation
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Decimal to Binary Conversion

The following illustrates how to use the binary positional value
table to convert decimal to binary.

Is the Decimal n Greater Than or Equal To 1287

No

N

>=128

~_

Yes

Paositional Value | 128 | 64

32

16

© 2013 Cisco and/or its affiliates. All rights reserved.




Decimal to Binary Conversion (cont.)

Is the Decimal n Greater Than or Equal To 647

Paositional Value

Add 0

128 | 64

32

© 2013 Cisco and/or its affiliates. All rights reserved.
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Decimal to Binary Conversion (cont.)

Is the Decimal n Greater Than or Equal To 327

. /‘\ Ve
vsz

Pasitional Value | 128 | 64 | 32 | 16 | 8 4 2 1

Y Y
Add 0 Add 1
Continue to evaluate the decimal until all positional n-32

values have been entered, which results in the
equivalent binary value.

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Decimal to Binary Conversion Example

Is 192 >= 1287

Yes

Example: 192.168.10.11 192 >= 128

Positional Value | 128 | 64 | 32 | 16 | 8 4 2 1

Y

Add 1

l

192-128=64

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Decimal to Binary Conversion Example (cont.)

Is 64 >= 647

Yes
Example: 192.168.10.11 @

Pasitional Value | 128 | 64 | 32

16

8

4

Cisco Public 20



Decimal to Binary Conversion Example (cont.)
192 = 11000000

Example: 192.168.10.11

128 | 64 | 32 | 16 | 8 4 2 1

11000000 .

See VIDEO DEMONSTRATION
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Topic 7.1.2:
IPv4 Address Structure




Network and Host Portions

One portion of the 32 bit IPv4 address identifies the network, and another
portion identifies the host.

i Host
Network Portion i Portion
[
IPv4 Address 192 . 168 . 10 'I|> 10 ~‘
]
11000000 10101000 00001010 ‘: 00001010
|
]

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



The Subnet Mask

© 2013 Cisco and/or its affiliates. All rights reserved.

IP Configuration on a Host

| Internet Protocol Version 4 (TCP/IPvd) Properties |7 e |

' 'Genetal

You can get IP settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate IP settings.

() Obtain an P address automatically
Q) Use the followsing IP address:

IP address: 192 .168 . 10 . 10
Subnet mask: 255.255.255. 0
Default gateway: 192 .168 .10 . 1

Obtain DNS server address automatically
Q) Use the follovang DNS server addresses
Preferred DNS server:

Alternate DNS server:

[ | validate settings upon exit

Cisco Public
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The Subnet Mask (cont.)
« Comparing the IP Address and the Subnet Mask

- The 1s in the subnet mask identify the network portion while the
Os identify the host portion.

IPv4 Address

Subnet Mask

i Host
Network Portion Portion —
192 . 168 .10 !> 10
il
11000000 10101000 00001010 |'| 00001010
il
!
255 . 255 . 255 : 0
|
11111111 11111111 11111111 |y 00000000
il
|

lllllllllll



ANDIng

« Logical AND is the comparison of two bits. et

0ANDO =

[=N= Nl

- ANDing between the IP address and the
subnet mask yields the network address.
IP address 192 168 10 10
Binary 11000000 10101000 00001010 00001010
Subnet mask 255 255 255 0
11111111 11111111 11111111 00000000
PSS 11000000 10101000 00001010 00000000

168

10
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The Prefix Length

- Shorthand method of identifying a subnet mask.
- |t is the number of bits set to 1 in the subnet mask.

« Written in “slash notation”, a “/” followed by the number of bits
set to 1.

SubnetMask  [szbithdress ______|Profxlengh
255.0.0.0 11111111.00000000.00000000.00000000 /8
255.255.0.0 TMTMMMMMTLIT111111.00000000.00000000 6
255.255.255.0 TTTTMMMTTLITTITTIMTL11111111.00000000 124
255.255.255.128 TTTTMTTTITTTIIMT1IT111111.10000000 125
255.255.255.192 TTTTMMIL.ITTIIMTILI1111111.11000000 126
255.255.255.224 TTTTTMTTTIITTTITIITITIT11111.11100000 127
255.255.255.240 TTTTTTTLITTTTTTILITIII111.11110000 /128
255.255.255.248 TTMTMTMTTTITTTTITIITIIIII1.11111000 129
255.255.255.252 TTTTTMTTTIITTTTTITIITIIIII1111100 130

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Network, Host, and Broadcast Addresses

Types of Addresses in Network 192.168.10.0 /24

Network

Network Address (il 192.168.10.0 /24
.00000000

Hosts Addresses c/

|
WS st Host Address (R 192.168.10.1 /24
.00000001
-
-
-
L
SENA  LastHost Address (i 192.168.10.254 /24
11111110
2111111

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Network, Host, and Broadcast Addresses

(cont.)

Network Address

10.1.1.254
]

10.1.1.12

10.1.1.11

10 1 1 0
00001010 00000001 00000001 00000000

CCCCCCCCCCCCC



Network, Host, and Broadcast Addresses

(cont.)

Host Address

10.1.1.254

10.1.1.12

10.1.1.11

10.1.1.10

Network Portion \ Host Portion

10 1 1 10
00001010 00000001 00000001 00001010

lllllllllll



Network, Host, and Broadcast Addresses
(cont.)

First Host Address Last Host Address

10.1.1.254 10.1.1.254

10.1.1.12

10.1.1.11 10.1.1.11

10.1.1.10 All0sanda1in All1sandaOin
the host portion the host portion
Network Portion T Host Portion Network Portion T Host Portion
10 1 1 1 10 1 1 254
00001010 00000001 00000001 00000001 00001010 00000001 00000001 11111110

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Network, Host, and Broadcast Addresses
(cont.)

Broadcast Address

10.1.1.254
{ J

10.1.1.12

10.1.1.11

10.1.1.10 R
portion
Network Portion T Host Portion
10 1 1 255

00001010 00000001 00000001 1111111

See VIDEO DEMONSTRATION
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Topic 7.1.3:
IPv4 Unicast, Broadcast, and Multicast




Static IPv4 Address Assignment to a Host

Static Assignment

Internet Protocol Version 4 (TCP/IPv4) Properties Y

General

You can get IP settings assigned automatically if your network
supports this capabilty. Otherwise, you need to ask your network
administrator for the appropriate IP settings.

(7) Obtain an IP address automatically
(@) Use the following IP address:

IP address: 192 .168 . 10 . 10
Subnet mask: S5.255.25. 0
Default gateway: 192.168.10 . 1

Obtain DNS server address automatically
Q) Use the following DNS server addresses
Preferred DNS server:

Alternate DNS server:

[ validate settings upon exit

© 2013 Cisco and/or its affiliates. All rights reserved.
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Dynamic IPv4 Address Assignment to a Host

© 2013 Cisco and/or its affiliates. All rights reserved.

Dynamic Assignment

Internet Protocol Version 4 (TCP/IPv4) Properties | % -l

General | Alternate Configuration|

You can get IP settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate IP settings.

@) Qbtain an IP address automatically
(7) Use the following IP address:

~) Obtain DNS server address automatically
(@) Use the following DNS server addresses

Preferred DNS server:

Alternate DNS server:

| Ivalidate settings upon exit

Cisco Public
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IPv4 Communication

Unicast

Broadcast

172.16.4.253

172.16.4.253 172.16.4.1

172.16.4.1

172.16.4.2 172.16.4.3
[
172.16.4.2 172.16.4.3

Multicast

172.16.4.1

172.16.4.4

172.16.4.3
22410105 224.10.10.5

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 36
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Unicast Transmission

Unicast communication is used for normal host-to-host
communication.

The unicast address applied to an Dbt Transmisin
end device is referred to as the host o, Source: 1724641
address.

The source address of any packet is
always the unicast address of the
originating host.

172.16.4.253

172.16.4.2 172.16.4.3

| > 1<)l <] »» ][ »i ] ®
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Broadcast Transmission

Limited Broadcast Transmission

Limited Broadcast
Source: 172.16.4 1
Destination: 255.255.255 255

172.16.4.2 172.16.4.3
I

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Multicast Transmission

- A host sends a single packet to a selected set of hosts that
subscribe to a multicast group.

- The 224.0.0.0 to 239.255.255.255 range of addresses are
reserved for multicast.

Source: 172.16.4 1

172.16.4.1

172.16.4.2 172.16.4.4

224.10.10.5

172.16.4.3

224.10.10.5




Topic 7.1.4:
Types of IPv4 Addresses




Public and Private IPv4 Addresses

Private Addresses:

- 10.0.0.0/8 or 10.0.0.0 t010.255.255.255

« 172.16.0.0 /12 or 172.16.0.0 to 172.31.255.255

- 192.168.0.0 /16 or 192.168.0.0 to 192.168.255.255

Private addresses cannot be routed over the Internet

10.0.0.0/8 192.168.0.0/24
Network 1 . Network 3

172.16.0.0/16
Network 2

Cisco Public 41



Special Use |IPv4 Addresses

- Loopback addresses
127.0.0.0 /8 or 127.0.0.1 to 127.255.255.254

« Link-Local addresses or Automatic Private IP Addressing (APIPA) addresses
169.254.0.0 /16 or
169.254.0.1 to 169.254.255.254 Pinging the Loopback Interface

Microsoft Windows [Version 6.1.7601)

. TE ST— N ET 9 d d resses Copyright {c) 2009 Microsoft Corporation. All rights reserved.

C:\Users\NetAcad> ping 127.0.0.1

192.0.2.0/24 or 192.0.2.0 Pinging 121.0.0.1 with 32 bytes of data:

Reply from 127.0.0.1: bytes-32 time<lms TTL~128
t 1 92 O 2 255 Reply from 127.0.0.1: bytes=32 time<lms TTL-128
O . . . Reply from 127.0.0.1: bytes=32 time<lms TTL-128

Reply from 127.0.0.1: bytes-32 time<ims TTL-128

Ping statistics for 127.0.0.1:
Packets: Sent — 4, Reocsived - 4, Lost - 0 (0% lo=s),
Approxirate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Xverage = Oms

C:\Users\NetAcad> ping 127.1.1.1

Pinging 127.1.1.1 with 32 bytes of data:

Reply from 127.1.1.1: bytes-32 time<ims TTL-128
Reply from 127.1.1.1: bytes=32 time<lms TTL~-128
Reply from 127.1.1.1: bytes-32 time<lms TTL-128
Reply from 127.1.1.1: bytes-32 time<ims TTL-128

Ping statistics for 127.1.1.1:
Packets: Sent — 4, Received - 4, Lost - 0 (0% loss),
Approxirmate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms

C:\Users\NetAcad>

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 42




Legacy Classful Addressing

Class A Specifics

Address block

Default Subnet Mask
Maximum Number of Networks
Number of Host per Network
High order bit

0.0.0.0 - 127.0.0.0*
/8 (255.0.0.0)

128

16,777,214

OXOOXXXX.

*0.0.0.0 and 127.0.0.0 are reserved and cannot be assigned

Class B Specifics

Address block

Default Subnet Mask
Maximum Number of Networks
Number of Host per Network
High order bit

128.0.0.0 - 191.255.0.0
/16 (255.255.0.0)
16,384

65,534

T O00000X. .

Class C Specifics

Address block

Default Subnet Mask
Maximum Number of Networks
Number of Host per Network
High order bit

192.0.0.0 - 223.255.255.0
/24 (255.255.255.0)
2,097,152

254

T10xXxxXX%.___.

Cisco Public
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Classless Addressing

- Formal name is Classless Inter-Domain Routing (CIDR, pronounced
“cider”).
- Created a new set of standards that allowed service providers to

allocate IPv4 addresses on any address bit boundary (prefix length)
instead of only by a class A, B, or C address.



Assignment of |IP Addresses

T
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Section 7.2:
|IPvo Addresses

Upon completion of this section, you should be able to:

-« Explain the need for IPv6 addressing.

Describe the representation of an IPv6 address.

Describe types of IPv6 network addresses.

Configure global unicast addresses.

Describe multicast addresses.

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



Topic 7.2.1:
IPv4 issues

© 2013 Cisco and/or its affiliates. All rights reserved.
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The Need for IPv6

RIR IPv4 Exhaustion Dates

> RIPE

/8 NCC

IPv4 exhaustion date
September 2012

()APNIC

IPv4 exhaustion

= ARIN
[ IPv4 exhaustion date
July 2015 i
A/ AfriNIC date Apri 2011

Projected IPv4
exhaustion date 2019
IPv4 exhaustion date
June 2014

Cisco Public



IPv4 and IPv6 Coexistence

« The migration techniques can be divided into three categories: Dual
Tack, Tunneling, and Translation.

- Dual-stack allows IPv4 and IPv6 to coexist on the same network.
Devices run both IPv4 and IPv6 protocol stacks simultaneously.

2

Dual-stack
IPv4 and IPv6

.._ ’
Dual-stack Dual-sta:k
IPv4 and IPv6 467 IPv4 and IPv6

Dual-stack
IPv4 and IPv6

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 49



IPv4 and IPv6 Coexistence (cont.)

- Tunneling is a method of transporting an IPv6 packet over an
IPv4 network. The IPv6 packet is encapsulated inside an IPv4

packet.

»
IPv6-only Network

Dual-

Tunnelling

IPv4-only Network

Dual-

r
IPv6-only Network

Cisco Public 50



IPv4 and IPv6 Coexistence (cont.)

- Translation: Network Address Translation 64 (NAT64) allows
IPv6-enabled devices to communicate with IPv4-enabled devices
using a translation technique similar to NAT for IPv4. An IPv6
packet is translated to an IPv4 packet, and vice versa.

IPv6-only Network IPv4-only Network

NAT64 Router

Cisco Public 51



Topic 7.2.2:
IPv6 Address Structure




IPv6 Address Representation
Hextets — 4 Hexadecimal digits = 16 binary digits

X X X X X X X X
0000 0000 0000 0000 0000 0000 0000 0000
to to to to to to to to
FFFF  FFFF  FFFF |FFFF| FFFF  FFFF  FFFF  FFFF

4 hexadecimal digits = 16 binary digits
Y
0000 0000 0000 0000
to to to to
11 111 11 1111

© 2013 Cisco and/or its affiliates. All rights reserved.
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IPv6 Address Representation (cont.)

Hexadecimal Numbering

Decimal and Binary equivalents of 0 to F Hexadecimal

Decimal Binary Hexadecimal
0 0000 0
1 0001 1
2 0010 2
z] 0011 3
4 0100 4
o 0101 5
6 0110 6
7 0111 7
8 1000 8
9 1001 9
ig 1010 A
2l 1011 B
12 1100 &
TNS) 1101 D
14 1110 E
i5 SISTRTT F

© 2013 Cisco and/or its affiliates. All rights reserved.
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|IPv6 Address Representation (cont.)

Preferred Format Examples

2001 : ODB8 : 0000 : 1111 : 0000 : 0O0OO : 0000 : 0200
2001 : ODB8 : 0000 : OOA3 : ABCD : 0000 : 0000 : 1234
2001 : ODB8 : OOOA : 0001 : 0000 : 0000 : 0O0OO : 0100
2001 : ODB8 : AAAA : 0001 : 0000 : 0000 : 0000 : 0200
FES8O : 0000 : 0000 : 0000 : 0123 : 4567 : 89AB : CDEF
FES8O : 0000 : 0000 : 0O0OOO : OOOO : 0000 : 0000 : 0001
FFO2 : 0000 : 0000 : O0OOO : OOOO : 0000 : 0000 : 0001
FFO2 : 0000 : 0000 : 0O0OO : 0O0OO : 0001 : FFOO : 0200
0000 : 0000 : 0000 : 0OOOO : 0000 : 0O0OO : 0000 : 0001
0000 : 0000 : 0O0OOO : OOOO : 0OOOO : 0OO0OO : 0O0OO : O0OOO

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 55



Rule 1 — Omit Leading O’s

2001:0DE8:0000:1111:0000:0000:0000:0200

Preferred
Example 1
No leading Os 2001: DBS: 0:1111: 0: 0: 0: 200
e —
Preferred 2001:0DB8:0000:A300: ABCD:0000:0000:1234
Example 2
No leading Os 2001: DBS: 0:A300:ABCD: 0: 0:1234
R ————————
F :0000: : : : : :
Example 3 Preferred FF02 0:0000:0000:0000:0001:FF00:0200
No leading Os FF02: 0: 0: 0: i & 1:FF00: 200

Cisco Public 56
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Rule 2 — Omit All 0 Segments

Example 1 Preferred

No leading Os

Compressed

2001:

2001:

2001:

0DB8:0000:1111:0000:0000:0000:0200

DB8: 0:1111: 0: 0: 0: 200

DB8:0:1111::200

Preferred

Example 2

No leading Os

Compressed
or

Compressed

2001:

2001:

2001:

2001:

ODB8:0000:0000:ABCD:0000:0000:0100
DB8: 0: 0:ABCD: 0: 0: 100

DB8::ABCD:0:0:100

1

DB8:0:0:ABCD::100

[ Only one :: may be used. ]

© 2013 Cisco and/or its affiliates. All rights reserved.
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Rule 2 — Omit All 0 Segments (cont.)

Example 3 Preferred FF02:0000:0000:0000:0000:0000:0000:0001
No leading Os FF02: 0: 0: Q0: 0: 0: 0: 1
Compressed FF02::1
Example 4
Preferred 0000:0000:0000:0000:0000:0000:0000:0000
No leading Os 0: 0: 0: 0: 0: 0: 0: 0
Compressed

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 58



Topic 7.2.3:
Types of IPv6 Addresses




IPv6 Address Types

There are three types of IPv6 addresses:

« Unicast
« Multicast
« Anycast

Note: IPv6 does not have broadcast addresses.



IPv6 Prefix Length

« |Pv6 does not use the dotted-decimal subnet mask notation.

 Prefix length indicates the network portion of an IPv6 address using the
following format:

o IPv6 address /prefix length
o Prefix length can range from 0 to 128
o Typical prefix length is /64

64 bits 64 bits

Prefix Interface ID

Example: 2001:0DB8:000A::/64

2001:0DB8:000A:0000 0000:0000:0000:0000

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 61



IPv6 Unicast Addresses

pr— Global Unicast

Link-local

Loopback
=1/128

IPv6 Unicast
Addresses

Unspecified Address
:/128

Unique Local
FCO00::/7 - FDFF::/7

—_— Embedded IPv4

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 62



IPv6 Link-Local Unicast Addresses

IPv6 Packet
Source IPv6 Address Destination IPv6 Address
FE80::AAAA FE80::DDDD

FE80::1/64

FE80::DDDD/64

FE80::AAAA/64

—
FE80::BBBB/64 FE80:CCCC/64




IPv6 Link-Local Unicast Addresses (cont.)

Uses of an IPv6 Link-local address

Routing Protocol
Messages

b

| will send my routing | will send my routing
information to the information to the
other router's link- other router's link-
local address. local address.

| will use the router’'s
link-local address as
my default gateway.

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 64



Topic 7.2.4:
IPv6 Unicast Addresses




Structure of an IPv6 Global Unicast Address

i
i Global Routing Prefix Subnet ID Interface ID
.
' \
H Range of first hextet:
001
0010 0000 0000 0000 (2000)
to
0011 1111 1111 1111 (3FFF)
48 bits 16 bits 64 bits
i ’ ) S S
Global Routing Prefix Subnet ID Interface ID
L ). 64 bits
\"4

A /48 routing prefix + 16 bit Subnet ID = /64 prefix.

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 66



Structure of an IPv6 Global Unicast Address
(cont.)

Reading a Global Unicast Address

Interface ID =
Prefix = 4 hextets 4 hextets

r s \('Aﬂ

Compressed 2001:DB8:ACAD:1::10 /64

Prefix = 4 hextets Interface ID = 4 hextets

A A
( X )
Preferred 2001:0DB8:ACAD:0001:0000:0000:0000:0010 /64

Global Routing Prefix= 2001:0DB8:ACAD

SubnetiD= 0001
Interface ID = 0000:0000:0000:0200

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 67



Static Configuration of a Global Unicast
Address

2001:0DB8:ACAD:1::/64
10 _—

GO0/0 2001:0DB8:ACAD:3::/64
- "
S0/0/0

2001:0DB8:ACAD:2::/64

Rl (contig) tinterface gigabitethernet 0/0

Rl (config-if)Aipvé address 2001:dbB8:acad:1::1/64
Rl (contig-if)ino shutdown

Rl (config-if)dexit

Rl (config) tinterface gigabitethernet 0/1

Rl (config-if)Aipvé address 2001:dbB8:acad:2::1/64
Rl (config=-if)ino shutdown

Rl (config-if)dexit

Rl (contig) iinterface serial 0/0/0

Rl (config-if)Aipvé address 2001:db8:acad:3::1/64
Rl (config=-if)dclock rate 56000

Rl {config=-if)ino shutdown
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Static Configuration of a Global Unicast
Address (cont.)

Internet Protocol Version 6 (TCP/IPv6) Properties = 21x|

Generall

You can get IPv6 settings assigned automatically if your network supports this capability.
Otherwise, you need to ask your network administrator for the appropriate IPv6 settings.

(" Obtain an IPv6 address automatically

—(% Use the folowing IPv6 address:
IPv6 address: |2001:d>8:acad: 1::10
Subnet prefix length: [64
Default gateway: I 2001:dbS:acad: 1::1

€ Obtain DNS server address automatically

(¥ Use the following DNS server addresses:

Preferred DNS server: |

Alternate DNS server: |

I™ validate settings upon exit Advanced...
OK Cancel
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Dynamic Configuration - SLAAC

Router Solicitation and Router Advertisement Messages

" | need addressing information from the router.”

=] i

DHCPv6 Server

Q ‘ Router Solicitation - To all IPv6 routers

Router Advertisement - To all IPv6 nodes 0
Option 1 (SLAAC Only) - * Here is your Prefix, Prefix-length,
Default Gateway information.” [—

Router Advertisement Options

Option 1 (SLAAC Only) - * I'm everything you need (Prefix, Prefix-length, Default
Gateway)"

Option 2 (SLAAC and DHCPv6) - * Here is my information but you need to get
other information such as DNS addresses from a DHCPv6 server.”

Option 3 (DHCPv6 Only) - "I can’t help you. Ask a DHCPv6 server for all your

1=
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Dynamic Configuration — SLAAC (cont.)

Global Unicast Address and SLAAC

No one is
tracking what
IPv6 address |

‘ am using.

ICMPV6 Router

Advertisement 2001:DB8:ACAD:1:fc99:47ff:fe75:cee0/64

Created by client device

From RA Message 164 EUI-64 or random 64-bit number

Prefix Interface ID

2001:DB8:ACAD:1: fc99:47ff:fe75:ceed
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Dynamic Configuration — DHCPVG

Router Solicitation and Router Advertisement Messages

(D | Router Solicitation - To all IPv6 routers
" | need addressing information from the router.”

R

Router Advertisement - To all IPv6 o DHCPv6 Server

Option 2 (SLAAC and DHCPv6) - —
" Here is your Prefix, Prefix-length,

Default Gateway information, but DHCPv6 Solicit - To all DHCPv6
you will need to get DNS servers 0
information from a DHCPv6 server." Option 2 (SLAAC and DHCPV6) = " | fe-
- / need addressing information from
the DHCPv6 server."

Note: An RA with option 3 (DHCPv6 Only) enabled will require the client to obtain all
information from the DHCPv6 server except the default gateway address. The default
gateway address is the RA’s source IPv6 address.
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EUI-64 Process and Randomly Generated

No one is

ICMPV6 Router tracking what
Advertisement IPv6 address |
am using.
From RA Message Created by client device
Prefix Interface ID

EUI-64 or random 64~-bit number
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EUI-64 Process and Randomly Generated

EUI-64 Process

oul Device Identifier

[ 24 bits —"— 24 bits

EUl-64Process| FC i 99 i 47 | 75 i CE i EO

Step 1: Split the MAC address

[ . . 2
ad .

Binary 1111 110031001 1001: 01000111 01110101: 1100 111011100000

Step 2: Insert FFFE

Binary [1111 11003 1001 1001: 01000111 11111111§1111111a|o111o10151100111o§11100000
1 : : - :

: I
Step 3: Flip the U/L bit

Binary [1111 1140 1001 1001 01000111| 1114 1111211111110'0111 0101 11001110:11100000

Modified EUI-64 Interface ID in Hexadecimal Notation

Bnary| FE i 99 i 47 FF

FE | 75 i CE : EO
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EUI-64 Process and Randomly Generated

EUI-64 Process

FCA> ipconfig
Windows IP Configuration

Default Gateway . . . . . . . : fe80::1

Ethernet adapter Local Area Connection: FromRA
Connection-specific DNS Suffix : ' H—age 1T ELNCES srsaratan]
IPvb Address. . . . . . . . . . : 2001l:dbB:acad:1:£fc99:47£f:Ffe75:
Link-local IPv6é Address . . . . : fe80::£fc99:47FF:FE75:CEEQ

Randomly Generated Interface 1D

FCB> ipconfig
Windows IP Configuration

Ethernet adapter Local Area Connection: FrOmRA Random 64-bit
€ g ) Message number
Connection-specific DNS Suffix : | 11 ]
IPv6 Addresas. . . . . « » « « . : 2001:dbB:acad:1:50a5:8a35:a5bb:66el
Link-local IPv6 Rddress . . . . : fe80::50a5:8a35:a5bbh:66el
Default Gateway . . . . . . . @ fe80::1
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Dynamic Link-Local Addresses

Dynamically Created Link-Local Addresses

EUI-64 generated Interface ID

PCA> ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:
Connection-specific DNS Suffix :
IPv6 Address. . . . « . - « « . : 2001:dbB:acad:1:£c99:47£%: fe
Link-local IPv6 Address . . . . : feB0::fc99:47ff:£e75:ceal

c ”
2:ceeu

Default Gateway SO g0 a0 o s ikl

\ J
Random 64-bit generated Interface ID
PCB> ipconfig
Windows IP Configuration
Ethernet adapter Local Area Connection:
Connection-specific DNS Suffix
IPv6 Address. . . . . . . « . . : 2001:dbB:acad:1:50a5:8a35:a5bb: 66el
Link-local IPv6 Address . . . . : feB80::50a5:8a35:a5bb:66el
Default Gateway S a0 oo oo i ictnal
\ J
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Dynamic Link-Local Addresses (cont.)

Router’s EUI-64 Generated Link-Local Address

R1# show interface gigabitethernet 0/0
GigabitEthernet0/0 is up, line protocol is up
Hardware is CN Gigabit Ethernet, address is £c99.4775.c3e(

(bia £c99.4775.c3e0)
<Qutput Omitted>

R1% show ipvé interface brief
GigabitEthernet0/0 [up/up]

FES0: : FE99: 47FF: FH75:C3E0

2001:DB8:ACAD:1::1

GigabitEthernet0/1 [up/up] . :
FE80: : FE99: 47FF: FE75:C3E1 L AcR ecaiEeseslENg
2001:DB8:ACAD:2::1

Serial(/0/0 (up/up]

FE80: : FE99:47FF : FH75: C3EQ
2001:DB8:ACAD:3::1
Serial(/0/1 [administratively down/down]

unassigned
R1#
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Static Link-Local Addresses

Configuring Link-local Addresses on R1

Router (config-if) #

ipvé address liink-local-address link-local

Rl (config) #interface gigabitethernet 0/0
Rl (config-if) #ipvé address fe80::1 ?
link-local Use link-local address

Rl (config-if) #ipvé address fe80::1 link-local
Rl (config-if) fexit

Rl (config)finterface gigabitethernet 0/1

Rl (config-if) #ipvé address fe80::1 link-local
Rl (config-if) fexit

Rl (config) #interface serial 0/0/0

Rl (config-if) #ipvé address fe80::1 link-local
Rl (config-if)#
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Verifying IPv6 Address Configuration

2001:0DB8:ACAD:1::/64
PC1 BlY .

2001:0DB8:ACAD:2::/64

R14 show ipvé interface brief

GigabitEthernet0/0 [up/up]
FE80: :FE99:47FF:FE75:C3EQ
2001:DBB:ACAD:1::1

GigabitEthernet0/1 [up/up]
FE80: :FE99:47FF:FE75:C23E1
2001:DBB:ACAD:2::1

Serial0/0/0 [up/up]
FE80: :FE99:47FF:FE75:C3EQ
2001:DBB:ACAD: 3::1

Serial0/0/1 [adminigtratively down/down]
unassigned

R1%
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Verifying IPv6 Address Configuration (cont.)

R14 show ipvé route

IPvé Routing Table - default - 7 entries

Codes: C - Connected, L - Local, s - static, U - Per-user
Static

<output omitted>

C 2001:DB8:ACAD:1::/64 [0/0]
via GigabitEthernet0/0, directly connected
L 2001:DBB:ACAD:1::1/128 [0/0)
via GigabitEthernet0/0, receive
C  2001:DB8:ACRD:2::/64 [0/0]
via GigabitEthernet0/1, directly connected
L 2001:DB8:ACAD:2::1/128 (0/0])
via GigabitEthernet0/1, receive
C 2001:DB8:ACAD:3::/64 [0/0]
via Serial0/0/0, directly connected
L  2001:DB8:ACAD:3::1/128 [0/0)
via Serial0/0/0, receive
L FF00::/8 [0/0]
via NullQ, receive
R1%

R14# ping 2001:db8:acad:1::10

Type escape seguence to abort.

Sending 5, 100-byte ICMP Echos to 2001:DBS:ACAD:1::10, timeout
is 2 geconds:

Success rate is 100 percent (5/5)

R1#
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Topic 7.2.5:
IPv6 Multicast Addresses




Assigned IPv6 Multicast Addresses

« |IPv6 multicast addresses have the prefix FF00::/8.

 There are two types of IPv6 multicast addresses:

o Assigned multicast IPv6 All-Nodes Multicast Communications
o Solicited node multicast Source IPv6 Address Destination IPv6 Address
2001:0DB8:ACAD:1::1 FF02::1

2001:0DB8:ACAD:1::10/64 2001:0DB8:ACAD:1::9/64

2001:0DB8:ACAD:1::20/64

2001:0DB8:ACAD:1::8/64
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Solicited-Node IPv6 Multicast Addresses

Ethemet IPv6

Destination MAC: Multicast Destination IPv6: Solicited-Node Multicast

My Ethemet NIC
determined this
multicast is not for me.

V4
— =
AN

My Ethemet NIC
determined this
multicast is not for me.

#
..

My Ethemet NIC
determined this
multicast is for me!
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Section 7.3:
Connectivity Verification

Upon completion of this section, you should be able to:
« Explain how ICMP is used to test network connectivity.

« Use ping and traceroute utilities to test network connectivity.



Topic 7.3.1:
ICMP

© 2013 Cisco and/or its affiliates. All rights reserved.

Cisco Public 85



ICMPv4 and ICMPV6

ICMPv4 Ping to a Remote Host

Is H2 reachable? Yes, | am here.

S 5
192.168.10.1 192.168.30.1




ICMPv4 and ICMPvVG6 (cont.)

« ICMP messages common to both ICMPv4 and ICMPV6 include:
o Host confirmation
o Destination or service unreachable
o Time exceeded
o Route redirection

- Although IP is not a reliable protocol, the TCP/IP suite provides
for messages to be sent in the event of certain errors. They are
sent using the services of ICMP.

lllllllllll



ICMPvVv6 Router Solicitation and Router
Advertisement Messages

Messaging Between an IPv6 Router and an IPv6 Device

II will send the RA every 200 seconds. I
_ . To All-IPv6 devices multicast

U ICMPv6 Router Advertisement
-

.

To All-IPv6 routers multicast
=

ICMPv6 Router Solicitation o

|I just booted up, so | will send an RS to request an RA. l

RA messages are sent by routers to provide addressing information to hosts using SLAAC. The
RA message can include addressing information for the host such as the prefix, prefix length,
DNS address and domain name. A router will send an RA message periodically or in response
to an RS message. A host using SLAAC will set its default gateway to the link-local address of
the router that sent the RA.

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 88



ICMPvVv6 Router Solicitation and Router
Advertisement Messages

Messaging Between an IPv6 Router and an IPv6 Device

ll will send the RA every 200 seconds. I
. To All-IPv6 devices multicast
== >
e ..~ ICMPv6 Router Advertisement
To All-IPv6 routers multicast
= N\
o

ICMPv6 Router Solicitation

Iljust booted up, so | will send an RS to request an RA. l

When a host is configured to obtain its addressing information automatically using Stateless ‘

Address Autoconfiguration (SLAAC), the host will send an RS message to the router
requesting an RA message.
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ICMPvVv6 Router Solicitation and Router
Advertisement Messages (cont.)

Messaging Between IPv6 Devices

| know your IPv6 address, what is your MAC
address?

' _ . To solicited-node multicast
U ICMPv6 Neighbor Solicitation

To sender of NS (unicast)
- +
ICMPv6 Neighbor Advertisement o
” o
IThat’s my IPv6 address. Here is my MAC address. l

NS messages are sent when a device knows the IPv6 address of a device but does not its ‘

-

MAC address. This is equivalent to an ARP Request for IPv4.
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ICMPvVv6 Router Solicitation and Router
Advertisement Messages (cont.)

Messaging Between IPv6 Devices

| know your IPv6 address, what is your MAC
address?

~._ To solicited-node multicast
o

o
a o ICMPv6 Neighbor Solicitation
To sender of NS (unicast) .
= N\
ICMPv6 Neighbor Advertisement
o o
|That's my IPv6 address. Here is my MAC address. I

NA mesages are sent in response to an NS message and matches the target IPv6 address in
the NS. The NA message includes the device's Ethernet MAC address. This is equivalent to an
ARP Reply for IPv4.
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ICMPvVv6 Router Solicitation and Router
Advertisement Messages (cont.)

Duplicate Address Detection (DAD)

Not me

To solicited-node multicast

ICMPv6E Neighbor Saolicitation

=, 4
o

h Not me

Let me make sure my IPv6 address is unique. Who ever has
this IPv6 address, send me your MAC address. If | don't get
an NA back, then my IPv6 address is unique!

\/
/\
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Topic 7.3.2:
Testing and Verification




Ping - Testing the Local Stack

Testing Local TCP/IP Stack
x|

Pinging the local host confirms
that TCP/IP is installed and
working on the local host.

™ QoS Packet Scheduler
®I File and Printer Shanng for Microsoft Networks
W] .4 Intemet Protocol Version 6 (TCP/IPv6)
¥ - Intemet Protocol Version 4 (TCP/IPv4) |
vl .4 Link-Layer Topology Discovery Mapper /0 Drver
W] .4 Link-Layer Topology Discovery Responder

Instal... | Uninstal I Propesties l

C:\>ping 127.0.0.1

Pinging 127.0.0.1 causes a
device to ping itself.
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Ping — Testing Connectivity to the Local
LAN

Testing IPv4 Connectivity to Local Network

ECHO REQUEST

ECHO REPLY

10.0.0.254
255.255.255.0

2%

Internct Protocod Versioa 4 (TCP/IPvd) Propertics
General |

[ C:\>ping 10.0.0.254

Tins Lo ool 1P e lirepe acecpiedd mulceratedy o poue retvork g s
ua&.mﬂwo*mmm
for P agorograte (F settnge.

 Chtsr an 12 address smnsscaly
o % Use the foloming IF address:
10.0.0.1 P abdbina: ®©.0.0.1
255.255.255.0 Subrwt mark; [2%5 .28 2% 0
vl
£ Chea 005 e ver a7d rzz g tenisozel

& Uge the foloning DNG server addressec:

Alterrwle DHE serew: [—-
I™ vaidate settngs upsa et Acvancid... I
e ] oo |

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 95



Ping — Testing Connectivity to Remote

Testing Connectivity to Remote LAN

Ping to a Remote Host
FO 10.0.1.0
F1 10.0.0.0
10.0.0.254 10.0.1.254
255.255.255.0 255.255.255.0
F1 FO

==

10.0.0.1
255.255.255.0

10.0.0.253 10.0.11

255.255.255.0 255.255.255.0
10.0.0.2 10.0.1.2

255.2556.255.0 255.255.2565.0
I
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Traceroute — Testing the Path

Traceroute (tracert) - Testing the Path

192.168.1.2
255.255.255.0 o
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Section 7.4
Summary

Chapter Objectives:

« Explain the use of IPv4 addresses to provide connectivity in a small to
medium-sized business network.

-« Configure IPv6 addresses to provide connectivity in small to medium-
sized business networks.

- Use common testing utilities to verify network connectivity.
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