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Open Shortest Path First

Evolution of OSPF

Interior Gateway Protocols

Interior Gateway Protocols Exterior Gateway
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Open Shortest Path First

Features of OSPF

Classless Efficient

OSPF Features

Secure Fast Convergence

Scalable



Open Shortest Path First

Components of OSPF

OSPF Data Structures

Adjacency
Database

Link-state
Database
(LSDB)

Forwarding
Database

MNeighbor
Table

Topology
Table

Routing
Table

List of all neighbor routers to which a router
has established bidirectional communication.
This table is unique for each router.

Can be viewed using the show ip ospf

naighbor command.

Lists information about all other routers in the
netwiork.

The database shows the network topology.

All routers within an area have identical LSDE.
Can be viewed using the show ip ospf
database command.

List of routes generated when an algorithm is
run on the link-state database.

Each router's routing table is unigue and
contains information on how and where to
send packets to other routers.

Can be viewed using the show ip route

command.




Open Shortest Path First

Components of OSPF

OSPF Routers Exchange Packets - These packets are
used to discover neighboring routers and also to
exchange routing information to maintain accurate
Information about the network.

Hello packets
Database Description packets

Link-state Request packets
Link-state Update packets
Link-state Acknowledgment packets




Open Shortest Path First

Link-State Operation

Routers Exchange Hello Packets

10.5.0.0M16

10.9.0.0/16
10.1.0.0/16 10.11.0.0/16

10.8.0.0/16

Hello Packets

If a neighbor is present,
the OSPF-enabled
router attempts to
establish a neighbor
adjacency with that
neighbor



Open Shortest Path First

Link-State Operation

Routers Exchange LSAs

10.5.0.0M16

10.9.0.0/16

10.11.0.0/16
2
10.6.0.0M16 :

10.7.0.0/1&

20 - 10.10.0.0/16
2

10.8.0.016

10.2.0.0/16

10.1.0.0/16 E
1

10.4.0.0M16

16 ‘ E \
U

LSAs contain the
state and cost of each
directly connected
link.

Routers flood their
LSAS to adjacent
neighbors.

Adjacent neighbors
receiving the LSA
Immediately flood the
LSA to other directly
connected neighbors,
until all routers in the
area have all LSAs.




Open Shortest Path First

Link-State Operation

R1 Creates the SPF Tree -

10.5.0.0M1&

10.2.0.0M1&
10.1.0.0M1& 10.11.0.0/16

Topology Table
(LSDB)

10.8.0.0M16

L,f#@_,ﬁ.

Build the topology
table based on the
received LSAS.

This database
eventually holds all
the information about
the topology of the
network.

Execute the SPF
Algorithm.



Open Shortest Path First

Link-State Operation

Content of the R1 SPF Tree

10.5.0.0M16

10.2.0.0M1&
10.1.0.0/16 10.11.0.0016

From the SPF tree,
the best paths are
Inserted into the

RN routing table.

10.8.0.0M16

10.5.0.0M16 R1-— R2 22
10.6.0.0M16 F1—=R3 7
10.7.0.0M16 F1—R3 15
—_— 10.8.0.0M16 R1 -+ R3-+R4 17
10.9.0.0M16 R1 - RZ 30
10.10.0.0M16& R1 -+ R3-+R4 25

10.11.0.0016 R1-—+R3—+R4 +R5 27
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Open Shortest Path First

Single-area and Multiarea OSPF

Single-Area OSPF

QOSPF Area 0

ﬁ M Multiarea OSPF

1 Area Area 51

= Area 0 is also called the backbone area.
+  Single-area OSPF is useful in smaller networks with few routers.

Implemented using a two-layer area hierarchy as all areas must connect to the

backbone area (area 0).
Interconnecting routers are called Area Border Routers (ABR).

Useful in larger network deployments to reduce processing and memary
overhead.




Open Shortest Path First

Single-area and Multiarea OSPF

Link Change Impacts Local Area Only

Area1 Area Area 51

Link failure affects the local area only (area 51).
The ABR (R2) isolates the fault to area 51 only.
Routers in areas 0 and 1 do not need the run the SPF algaorithm.
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OSPF Messages

Encapsulating OSPF Messages

OSPF |IPv4 Header Fields

Data Link Frame
Header

IP Packet Header

OSPF Packet
Header

OSPF Packet Type-
Specific Database

Data Link Frame (Ethernet Fields shown here)
MAC Destination Address = Multicast: 01-00-5E-00-00-05 or 01-00-5E-00-00-06

MAC Source Address = Address of sending interface

IP Packet

IP Source Address = Address of sending interface
|P Destination Address = Multicast: 224.0.0.5 or 224.0.0.6
Protocaol field = 89 for DSPF

OSPF Packet Header
Type code for OSPF Packet type
Router 1D and Area Id

OSPF Packet types
0x01 Hello

0x02 Database Description (DD)
0X03 Link State Request

0x04 Link State Update

005 Link State Acknowledgment




OSPF Messages

Types of OSPF Packets

OSPF Packet Descriptions

1

2

3

Hello

Database Description (DBD)
Link-State Request (LSR)
Link-State Update (LSL)

Link-State Acknowledgment
(LSAck)

Discovers neighbors and builds
adjacencies between them

Checks for database
synchronization between routers

Requests specific link-state records
from router to router

Sends specifically requested link-
state records

Acknowledges the other packet
types




OSPF Messages

Hello Packet

OSPF Type 1 packet = Hello packet

Discover OSPF neighbors and establish
neighbor adjacencies

= Advertise parameters on which two routers

must agree to become neighbors

Elect the Designated Router (DR) and
Backup Designated Router (BDR) on
multiaccess networks like Ethernet and
Frame Relay




OSPF Messages

Hello Packet

OSPF Hello Packet Content

OSPF Packet Type-Specific Data

OSPF Packet
Hello Packet

Date Link | |p packet Header
Header

Frame Header

Bit(s):

-

0

Router ID

OSPF Area ID
Packet
Headers
Authentication
- Authentication
I Network Mask
Hello Interval Option Router Priority
OSPF Hello Dead Interval
Packets Designated Router (DR)
Backup Designated Router (BDR)
- List of Neighbar(s)




OSPF Messages
Hello Packet Intervals

OSPF Hello packets are transmitted

To 224.0.0.5 in IPv4 and FF02::5 in IPv6 (all OSPF
routers)

Every 10 seconds (default on multiaccess and point-to-
point networks)

Every 30 seconds (default on non-broadcast
multiaccess [NBMA] networks)

Dead interval is the period that the router waits to
receive a Hello packet before declaring the neighbor
down

Router floods the LSDB with information about down
neighbors out all OSPF enabled interfaces

Cisco’s default is 4 times the Hello interval
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OSPF Messages

Link-State Updates

LSUs Contain LSAs

1 Hello Discovers neighbaors and builds adjacencies between them
2 DBD Checks for database synchronization between router

3 LSR Requests specific link-state records from router to router

4 LsSU Sends specifically requested link-state records

& LSAck Acknowledges the other packet types

l

. anLsu Gnntains ane or LSA T}'.FE

« LSAs contain route 2 Metwork LSAs
information for destination 3 or 4 Summary LSAs
networks. 5 Autonomous System External LSAs

& Multicast OSPF LSAs
7 Defined for Mot-So-Stubby Areas
8

External Attributes LSA for Border
Gateway Protocol (BGP)

9,10,11 Opague LSAs




OSPF Operation

OSPF Operational States

When an OSPF router Is

Initially connected to a

network, it attempts to:

= Create adjacencies
with neighbors

= Exchange routing
Information

= Calculate the best
routes

= Reach convergence

= OSPF progresses
through several states
while attempting to
reach convergence.

E=tablizh
Meighbor
Adjacencies

Synchronize
DOSPF
Databases

Init Btate

Exchange State

Loading State

Full State

i
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OSPF Operation

Establish Neighbor Adjacencies

Down State to Init State

1 172.16.5.0 /24 2

| Down State |

l

| Init State I

The Init State

1 172.16.5.0 /24 =z

[ R2 neighbaor list: ]

this link?
Hello Multicast to 224.0.0.5

—I Hello! My router ID is 172.16.5.1. |s there anyone else on

L

172.16.5.1, int GO/1

Hello! My router ID is 172.16.5.2 and here is my neighbor
list. |

A

Unicast to 172.16.5.1 Hello
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OSPF Operation

Establish Neighbor Adjacencies

Two-Way State

1 172.16.5.0 /24 2

R1 neighbor list:
172.16.5.2, int Fa0/0

Two-Way State Elect the DR and BDR
A 17216.5.0 /24 2
R1 has a default priority of R2 has a default priority
1 and the second highest of 1 and the highest router
router 1D. It will be the ID. It will be the DR on
BOR on this link. this link.

DR and BDR election only occurs on multi-access networks such as Ethernet LANSs.



OSPF Operation

OSPF DR and BDR

Creating Adjacencies With Every Neighbor

Adjacency

Adjacency
Adjacency

\

Adjacency Adjacency

MNumber of Adjacencies=n(n-1)/2
n=number of routers
Example:5 routers (5-1)/2=10 adjacencies




OSPF Operation

Synchronizing OSPF Database

Decide Which Router Sends the First DBD

e 172 16.5.0 /24 iy e

- -
R1 GO/ G0/M ¥
| ExStart State I R2 has the highest router 1D,

becoming the master, and therefore it
prepares to send a LSDB in a DBD
packet.




OSPF Operation

Synchronizing OSPF Database

Exchange DBD Packets

. B 172.16.5.0 /24 Har=
R1 Jeu G0/

T

| Exchange State I

Here is a summary of my link-state database.

DBD

1 Thanks for the information!

| |

LSAck

Here is a summary of my link-state database.

DED

Thanks for the information!

LSAck



OSPF
Trivia

¥

= Who Invented the SPF algorithm?
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OSPF Router ID

OSPF Network Topology

Entering Router OSPF Configuration Mode on R1

Rl {config) # router ospf 10
Rl {config-router)# ?
Eouter configuration commands:
auta-cost Calculate 0O5PF interface cost
according to bandwidth

network Enable routing on an IP network

i Megate a command or set its defaults

passive—-interface Suppress routing updates on an
interface

priority OEPF topology pricrity

router—-id router—id for this OSFF process

Mote: Cutput has been altered to display only the commands that will be used in this
chapter.



OSPF Router ID
Router IDs

Router ID Order of Precedence

Rl {config) # router ospf 10

El (config-router)# router-id 1.1.1.1

% QSPF: Belcad or use "clear ip ospf process" command, for
this to take effect

Rl (config-router)# and

Rl#

*Mar 25 19:46:09.711: %SY5-5-CONFIG I: Configured from
console by conscle -

Yes

Router |0 explicitly

configured?

Mo

Rl {config) $ interface loopback 0

Rl {config-if)4 ip address 1.1.1.1 255.255.255.255
Rl ({config-if) 4% and

Rl#

Loopback interface
configured?

Clearing the OSPF Process l

Use the highest active configured IP address.

Rl# clear ip ospf process

Reset ALL O5FF processes? [no]: ¥

Rl#

*Mar 5 19:46:22 425%: %0OSPF-5-A0DJCHG: Process 10, Hbr
3.3.3.3 on Seriald/0/1 from FULL to DOWM, Neighbor Down:
Interface down or detachsd

*Mar 25 159:46:22.423: %0SPF-5-ADJCHG: Process 10, Hbr
2.2.2.2 on Seriall/0/0 from FULL to DOWM, Neighbor Down:
Interface down or detachesd

Y

l

Use that as the router ID. J




Configure Single-area OSPFv2
The network Command

Assigning Interfaces to an OSPF Area

Rl (config) # router ospf 10

Rl {config-router)4 network 172.16.1.0 0.0.0.255 area 0O
Rl (config-router) 4 natwork 172.16.3.0 0.0.0.3 area 0
Rl (config-router)# network 192 .168.10.4 0.0.0.3 area 0
El (config-routers) #

Rl#

Assigning Interfaces to an OSPF Area with a Quad Zero

Rl {config) # router ospf 10

Rl (config-router)# network 172.16.1.1 0.0.0.0 area 0
Rl (config-router)# network 172.16.3.1 0.0.0.0 area 0
Rl (config-router) 4 network 192.168.10.5 0.0.0.0 area 0
Rl (config-routerx) #

Rl#



Configure Singl_e-area OSPFVZ_
Configuring Passive Interfaces

Configuring a Passive Interface on R1

Rl (config) ¢ router ospf 10

Rl {config-router)4 passive-interface GigabitEthernat 0/0
Rl (config-router)# and

Rl#

Use the passive-interface router
configuration mode command to prevent the
transmission of routing messages through a
router interface, but still allow that network to
be advertised to other routers.




OSPF Cost

OSPF Metric = Cost

Cost = reference bandwidth / interface bandwidth

(default reference bandwidth is 1078)

Cost = 100,000,000 bps / interface bandwidth in bps

Default Cisco OSPF Cost Values

Bandwidth in bps

Default Bandwidth
in bps

e

Gigabit Ethemet
10 Gbps

Gigabit Ethemet
1 Ghbps

Fast Ethemet
100 Mbps

Ethemet
10 Mbps

Serial
1.544 Mbps

Serial
128 kbps

Serial
&4 kbps

100,000,000

100,000,000

100,000,000

100,000,000

100,000,000

100,000,000

100,000,000

10,000,000.000

1.000,000.000

100,000,000

10,000,000

1,544,000

128,000

64,000

Same Cos
due to

1 reference
bandwidtt

G4

TE1

1562
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OSPF Cost

OSPF Accumulates Costs

Cost of an OSPF route is the accumulated value from one router to the
destination network

El# show ip route | include 172.16.2.0
0 172.16.2.0/24 [110/63] wia 172.16.3.2, 03:3%:07,
Eerizl0/0/0

Rls#

El# show ip route 172.16.2.0

FRouting entry for 172.16.2.0/24
Enown wviz "ospf 10", distance 1130, metric B85, tvpe intra
area
Last update from 172.1€.3.2 on Seriald/0/0, 03:39:15 ago
Fouting Descriptor Blocks:
* 172.16.3.2, from 2.2.2.%2, 03:38:15 ago, wia Seriall/4/0

Eoute metric ia 65, traffic share count iz 1

El#



OSPF Cost

Adjusting the Reference Bandwidth

» Use the command - auto-cost reference-bandwidth
= Must be configured on every router in the OSPF domain
* Notice that the value is expressed in Mb/s:
Gigabit Ethernet - auto-cost reference-bandwidth 1000
10 Gigabit Ethernet - auto-cost reference-bandwidth 10000

Verifying the S0/0/0 Link Cost

Rl4 show ip ospf interface serial 0/0/0
S5erial0d/0/0 is up, line protocol iz up
Internet Address 172.16.3.1/30,8rea 0,Attached via Hetwork Statement
Process ID 10,Router ID 1.1.1.1,Hetwork Type POINT TO POINT,Cost:é47
Topology-MTID Cost Digabled Shutdawn Topol ——- »-—-
0 647 no no E Verifying the Metric to the R2 LAN
Trznamit Delay is 1 sec, State POINT TC FOINT
Timer intervals configured, Hellao lﬁ: Dead 40, wait 40,

oob-resyne timeout 40 Rl% show ip route | include 172.16.2.0

Hello due in 00:00:01 o 72.16.2.0/24 [110/8648] wia 172.16.3.2, 0D:06:03, Serizl0/0/0
Supports Link-local Signaling (LL3) R14
Cizco HNSF helper support enabled Rl4 show ip route 172.16.2.0
IETF N5F helper support enabled Routing entry for 172.16.2.0/24
Index 3/3, flood gueus length 0 Known wia "ospf 10", distance 110, metric 648, type intra azrea
Next 0x0(0)/0x0(0) Last update from 172.16.3.2 on Seriald/0d/0, 00:06:17 ago
Last flood scan length iz 1, maximom is 1 Fouting Descriptor Blocks:
Last £lood =can time iz 0 masc, maximum is 0 msec * 172.16.3.2, from 2.2.2.2, 00:06:17 ago, via Serial(/0/0
Heighbor Count is 1, Rdjacent neighbor count is 1 Foute metric is 648, traffic share count is 1

Adjzcent with neighbor 2.2.2.2 R14
Suppress hello for 0 nsighbor(s) Rl4

Rl%



OSPF Cost
Default Interface Bandwidths

On Cisco routers, the default bandwidth on most serial interfaces is set to

1.544 Mb/s

Verifying the Default Bandwidth Settings of R1 Serial 0/0/0

El# show interfaces serial 0/0/0
Earizl0/0/0 is up, line protocol iz up
Hardware iz WIC MERD Serial

Description: Link to R2
Internet address iz 172.146.3.1/30

MTO 15330 bytea, BW 1544 Ehit/sec, DLY 20000 uzeco,
reliazbility 2557255, txlcoad 17235, rxleoad 1/255

Encapaulation HDLZ, loopback not set

Fespalive zet (10 sec)

Last ioput 00:300:05, output J0:00:03, output hang never

Last clezring of "show interfzce" countersz never

Input gueue: 0/75/0/0 (zize/max/drops/flushes); Total

IS




OSPF Cost

Adjusting the Interface Bandwidths

Adjusting the R1 Serial 0/0/M1 Interface

Rl (config) £ int s0/0/1

Rl (config-if) ¥ bandwidth &4

Rl (config-if) 4 and

Rl#

*Mar 27 10:10:07.735: %5YS-5-CONFIG I: Configured from console by o

Rl#

Rl# =how interfaces sarial 0/0/1 | include BEW
MTO 15400 bytes, BW 64 Ebit/fzec, DLY 20000 usaao,

Rl#

Rl# show ip ospf interface saerial 0/0/1 | include cost:
Frocezs ID 10, Bouter ID 1.1.1.1, Hetwork Tvpe
].="I:II]:'IT_TI:I_P‘I:II]:-TT|r Coat: 15625

Rl#




OSPF Cost

Manually Setting the OSPF Cost

Both the bandwidth interface command and the ip ospf cost interface
command achieve the same result, which is to provide an accurate
value for use by OSPF in determining the best route.

Bl (config)# int a0/0/1

Bl iconfig-if) ¥ no bandwidth 64

Rl jconfig-if) ¥ ip ocapf cost 15625

Bl (config-if) ¥ end

E

FEl4 show interface serial 0/0/1 | include BW
MTD 1500 bytesz, BEW 1544 Ebit/fsec, DOLY 20000 usec,

R1%

Fl%# show ip ospf interface serial 0/0/1 | include Coat:
Process ID 10, Router ID 1.1.1.1, Hetwork Type FOINT TO POINT,
Cost: 15625 -

E



Verifty OSPF

Verify OSPF Neighbors

Verify that the router has formed an adjacency with
Its neighboring routers

Rl# show ip ospf neighbor

anr ID Pri Btate Dead Time Address Interface
3 ] FULL/- 0O0D:00:37 182.168.10.8& Seriald/0f 0
2 ] FULL/- 00:00:30 172.14.3.2 Serizld/ /0 N0

ghhb

h
3.
2.

m oWz

ai
3.
L2
14
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Verifty OSPF

Verify OSPF Protocol Settings

Verifying R1’'s OSPF Neighbors

Rl# show ip protocols

**+ TP Bouting iz BNSF aware **=

Fouting Protocol is "ospt 10"
Jutgoing update filter list for all interfazces is oot
set
Incoming update filter list for all interfaces is not
aet
Fouter ID 1.1.1.1
Humber of areas in thia router iz 1. 1 normal 0 stub 0
nesa
Maximum path: 4
Fouting for MNetworksa:
172.16.1.0 0.0.0.255 area
172.16.3.0 0.0.0.3 zarea 0
192 . 1668.10.4 0.0.0.3 area {

Fouting Information Sources:

Gateway Distance Lazt Update
2. 2.2.2 110 a0:17:18
3.3.3.3 110 Q0:14:43

Distance: (default is 110}

El#




Verifty OSPF

Verify OSPF Interface Settings

Verifying R1's OSPF Interfaces

Interface
Se0/0/1
2e0/0/0
Gi0/0

Rl#

El# show ip ospf interface brief

FID RArea IP Addres=s/Mask

140
140
140

{

]
]

192.168.10.5/30
172.16.3.1/34
172.16.1.1/24

Cost
15625
647

1

State
BE2P

FZF
DE.

Mbras F/C
1/1
1/1
as0




OSPF

Trivia

What is the RFC number of OSPFv2?
What is the RFC number of OSPFv3?
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OSPFv2 vs. OSPFv3

OSPFv3

OSPFv2 and OSPFv3 Data Structures

Meighbor | Topology Routing Meighbor | Topology Routing
Table Table Table Table Table Table
R1 - OSPFv2 R2 - OSPFv2

|Pvd Metwork

R1 - OSPFv3
Meighbor | Topology Routing
Table Table Table

A —
ﬁ—ﬁ

|PvE Metwork

R2 - OSPFv3
Meighbor | Topology Routing
Table Table Table




OSPFv2 vs. OSPFv3

Similarities Between OSPFv2 to OSPFv3

Link-State Yes

Routing Algorithm SPF

Ietric Cost

Areas Supports the same two-level hierarchy

Facket Types Same Hello, DBD, LSR, LSU and LSAck packets

Meighbor Discovery | Transitions through the same states using Hello packets

DR and BDR Function and election process is the same

Router 1D 32-bit router 1D: determined by the same process in bath
protocols




OSPFv2 vs. OSPFv3

Differences Between OSPFv2 to OSPFv3

Advertises

Source
Address

Destination
Address

Advertise
Netwiorks

IF Unicast
Routing

Authentication

IPvd networks
IPv4 source address

Choice of;
»  Neighbor IPv4 unicast
address

«  224.0.05 all-OSPF-routers
multicast address
« 224.0.06 DR/BDR multicast
address
Configured using the natwork
router configuration command

|Pv4 unicast routing is enabled
by default.

Plain text and MD5

IPvE prefixes
IPvE link-local address

Choice of:
»  Meighbaor IPvE link-local
address

«  FF02:5 all-OSPFv3-routers
multicast address

«  FF02:6 DR/BDR multicast
address

Configured using the ipvé
ospf process-id area-id
interface configuration command
IPwE unicast forwarding is not
enabled by default. The ipvé
unicast-routing global
configuration command must be
configured.

IPvE authentication




OS:PFVZ vs. OSPFv3
Link-Local Addresses

OSPFv3 Packet Destination

Meighbor | Topology Routing Meighbor | Topology Routing
Table Table Table Table Table Table
R1-03PFva R2 - O5PFv3
Link-local
Address l Link-local Address I

IPvE Metwork

S~ S

Source Address: IPvE link-local address

Destination Address: FF02::5, FF02::8, or IPv6 link-local address

FFO2::5 address is the all OSPF router address
FFO02::6 i1s the DR/BDR multicast address



Configuring OSFPv3

OSPFv3 Network Topology

Configuring Global-Unicast Addresses on R1

Rl (config) ¢ ipve uniecast-routing

Rl (config) #

Rl {config) # interface GigabitEthernet 0/0

Rl {config-if) #
Bl (config—if)#
Rl (config-if)#
Bl (config—if)#
Bl (config—if)#
Rl (config-if)#
Bl (config—if)#
Rl (config-if)#
Bl (config—if)#
Bl (config—if)#
Rl (config-if)#
Bl (config—if)#
Rl (config-if)#
Bl (config—if)#
Bl (config—if)#
El#

description Rl LaN
ipvé address 2001:DEB:CAFE:1::1/64
no shut

interface Sarialo/0/0

description Link teo R2
ipvé address 2001:DEB:CAFE:A001::1/64

clock rate 128000
no shut

interface sSerialo/0/1

description Link to R3

ipvé address 2001:DE8:CAFE:A003::1/64
no shut

and




Co_nfiguring OSFPv3
Link-Local

Addresses

Rl# =show ipvé interface brief

Emd /0 [administratively down/down]
unasaigned

GigabitEthernet(/{ [up/up]
FEEQ::32F7:DFF:FERI : DRD
Z001:CR3:CAFE:1::1

GigabitEthernet(/1 [administratively down/down]
unasaigned

Sarizll/ Ar0 [up/up]
FEE(: :32F7:DFF:FEAZ: OAD
2001:CR8:CAFE:ADLOL::1

Eerizllsars1 [up/up]
FE&(::32F7:DFF:FE&A3: DAD
2001 :CRE:CAFE:AD03::1

Rl

» Link-local addresses are automatically created when an IPv6 global unicast
address is assigned to the interface (required).

» Global unicast addresses are not required.

= Cisco routers create the link-local address using FE80::/10 prefix and the
EUI-64 process unless the router is configured manually,

= EUI-64 involves using the 48-bit Ethernet MAC address, inserting FFFE in
the middle and flipping the seventh bit. For serial interfaces, Cisco uses the
MAC address of an Ethernet interface.

= Notice in the figure that all three interfaces are using the same link-local

address.



ConfigL_Jring QSFPVS _
Assigning Link-Local Addresses

Configuring the link-

Rl {config) # interface GigabitEthernet 0/0
Rl (config-if) ¥ ipvé address fe80::1 link-
El (config-if) # axit

Bl (config) # interface Seriald/o/0

Rl (config-if) 4 ipvé address fe80::1 link-
Rl (config-if] ¥ axit

Rl (config) # interface Seriald/o/1

Rl (config-if) 4 ipvé address fe80::1 link-
El{config-if)#

local address

local provides the ability
to create an

local address that is
recognizable and

local easier to remember

Rl# show ipvé interface brief

Emd/ 0 [adminiatratively down/down]
unzzsigned
GigabitEthernet(/0 [upfup]
FEEQ::1
2001:CRE8:CAFE:1::1
GigabitEthernet(/1 [administratively down/down]
unzzsigned
SerizlD/ Q70 [up/fup]
FEE(::1
2001 :CBRE:CAFE:ADQL::1
Seriall/ 0 1 [upfup]
FE&(::1

2001 :CB8:CAFE:AL03::1
Rl#
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Configuring OSFPv3

Configuring the OSPFv3 Router ID

Router ID Order of Precedence

32-bit router ID Yes

explicitly configured?

)

Loopback enabled with
IPv4 address?

Use that as the router |0

a

Yes

Interface enabled with
IPv4 address?

Display console message:
%%0SPFv3-4-NORTRID: OSPFv3 process 1 could
not pick a router 1D, please configure manually.




Configuring OSFPv3

Configuring the OSPFv3 Router ID

Assigning a Router ID to R1

Rl (config) # ipvé router ospf 10

Rl (config-rtr) ¢

*Mar 29 11:21:53.738: %03PFv3-4-NOBTRID: Proceas OSFFv3-1-
IBvE could not pick a router-id, please configure manually
Bl (config-rtr) #

Rl (config-rtr) ¢ router-id 1.1.1.1

Rl (config—rctx=) $#

Rl (config-rtr) # auto-cost reference-bandwidth 1000

% O5PFvw3i-1-IFv6: Beference bandwidth iz changed. Plsass

enaure reference bandwidth iz conzistent acrossa 211 rounters.

Rl (config-rtr) $#
Rl {config-rtr] # and
Rl#
Rl# show ipvé protocols
IPv& Routing Protocol is "connected"
IPv& Routing Protoocol is "HDY
IPv& Fouting Protocol iz "ospf 10M
Bouter ID 1.1.1.1
Humber of areas: [0 normal, 0 stub, 0 ns=sa
Fedistribution:
None

Rl



Configuring OSFPv3

Modifying an OSPFv3 Router ID

Rl {config) ¢ ipvé router ospf 10
Rl (config-rtr) $ router-id 1.1.1.1
Rl (config-rtr) # and

Rl#

Rl#4 clear ipwE ospf process

Reszet =elected O3PFvl processss7 [no]: ¥

Rl4

Rl4 show ipvé protocols

IPvE Routing Protocol is "connected”
IPw& Routing Protocol is "HDY

IPv& Routing Protocol iz "ospf 10"

Fouter ID 1.1.1.1
Muamber of areas:
Fedistribution:

Hone
Rl

0 normal,

0 =tub,

0 nssa



OSPF Configuring OSFPv3

Enabling OSPFv3 on Interfaces

Instead of using the network router configuration mode
command to specify matching interface addresses,
OSPFv3 is configured directly on the interface.

Rl ({config) ¢ interface GigabitEthernat 0/0
Rl (config-if) 4 ipvé ospf 10 area O

Rl (config—if)#

Rl (config-if) 4 interface Serialo/0/0

Rl ({config-if) 4 ipwé ospf 10 area 0O

Rl (config—if)#

Bl (config—if) 4 interface Sarialo/fo/1

Rl {config-if) 4 ipvé ospf 10 area 0

Rl (config—if)#

Rl ({config—i£) # and

Rl#

Rl# show ipvé ospf interfaces brief

Interface FID Breas Intf I Cost State
s5e0/0/1 14 0 7 156825 F2F
E2e0s0/0 140 0 i 547 F2F
G100 14 0 3 1 WAIT

Rl

Nhra F/C
0s0
0s0
0s0




Verify OSPFv3

Verify OSPFv3 Neighbors/Protocol Settings

Rl% ehow ipvé ospf neighbor

CEPFv3 Bouter with ID (1.1.1.1) (Proceszs ID 10)

Meighbor ID Pri State Dead Time Interface ID Interface
ool & 0 FULLS -— Q0:00:39 & Seriald/Osl
2.2,2.2 0 FULLS - 0Q0:00:3% & Zerialdsoga
R1#

rl# show ipvé protocols
IPvE Routing Protocol i=s "connectad”
IPvE& Routing Protocol 1= "MD"
IPvwE& Routing Protocol is "ospg 10"
Fouter ID 1.1.1.1
Humber of arsaz: 1 normal, 0 =stub, 0 n==a
Interfaces (Area [0):
Eariall/ 071
Esriall/ 070
GigabitEthernet(/0

Fedistribution:
HMone

Rl#




Verify OSPFv3

Verify OSPFv3 Interfaces

Fl¥ show ipvé ospf interface brief

Interface PID Area Intf ID
Se0/0/1 10 0 7
Se0/0/0 10 0 £
zil0/s0 10 0 3

R14

Coat State

L5625 P2F
Gd7 P2F
1 OR

WNbhrz F/C
1/1
1/1
Q/0



Verify OSPFv3

Verify IPv6 Routing Table

Rl# show ipvé route ospf
IPvE Routing Table - default - 10 entries
Codes: T — Connected, L - Local, 5 - Static, U - Per-user
Etatic route
E — BGF, R — RIF, H - NHRF, Il - ISIS 11l
I2 - ISIs L2, IA - ISIS interarea, IS - IEIS
summary, [ - EIGEF
EX - EIGEF external, HD - NI Default, NDp — NI
Prefix, DCE - Destination
NDr - Redirect, O - OSFF Intrz, O0I - OSFF Inter,
OE1l - QSPF ext 1
OEZ — OSPF ext 2, OM1 - OSPF NSSA ext 1, OMZ - OSPF
MS52 asxt 2
0 2001 :CEB8:CAFE:Z2::/64 [110/657]
via FE80::2, BerizlQ/ 0/ 0
0 Z001:CE8:CAFE:3::/64 [110/1304]
via FE80::2, BerizlQ/ 0/ 0
0 2001 :CE8:CAFE:ADO2::/64 [110/1254]
via FE80::2, Serizlds0/0

Rl#




OSP_F _
Trivia

i x

= Do we have any ISPs supporting IPv6?
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Routing in the Distribution and Core Layers

Configuring Single-Area OSPF

Area 0

172.16.2.0/24

RID: 2.2.2.2

172.16.3.0/30

RID: 1.1.1.1
N

S0V0
50101

0/0/a S0/

172.16.1.0/24

192.168.10.4/30

Fl (config)$ interface GigabitEthernet0/0
Bl {config-if) # bandwidth 1000000
Bl {config-if} ¥ exit
Fl (config) $# router ospf 10
Bl {config-router)# router-id 1.1.1.1
Bl {config-router)# auto-cost reference-bandwidth 1000
% OSFF: Feference bandwidth iz changed.

Flease ensure reference bandwidth iz conzistent
across 211 ronkers.
El {config-router)# network 172.16.1.0 0.0.0.255 area 0
Bl {config-router)# network 172.16.3.0 0.0.0.3 area 0
Bl {config-router)# network 192.168.10.4 0.0.0.3 area 0
Rl (config-router) #
Fl (config-router) 4 pasaive-interface gO/0
El {config-router)#

Internet

192.168.10.8/30

RID: 3.3.3.3

192.168.1.0/24

B2 (config) # interface GigabitEthernet0/0

B2 (config-if} 4 bandwidth 1000000

B2 (config-if}# exit

FZ (config) $# router ospf 10

FE2 {config-router)# router-id 2.2.2.2

E? {config-router)# anto-cost reference-bandwidth 1000

¥ 0OSPF: Reference bandwidth is changed.
Fleaze enzure reference bandwidth is conzistent

acrozss all routers.

FE2 {config-router)# network 172.16.2.1 0.0.0.0 area 0
F2 {config-router)# network 172.16.3.2 0.0.0.0 area 0
F2 {config-router)# network 192.168.10.% 0.0.0.0 area 0
FE2 {config-router) #

F2(config-router)# passive-interface g0/0

B2 {config-router)#



Routing in the Distribution and Core Layers

Verifying Single-Area OSPF

.Rl¥ show ip ospf neighbor

Meighbor ID Pri  sState Dead Time  Address Interface
3.3.3.3 a FULLS - ©00:00:32 1%2.168.10. 6 Serialfsosl
2.2.2.2 i FULLS — 00:00:38 172.16.3.2 serial0sos0
RL¥

rl¥ show ip protoocols
&% Ip Routing i1z HSF aware **#

routing Protocol iz "ospf 10T
outgoling update filter list for all interfaces iz not set
Incoming update filter list for all interfaces is not set
FEouter ID 1.1.1.1
Humber of areas in this router ig 1. 1 normal © stub 0 nssa
Maximum path: 4
Fouting for Hetworks:
172.16.L.0 0.0.0.255 area 0
172.16.3.0 0.0.0.3 area 0
1%2.168.10.4 0.0.0.3 area 0
ragzive Interfazcei(s):

GigabitEtharnets0

Fouting Information Sources;
zataway oiztance Last Updats
5.3.3.3 114 O0:12:14
2.2.2.2 114 0n:12:46

Digtance: (default iz 110}

Elfr
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Routing in the Distribution and Core Layers

Verifying Single-Area OSPF (cont.)

rl¥ show ip ospf
Fouting Process "ospf 10" with 10 1.1.1.1
Start time: J0:06:18.%52, Time elapsed: 00:3%:5&.400

<(utput omitted=

Mumber of areas in this router iz 1. 1 normal O stub 0 ns=za
Mumber of areas transait capable is 0
External flood list length O
IETF H&F helpsr support enabled
Cisco MSF helper zupport enabled
Reference bandwidith unit is 1000 mbps
Area BROHBOWE [0
Humber of interfaces in thiz area iz 3
narea has no authentication
apF algorithm last executed 00:15:21.436 ago

3PF algorithm executed & times
ATea ranges are

Humber of LA 3. Checksum Sum 0x023523

Humber of opaque link Lsa 0. Checksum Sum Qx000000
Mumber aof Dchitless LA 0

Mumber aof indication Len 0

Humber of DoWothAge Lsa O

Flood list length O

Bl§
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Routin_g in_the Distri_bution and Core Layers
Verifying Single-Area OSPF (cont.)

El¥ show ip ospf interface
GigabitEthernet(/0 is up, line protocaol is up
Internst Address 172.16.1.1/24, Area 0, Attached via Wetwork

Statement
Process ID 10, Bouter ID 1.1.1.1, Metwork Type BROADCAST, Cost: 1
Topolagy—HMTID Caat pizabled Shutdown Topology Nams
0 1 no falls! Baze

Transmit Delay iz 1 zec, State DR, Priority 1

Designated Router {IDy 1.1.1.1, Interface address 172.16.1.1

Ha backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, wWait 40,
Retransmit 5

ocob-resyne timeout 40
Mo Hellos (Pasziwve interface}

supports Link-loczl Signaling (LLS)

Cisco WsSF helper support enabled

IETE MNSF helper support enabled

Index 11, flood gueue length O

Heaxt 0x0{0} F0x0{0)

Lagt flood scan length iz 0, maximum is O

Lagt flood scan time i3 0 msec, maximom iz 0 meEec

Heighbor count iz 0, Rdjacent neighbor count iz O

suppress hells for 0 neighboriz)
seriald/0/1 iz up, line protocal i3 up

Internst Address 192.168.10.5/30, Area 0, aAttached via Hetwork
Statement

Frocess ID 10, Router ID 1.1.1.1, Hetwark Type POINT TO POINT,
cost: 847 -

=Qutput omitted=

rl¥ show ip ospf interface brief

Interface FID Lraa IF hddress/Maszk aost  State ¥Wbra FIC
Gi0s0 10 0 172.16.1.1724 1 DE 050
salsof1 10 [¥] 192 .168.10.5/30 B47 =0l =) 1,1
2a0/0/0 10 0 172.16.53.1530 847 EZP 151

Rl§




Routing in the Distribution and Core Layers

Configuring Single-Area OSPFv3

Area 0

2001:DB8: CAFE:2::/64

2001:DBB:CAFE:A001::/64 2001:DB8: CAFE:AD02::/64

S00v0 01

2
GO0 :1

2001:DB8:CAFE:1::/64 2001:DB8: CAFE:3::/64

Bl (config)# ipwvh router ocepf 10
Bl (ponfig-rtr) 4 router-id 1.1.1.1
Bl (config-rtr) 4 auto-cost reference-bandwidth 1000
% 0SPFw3-10-1IFvé: Reference bandwidth is changed.
Pleaze ensure reference bandwidth is conzistent acrosa all

B2 (config)# ipwé router ospf 10
R2 (config-rtr) 4 router-id 2.2.2.2
B2 {config-rtr) 4 auto-cost reference-bandwidth 1000
% 05PFw3-10-IFvé: BReference bandwidth is changed.
Pleaze ensura referance bandwidth is conzistent across all

routars. routers.

Rl (config-rtr) 4 R2 (config-rtr)#

Bl (config-rtr)4 interface GigabitEthernet 0/0 B2 (config-rir) 4 interface GigabitEthernet 00
Bl {config-1f}# bandwidth 1000000 EZ (config-if)# bandwidth 1000000

Bl (config-if}# ipvé ospf 10 area 0 B2 (config-ifi# ipwé ospf 10 area 0

Rl (config-if}# R2 (config-if)#

Bl {config-ifi# interface Serial0/0/0 r2{config-if)# interface Serial0/0/0

2 (config-if)# ipvé ocspf 10 area 0
B2 (config-if)#

P . . 2 (config-if)# interface Beriall/0/1
Bl (config-if}# interface Berial0l/0/1 B2 (config-if)d ipvé oepf 10 acea 0

Bl (config-if}# ipvé ospf 10 area 0 B2 (config-if}# end
Bl (config-if}# end nog
5 3

Bl (config-ifl# ipvé ospf 10 area 0
Bl (config-if}#




Routing in the Distribution and Core Layers

Verifying Single-Area OSPFv3

rl¥ show ipwé ospf neighbor

08PFVE Router with ID (1.1.1.1} (Procesa ID 14}

Meighbor ID Pri state

3.3.5.3 0
2222 0
2.2.2.2 1
3.3.3.3 1
=h K 3

FULLS -
FULLS -
FULL/BOE

Dead Time
DoO00:31
DOe00:37
Dh:z0h:38

FULL,/CROTHER O0:00:32

Interface 10 Interface

(3 eriald/osL
[ Seriald/o0f0
3 GigabitEthernsti/ 0
3 GigabitEtharnet0s0

rl$ show ipvé protocols

IFvE Eouting Frotocol iz "connected™

IPwé Routing Protocol iz ™HD"

IEwE Routing Frotacol is "ospf 10"
Fouter ID 1.1.1.1
Humber of areas: 1 normal, O atub, 0 ns3a

Intertaces

{Area 0):

Berialdsosl

seriald/sofn

GlgabitEthernet 0
Fedistributicn;

Hona
Bl
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Routing in the Distribution and Core Layers

Verifying Single-Area OSPFv3 (cont.)

EL¥ show ipvé roote ospf
IFvEe Eoubing Table - default - 10 entries
Codes: ¢ - Connected, I - Local, & - static,
U - per-user sStatic route
B - BGF, R - RIF, H - NHEF, Il - ISIS Il
I2 - I3IS L2, [A - I3I5 intersrea, I3 - ISIS SUMNEECY,
L — EIGEP
EX - EIGEP external, HD - D Defzult, ¥Op - WD prefix,
ICE - Destination
NDr - Bedirect, 0 - OSPFF Intra, OI - CEPF Inter,
OEl1 - 0OSPF ext 1
OEZ - OHPF ext 2, OW1 - OSFF HsE2R ext 1,
ONZ - O5PF NS55A ext 2
0  2001:DBB:CAFE:2::/64 [110/1]
via GigabitEthernet0/0, directly connected
0O 2001:DBB:CAFE:2::/64 [110/1]
via GigabitEthernet0/0, directly connected
u} 2001 :0BE:CAFERO02: /64 [110/648)
wia FEEO::2, GigabitEthernstd /0
via FEEQ::3, SigabitEthernstd/o
RL¥

fl¥ show ipvt cospf interface brief

Interface FID Lrea Intf IO cast sState Whra F/C
He0s001 10 0 1 a4 BZE 151
Se0s000 10 0 [ a47 FZE 151
G100 10 0 3 1 DE 2,2

rif




OSPF in Multiaccess Networks

OSPF Network Types

= Point-to-point — Two routers interconnected over a common link.
Often the configuration in WAN links.

= Broadcast Multiaccess — Multiple routers interconnected over an
Ethernet network.

= Non-broadcast Multiaccess (NBMA) — Multiple routers
interconnected in a network that does not allow broadcasts, such
as Frame Relay.

= Point-to-multipoint — Multiple routers interconnected in a hub-
and-spoke topology over an NBMA network.

= Virtual links — Special OSPF network used to interconnect distant
OSPF areas to the backbone area.




OSPF in Multiaccess Networks

Challenges in Multiaccess Networks

Multiaccess networks can create two challenges for OSPF:

= Creation of multiple adjacencies — creating adjacencies with
multiple routers would lead to an excessive number of LSAs
being exchanged.

= Extensive flooding of LSAs — Link-state routers flood the
network when OSPF is initialized or when there is a change.

« Formula used to calculate ?
the number of required
adjacencies n(n-1)/2

- Atopology of 4 routers would
resultin 4(4-1)/12 =6

& &5 &

&



OSPF in Multiaccess Networks

OSPF Designated Router

The designated router (DR) is the solution to managing adjacencies
and flooding of LSAs on a multiaccess network.

The backup designated router (BDR) is elected in case the DR
fails.

All other non-DR and non-BDR routers become DROTHERS.
DROTHERSs only form adjacencies with the DR and BDR.

DROTHERSs only send their LSAs to the DR and BDR using the
multicast address 224.0.0.6.

DR uses the multicast address 224.0.0.5 to send LSAs to all other
routers. DR only router flooding LSAs.

DR/BDR Elections only necessary on multiaccess networks.




OSPF in Multiaccess Networks

OSPF Designated Router (cont.)

Role of the DR

DR sends out any LSAs to all other routers.

DR EDR

Here are 10.1.1.1's
LSAs.




Cisco.

OSPF in Multiaccess Networks

Verifying DR/BDR Roles

Verifying the Role of R1

Fl} show ip ocapf intarface GigabitEtharnat 070
GigabitEthernetl/] is up, line protocol is up
Internet Bddress 192.168.1.1/28,Area O, Attached via Hetwork Statement
Process ID 1, Fouter ID 1.1.1.1, Ne=twork Type EROEDCAST, Cost: 1
Topolagy-HMTID Cost Dimabled Ehutdown Topology Hame
) ! 1] 1 no no Base
[‘JTran_ﬁm.i.t D=lay is 1 men, State DROTHER, Priority 1
Designated Router {ID) 3.3.3.3, Interface address 1%2.18B.1.3

.--_
| "/l Backup Designated rooter (ID} 2.2.2.2, Interface address 1%2.168.1.2
Timer intervals configured, Hello 10, D=ad 40, Wait 40, Eetransmit &

oob-resync timecut 40
Hello cue in 00:00:06
Supports Link-local Signaling (LL3)
Cisco HEF helper support enabded
IETF HSF he=lper support erahled
Index 2/2, fleod quews length (
Bl=xt oo (0] FOxD (0}
Last flood scan length is 1, maximm is 2
Last flood scan time is ( msec, maximam is [0 meec
Meighbor Count is 2, hdjacent nme=ighbor count is 2
Adjacent with neighbor 2.2.2.2 (Backup Designated Rouker)
Adjacent with neighbor 3.3.3.3 (Designat=d Bouter)
Suppress halle for 0 neighbor(s)
R14




OSPF in Multiaccess Networks

Verifying DR/BDR Adjacencies

State of neighbors in multiaccess networks can be:

FULL/DROTHER — This is a DR or BDR router that is fully
adjacent with a non-DR or BDR router.

FULL/DR — The router is fully adjacent with the indicated DR
neighbor.

FULL/BDR - The router is fully adjacent with the indicated
BDR neighbor.

2-WAY/DROTHER - The non-DR or BDR router has a
neighbor adjacency with another non-DR or BDR router.

Alf show ip ospf neighbor

Neighbor ID Pri State Cead Time Address Interface
',;_.- FLRLELE 1 FILL/BOR 0O=00:36 192.168.1.2 GigabitEtharn=t0/]
;.. 3.3.3.3 1 FULL/CE b:00:35 1592.168.1.3 GigabitEthern=t0/{

R1¢




OSPF in Multiaccess Networks

Default DR/BDR Election Process

The router with the highest interface priority is elected as the DR.

The router with the second highest interface priority is elected as
the BDR.

Priority can be confi%ured between 0-255. (Priority of O - router
cannot become the DR. O

If interface priorities are equal, then the router with highest router ID
IS elected DR and second highest the BDR

Three ways to determine router ID:
* Router ID can be manually configured.

« If not configured, the ID determined by the highest loopback IP
address.

« If no loopbacks, the ID is determined by the highest active IPv4
address.

In an IPv6 network, the router ID must be configured manually.




OSPF in Multiaccess Networks

DR/BDR Election Process

DR remains the DR until one of the following occurs:

= The DR fails.

= The OSPF process on the DR fails or is stopped.

= The multiaccess interface on the DR fails or is shutdown.
If the DR fails, the BDR is automatically promoted to DR.

= There is then a new BDR election and the DROTHER with the
higher priority or router ID is elected as the new BDR.




OSPF in Multiaccess Networks

The OSPF Priority

= Instead of setting the router ID on all routers, it is better to control
the election by setting interface priorities.

- To change the priority, use one of the following commands:
ip ospf priority value (OSPFVv2 interface command)
ipvée ospf priority value (OSPFv3 interface command)

= To begin another OSPF election, use one of the following methods:

- Shutdown the router interfaces and then re-enable them
starting with the DR, then the BDR, and then all other routers.

*  Reset the OSPF process using the clear ip ospf
process privileged EXEC mode command on all routers.

Fl{config)$ interface GigabitEthernet 0/0
Rl (config-if)# ip ospf priority 255
Fl{config-if}l# end

Rl#




Default Route Propagation

Propagating a Default Static Route in OSPFv2

The router connected to the Internet that is used to propagate a
default route is often called the edge, entrance or gateway router.
In an OSPF network, it may also be call the autonomous system
boundary router (ASBR).

Area 0

172.16.2.0/24

209.165.200.22427

Internet ?

2 (config)# ip route 0.0.0.0 0.0.0.0 209.165.200.226
B2 (config)#

B2 (config)# router ocspf 10

2 (config-router) 4 default-information originate

R2 (config-router)4 and

r2f

2,7500000 S0MGE




Default Route Propagation

Verifying the Propagated Default Route

r2¥ show ip route | begin Gateway

zateway of last resort is 20%.165.200.226 to network
Q.0.0.0

s* 0.0.0.0/70 [L/0] wia 209.165.200.228, Lﬂnpbackﬂ
172.1£.0.0/1¢ iz wvariably subnetted, 5 subnetsz, 3 masks
o 172.16.1.0724 [110/65] wia 172.1€.3.1, 00:01:44,
serialds070
172.16.2.0/24 iz directly connected, GigabitEtherneti/s0
172.16.2.1732 iz directly connected, GigabitEtherneti/sO
172.16.3.0/30 iz directly connected, Seriald/0s0
172.16.3.2/732 iz directly connected, Seriald/0s0
192.168.1.0/24 [110/765] wia 192.168.10.10, Q0:01:12,
sarialtso/1
192.162.10.0/24 1is wvariably subnetted, 3 subnets, 2
masks
0 192,162, 10.4/30 [110/128] +wia 192.1&2.10.10, 00:01:12,
Saeriald/S0s1
[110/128) wia 172.16.3.1, 00:01:12, s5eriald/of0
C 192,16%.10.8/30 iz directly connected, Serialds0/1
L 192,16%.10.9/32 iz directly connected, Seriald/0/1
20%.165.200.0/24 13 wariably subnetted, 2 subnets, 2

mazks r

o A e




Default Route Propagation

Propagating a Default Static Route in OSPFv3
Enabling OSPFv3 on the R1 Interfaces

EZlconfig)f ipwh roote ::f0 2001:DES:FEED:1::2

BZ {canfig) #

BEZ |{canfiglf ipwvh router ospf 10

BZ |canfig-rir] + defanlt-information originata

BZ {canfig-rtrl ¢+ and

RI¢

*Apr 10 11:36:21,9585; iSYS-5-CONFIG I: Configured fram console by

cansale
B2

Verifying the propagated IPv6 default Route

El{ show ipvl route static

IFvE Routing Tabhle — default - 12 enktries

Codes: 0 —Connected, L - Lazal, 5 - EZkatic, U - Per—user Etatic route
E -B3F, E - RIF, H - HARF, Il - I5I5 Ll
12 -I&I& L3, IA - ISI8 interarsa, I5-I5I5 summary,D-EIGRF
EX -EIGRP external, BHND-HD D=fault,FDp-MD Prafix, DCE-Destination
WOr —-Badirect, 0 - OSFF Intra,0I-03FF ILoter,JEL-OSFFE ext 1
CE2 —0SPF ext 2, ON1 - DOSPF WN3S8h =xt 1, OH2 - O3PF H3S5A ext 2

g ::1/D [1/D]

wiam Z00L:0BH:FEED:1::2, Loapbacki

B2



Fine-tuning OSPF Interfaces

OSPF Hello and Dead Intervals

OSPF Hello and Dead intervals must match, or a neighbor
adjacency will not occuir.

Verifying the OSPF Intervals on R1

rl¥ show ip ospf interface serial 0/0/0 | include Timer

Timer intervals configured, Hello 10, Dead 40, wWait 40,
Eetranzmit 5

Timer intervals configured, Hello 10, Dead 40, wWait 40,
Eetransmit §

Timer intervals configured, Hello 10, Dead 40, wWait 40,

rRetransmit §
R1¥

Verifying OSPF Timer Activity

rl¥ show ip ospf neighbor

Meighbor ID Fri sState Dead Time aAddress Interface
3.3.3.3 a FULLS- Q0:00:35 1%2.168.10.8 Serialdsosl
2.2.2.2 a FULL,/— 00:00:33 172.16.3.2 Heriald/os0

Rl




Fine-tuning OSPF Interfaces

Modifying OSPF Intervals
= Modifying OSPFV2 Intervals

El (config)¢ interface serial 0/0/0

Bl (config-if) ¢ ip oepf hello-interval 5
Bl (config-if) ¢ ip oepf dead-interwal 20
El(config-if) ¢ end

Rl

= Modifying OSPFv3 Intervals

Bl (config) ¢ interface serial 0/0/0

Rl icontig-if) ¢ ipvé cspf hello-interval 5
Rl icontig-if) ¢ ipvé ospf dead-interval 20
Rl (config-if) ¢ end

Rl¥

= Verifying the OSPFv3 interface intervals

E2{ show ipre ospf interface a0,/0/0 | include Timer
Timer intervals confiqured, Helle 5, Dead 20, wait 20,

Retransmit 5

R2¥

FZf show ipvé ospf neighbor

CePFv3 Router with ID (2.2.2.2) (Procaszz ID 14}

Meighbor ID Pri  =State  Dead Time  Interface ID Interface
3.3.3.3 ] FOLLS= 00:00:38 7 Seriall 071
1.1.1.1 0 FOLLS— Q000319 & serialD 070
R2§



Secure OSPF
Secure Routing Updates

When neighbor authentication has been configured on a router,
the router authenticates the source of each routing update
packet that it receives.

An authenticating key that is known to both the sending and the
receiving route is exchanged.

OSPF supports three types of authentication:
* Null — no authentication.

- Simple password authentication — the password in the
update is sent in plaintext over the network (outdated
method).

- MD5 authentication — Most secure and recommended
method of authentication. Password is calculated using the
MD5 algorithm.




Secure OSPF

MD5 Authentication

Operation of the MD5 Algorithm

ﬁ —

Routing Meszage

DEFPF Update Packet
— A A e
- — A0 I A

Dizcard

N/

Signature | 4ehlDxE7NMopD

v

Signatures Match?

Saecret Key

6

Was

Accept




Secure OSPF

Configuring OSPF MD5 Authentication

= MDS5 authentication can be enabled globally for all interfaces or
on a per-interface basis.

= To enable OSPF MD5 authentication globally, configure:

 ip ospf message-digest-key key
md5 password (interface configuration command)

° area area-id authentication message-digest (router
configuration command)

= To enable MD5 authentication on a per-interface basis,
configure:
 ip ospf message-digest-key key
md5 password (interface configuration command)

 ip ospf authentication message-digest (interface
configuration command)




Secure OSPF

OSPF MD5 Authentication Example

Fl {zconfig) # router ocspf 10

Rl {config-router)# area 0 authentication message-digest

Bl {config-router)# exit

Bl {config)#

*2pr 8 09:58:09.838:; %0SPF-5-ADJCHG: Process 14, Hbr 2.2.2.2
on Serialld/0/0 from FULL to DOWN, Heighbor Down: Dead timer
expired

Bl {config)

*2pr 8 09:58:208.627: %OSPF-5-ADJCHG: Process 14, Hbr 3.3.3.3
on Seriall/0/1 from FULL to DOWH, Heighbor Down: Dead timer
expired

Bl {config)

Fl{zonfig)# interface GigabitEthernet 0/0

Fl {zonfig-if)} ¥ ip ospf message-digest-key 1 md5 CIECO-123
Bl {config-if}# exit

Bl {config)#

Fl{config)$# interface Serial 07070

Fl {config-if)}# ip ospf message-digest-key 1 md5 CIECD-123
Bl{config-if}#4 exit

Rl {config) #

El{config)# interface Serial 07071

Fl{config-if)}# ip ospf message-digest-key 1 md5 CIBCD-123
Rl {config-if)} #

continued



Secure OSPF

OSPF MD5 Authentication Example (cont.)

El{config)# interface GigabitEthernet 0/0

Rl ({config-if}# ip ospf message-digeat-key 1 md5 CIBCO-123

Rl ({zconfig-if}# ip ospf authentication message-digest
Fl (config-if}# exit

Fl ({config) #

Fl {config)l# interface Serial 0/0/0

El{config-if}# ip ospf message-digesat-key 1 md5 CISCO-123

Rl {config-if)# ip ospf anthentication message-digest
Fl (config-if)}# exit

Bl {config)$

El{config)$ interface Serial 0/0/1

Rl {config-if}#¥ ip ospf message-digesat-key 1 md5 CISCO-123

Rl {config-if)# ip ospf anthentication message-digest
Fl (config-if}# exit
Fl (config) #

*2pr B 10:20:10.6847: %0OSPF-5-ADJCHG: Proceas 10, HNbr 2.2.2.2
on Serizall/0 /0 from FULL to DOWH, HNeighbor Down: Dead timer

expired
Fl (config) #

*2pr 8 10:20:50.007: B0SPF-5-ADJCHG: Process 10, Hber 2.3.3.3
on SerizallS0 /1 from FULL to DOWH, HNeighbor Down: Dead timer

expired
Bl {config)$
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Secure OSPF

Verifying OSPF MD5 Authentication

'Ri# show ip ocapf interface serial 0/0/0 =
Zeriald/0/0 is up, line protocol iz up
Internet Address 17Z.16.3.1/30, Area 0, Attached wia
Hetwork Btatement
Froces=s ID 10, Router ID 1.1.1.1, Hetwork Tyvpe
POINT T POINT, Cost: &4
Tnpalgqv:MTID Cost  Dizabled Shuotdown Topology Hams
1] 54 na no Basze
Tranamit Delay iz 1 sec, State POINT TO POINT
Timer intervals configured, Hello 5, Dead Z0, Wait 20, i
Retranamit 5
pob-resync timeout 40
Hello due in 00:00:02
Supports Link-local Eignaling (LLS)
Cisco HSF helper support enzbled
IETF MS5F helper support enabled
Index 2/2, flood gueus length 0
Wext Ox0i0) /0=x00)
Lazt flood zcan length iz 1, maximom iz 1
Last flood scan time iz 0 msec, maximum is [ msec
Heighbor Count iz 1, Adjacent neighbor count is 1
Rdjacent with neighbor 2.2.2.2
Suppress hello for 0 neighboris)
Mezzage digest authentication enablea -
Youngest key 1d 1= 1
Rl#
Fl# show ip ospf interface | include Message

Message digest authentication enablead
Message digest authentication enablead

Mezzage digest zuthentication enabled
Rl#
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Secure OSPF

Verifying OSPF MD5 Authentication (cont.)

Verify the Routing Table on R1

rl¥ show ip route o=pf
Codea: L - local, © - comnected, 3 - static, R - RIP,
¥ - mobile, B - B3P, D - EIGEF,
EX - EIGEP external, 0 - 0SpF, IR - 05PF inter area
Ml - 0s5pF HESR exbernal type 1,
N2 - D5PF ME5R exbernal type 2
El - 05pF external type 1
EZ - O5PF external type 2
i - IE-IS, 8u - IS-I3 summary, L1 - IS-Is lewsl-1,
L2 - 15-15 level-2, ia - I5-15 inter area,
* — candidate defaunlt, U - per-user static route
0 - CDR, P - pericdic downloaded static route
H - MHRF, 1 - LISF
+ - replicated route, & - next hop override

Gateway of last resort is 172.16.3.2 to network 0.0.0.0

O*E2  0.0.0.0/0 [110/1] wia 172.16.3.2, 00:33:17, Seriald/0/0
172.1.0.0/16 i3 wvariably subnetted, § subnetz, 3 masks

n] 172.16.2.0/24 [110/65] wia 172.16.3.2, 00:33:17, Seriall/0/0

0 132 . 168.1.0/24 [110/685] wia 192.165.10.6, 00:30:43, serial0s0r1
1%2 . 168.10.0/24 iz variably subnetted, 3 subnets, ? mazhks

n] 1%2.168.10.68/30 [110/128] wia 1%2.168.10.6, 00:30:43, sSeriald/ofl

[L10/128] wia 172.16.3.2, 0O0:33:17, Serialds0s0
Rl




Q
v
w
v

= Who designed MD5?
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Why Multiarea OSPF?

Single-Area OSPF

Single-area OSPF is useful in smaller networks. If an area becomes
too big, the following issues must be addressed:

= Large routing table (no summarization by default)
= Large link-state database (LSDB)

= Frequent SPF algorithm calculations

I'm receing too My SPF algorithm is
many L3As. running too often
for me to route
My routing table is too properly.
big and | am running
low on memary.




Why Multiarea OSPF?

Multiarea OSPF

Multiarea OSPF requires a hierarchical network design and the
main area is called the backbone area, or area 0, and all other
areas must connect to the backbone area.

Multi-Area OSPF Advantages

Area 1 Area 0 Area 51

I'm now only | now only need to

receiving LSAs run the SPF

from area 0 and algorithm when
My routing table is area 1. there iz a change
smaller as it only inarea 0 orarea
contains area 1 routes B1.

and a default route.




Why Multiarea OSPF?

OSPF Two-Layer Area Hierarchy

Multiarea OSPF is implemented in a two-layer area hierarchy:
= Backbone (transit) area

= Area whose primary function is the fast and efficient movement
of IP packets.

= Interconnects with other OSPF area types.

= Called OSPF area 0, to which all other areas directly connect.
= Regular (honbackbone) area

= Connects users and resources.

= Aregular area does not allow traffic from another area to use
its links to reach other areas.




Why Multiarea OSPF?

Types of OSPF Routers

Internal Routers

< Internet ;
Area 1

Area 0 Area 51




Why Multiarea OSPF?

Types of OSPF Routers (cont.)

Backbone Routers

< Intemet)




Why Multiarea OSPF?

Types of OSPF Routers (cont.)

Area Border Routers (ABRs)

< Internet ’




Why Multiarea OSPF?

Types of OSPF Routers (cont.)

Autonomous System Boundary Router (ASBR)

< Internet '

Area 0 Area 51




Multiarea OSPF LSA Operation

OSPF LSA Types

1 Router LA

2 Metwork LSA

3 and 4 summany LaAs

= AS Extemal L3A

G Multicast OSPF LSA

7 Defined for Na3As
8
g

Extemnal Attnbutes LSA for Border Gateway Protocol (BGF)
10, or 11 Opaque LSAs

Most common and covered in this course — 1thru 5
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Multiarea OSPF LSA Operation

OSPF LSA Type 1

Type 1 LSA Message Propagation

Internet

| |
| |
Type 1 | Type 1 | Type 1
| —
| |

»  Type 1L3As include a list of directly connected network prefixes and link types.
* Al routers generate type 1 LSAs.

*  Type 1L3As are flooded within the area and do not propagate beyond an ABR.
»  Atype 1 LSA link-state |D iz identified by the router |0 of the originating router.
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Multiarea OSPF LSA Operation

OSPF LSA Type 2

Type 2 LSA Message Propagation

Internet

Type 2

»  Type 2 LSAs identify the routers and the network addresses of the multiaccess
links.

*  Only a DR generates a type 2 LSA.

»  Type 2 L5As are flooded within the multiaccess network and do not go beyvond an
ABR.

v Atype 2 LSA link-state 1D iz identified by the DR router 1D,
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Multiarea OSPF LSA Operation

OSPF LSA Type 3

Internet

Type 3 LSA Message Propagation

Atype 3 LSA describes a network address learned by type 1 LSAs.

Atype 3 LSA is required for every subnat.

«  ABR= flood type 3 LSAs to other areaz and are regenerated by other ABRs.
Atype 3 LSA link-state 1D is identified by the network address.

« By default, routes are not summarized.
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Multiarea OSPF LSA Operation

OSPF LSA Type 4

Type 4 LSA Message Propagation

Internet

| |
| |
Type 1 | Type 4 | Type 4
1 1
| |

Type 4 LSAs are used to advertize an ASBR to other areas and provide a route to
the ASBR.

«  ABRs= generate type 4 LSAs.

Atype d LSA is generated by the originating ABR and regenerated by other ABRs.

v Atype 4 LSA link-state 1D is identified by the router 1D of the ASBR.
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Multiarea OSPF LSA Operation

OSPF LSA Type 5

Type 5 LSA Message Propagation

Internet

*  Type b LSAs are used to advertise external (i.e., non-0O5PF) network addresses.
An ASBR generates a type 5 LSA.

Type b LSAs are flooded throughout the area and regenerated by other ABRs.
v Atype 5 LSA link-state 1D is the external network address.

» By default, routes are not summarized.




OSPF Routing Tables and Route Types

OSPF Routing Table Entries

= O — Router (type 1) and
network (type 2) LSAs
describe the details
within an area (the route
IS intra-area).

= O |A —Summary LSAs
appear in the routing
table as IA (interarea
routes)

= O E1 or OE 2 — External
LSAsS external type 1
(E1) or external type 2
(E2) routes

Router and Network Routing Table Entries

Elf show ip route

Codes:L - local, C-connected, S5-static, E-RIF, M-mobile, B-BGP
D - ELGRF, EX - EIGRPF external, © - DSFF, IA - OSPF inter area
Ml - OSFF HEsA external type 1, HE - OSFF NESR aexternal type 2

El - OBFF external type 1, B2 - O8PF external fType 2
i - I8-I8, 2u-I5-I3 zummary, L1-I5-I% level-1, L2-15-I5 lewvel-2

ia - I[5-I5 inter area, *-candidate default,U-per-user static route

o — OCE, P-pericdic downloaded static route, B-MHRP, 1-LISP
+ - replicated route, % - next hop owverride

Gateway of last resort is 192.168.10.2 to oetwork 0.0.0.0

a*E2 0.0, ﬂ os0 [llﬂfl] via 182.188.10.2, 00:00:1%, Serizall/0/0
L0.0.0.0/8 iz wariably zubnetted, 5 zubnets, 2 masks

c 10.1.1.0/24 iz directly connected, GigabiteEthernetd/0

L 10.1.1.1/32 iz directly connected, GigabitEthernet(s0

C 10.1.2.0/24 iz directly connected, GigabiteEthesrnetid/l

L 10.1.,2.1/32 iz directly connected, GigabiteEthernetid/Ll

n] 10.2.1.0/24 [1L10/648] wia 19%2.168.10.2, 00:04:34, Serialld/ 0/ 0

0 Ia 192.168.1.0/24 [110/1295] wia 192.163.10.2, 00:01:;48,3eriald/0/0

0 IA 192,188.2.0/24 [110/1295] wia 192.168.10.2, 00:01:48,8eriald/0s0
192,168.10.0/24 ig variably zubnetted, 3 subnets, 2 masks

C 192,188.10.0/30 iz directly connected, Seriall/0/0

L 192.168.10.1/32 is directly Ecnnected, Seriald/o/0

0 192,168.10.4/30 [110/1294] +wia 192.1£8.10.2, 00:01:55,5ecial0/0/0




OSPF Routing Tables and Route Types

OSPF Routing Table Entries (cont.)

= O — Router (type 1) and
network (type 2) LSAs
describe the details
within an area (the route
IS intra-area)

= O IA —Summary LSAs
appear in the routing
table as IA (interarea
routes)

= O E1 or OE 2 — External
LSAs external type 1
(E1) or external type 2
(E2) routes

OSPFv3 Routing Table Entries

El¥ show ipwé route
Irwé Routing Table - default - 8 entries
Codes:C - Connected, L - Loecal, & - Sktatic, U-Per-user Static raoute
B - BGF, R - RIP, H - WHRP, Il - ISIS Ll
I} - IEIS L2, IA - I2I% interarea, IS - ISIS summary, I - EIZEP
EX - ELGRF externzl, WO-MD Defanlt,WOp-MD Prefix, DCE-Destinaticn
MOr - Bedirect, C-0SPF Intra, OI-0SPF Inter, OE1-0SPF axt 1
OEZ - OSPF ext 2, 0Nl - OSPF HMESA ext 1, 0N - OSPF MESA ext 2
DEZ ::/0 [110/1], tag 10
via FE80::2, =eriald/s0/0
C 2001:DBA:CAFE:l: /64 [0/0]
via SigabitEthernetd/0, directly connected
L 2001:DBE:CAFE:1: =1 /128 [070)
via SigabitEthernet(/0, receiwve
0  2001:DB8:CAFE:2::/64 [110/648]
via FE80::2, Berialdsas0
01 Z2001:DB8:CAFE:3::/6d [110/1245]
via FE80::2, =erialds0/0
C  2001:DB8:CAFE:AODL:: 64 [0/0]
via Serialds0/0, directly connected
L 2001:DBA:CAFE:AOO0L::1,/128 [O00]
via serialdso/0, receiwve
0 2001 ;0B :CAFE;AOD02 : /ad [L10/12584]
via FE80::2, Seriald/s0s0
L FEF00::/8 [0/0]
via Mulld, receive
Elf




OSPF Routing Tables and Route Types

OSPF Route Calculation

1. All routers calculate the
best paths to destinations
within their area (intra-
area) and add these

entries to the routing table.

2. All routers calculate the
best paths to the other
areas within the
iInternetwork (interarea) or
type 3 and type 4 LSAs.

3. All routers calculate the
best paths to the external
autonomous system (type
5) destinations. These are
noted with either an O E1
or an O E2 route
designator.

Steps to OSPF Convergence

FEl{ show ip route | begin Gateway

Gateway of last resort is 192.168.10.2 to network 0.0.0.0

0*E2 0.0.0.0/0 [110/1] wia 192.168.10.2, 00:00:1%, Ssriall/0/0
10,0.0.0/8 ia warizbly subnetted, 5 subnets, 2 masks

C 10.1.1.0/24 iz directly connected, SigabitEthernet(s0

L 10,1.1.1/32 iz directly connected, SigabitEthernet(s0

[ 10.1.2.0/24 iz directly connected, GigabitEthernetid/L

L 10,1.2.1/32 iz directly connected, GigabitEthernet(sL

0 10.2.1.0/24 [110/648] wia 182 _168.10.2, 00:04:34,3erial0ds 0s0

0 IR 192.168.1.0/24 [110/1235] wia 122 163.10.2, Q0:01:48,5eriald/o/0

0 Ix 192.168.2.0/24 [110/1285] wia 1%2.168.10.2, Q0:01:48,5eriald/o/0
192,163.10.0/24 is wariably aubnetted, 3 subnets, 2 mazks

[ 192.168.10.0/30 iz directly connected, Serial0/0/0

L 192.168.10.1/32 iz directly connected, Serial0/o0/0

0 182.168.10.4/30 [110,1294] wia 192,168.10.2, 00:01:55,8erialn/s0/0

El¥

Calculate intra-area OSPF routes.
Calculate best path to interarea OSPF routes.
Calculate best path route to external non-OSFPF networks.




OSP_F _
Trivia

= How many bits are used to create Areas?
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Configuring Multiarea OSPF

Implementing Multiarea OSPF

Implementation Plan Steps

1. Gather the network requirements and parameters.
2. Define the O5PF parameters.

3. Configure OSPF.

4 Verify O5PF.




Configuring Multiarea OSPF

Configuring Multiarea OSPF

Area 0 Rl (config)# router ocmpf 10

10.2.1.0/24 Bl (config-router) $# router-id 1.1.1.1

Bl {config-router)# network 10.1.1.1 0.0.0.0 area 1

Bl {config-router)# network 10.1.2.1 0.0.0.0 area 1

Bl {config-router)# network 192.168.10.1 0.0.0.0 area 0O
Bl {config-router)# end

R14

192.168.10.4/30

10.1.1.0/24 10.1.2.0/24 192.168.1.0/24 192.168.2.0/24
Area 1 Area 2




Configuring Multiarea OSPF

Configuring Multiarea OSPFv3

Area 0
2001:DB8:CAFE:2::/64

G0/0) 1

2001:DE&:CAFE: A001::/64 2001

2001:DBB:CAFE:1::/64
Area 1

Bl iconfig)# ipwé router cspf 10

Rl ({config-rtr)$ router-id 1.1.1.1
Flicontfig-rtri# exit

Rliconfig)#

Fl(zonfig)# interface GigabitEthernet 0/0
Rl {config-if£)# ipwvé ospf 10 area 1
Rl (config-if)#

Rl (config-if)# interface Seriald/0/0
Bl jconfig-if)# ipwvé ospf 10 area 0
Fliconfig-if£}# end

Fl4#

2001:DE8:CAFE:3::/64

Area 2




OSPF Route Summarization

OSPF Route Summarization

= R1 forwards a

summary LSAto
the core router
C1.

C1, in turn,
forwards the
summary LSAto
R2 and R3.

R2 and R3 then
forward it to their
respective internal
routers.

Area 1

Propagating a Summary Route

Area 0 Backbone

Brea 3

Area 2




OSPF Route Summarization

Interarea and External Route Summarization

Occurs on ABRs and applies to routes from within each area

Summarizing Interarea Routes on ABRs

Area 0
10.2.1.0/24

EIGRP \"'\

(172.16.0.0/24
172.16.31.0/24)

Summarize many
routes into one LSA

Summarize many
routes into one L34

0f

10.1.1.0/24 10.1.2.0/24 192.168.1.0/24 192.168.2.0/24
Area 1 Area 2




OSPF Route Summarization

Interarea and External Route Summarization
(cont.)

Specific to external routes that are injected into OSPF via route
redistribution; ASBRs summarize external routes

Summarizing External Routes on an ASER

Area 0
10.2.1.0/24

EIGRFP
(172.16.0.0/24
172.16.31.0/24)

~AS00

10.1.1.0/24 10.1.2.0/24 192.168.1.0/24 192.168.2.0/24
Area 1 Area 2
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OSPF Route Summarization

Interarea Route Summarization

Summarizing Interarea Routes on ABRs

Area 0
10.2.1.0/24

EIGRF
(172.16.0.0/24
172.16.31.0/24)

GO0 GOMN

s GO GOMS

10.1.1.0/24 10.1.2.0024 192.168.1.0024  192.168.2.0/24
Area 1 Area 2




OSPF Route Summarization

Interarea Route Summarization (cont.)

Verify the R1 Routing Table Before Summarization

El¥ show ip route ospf | begin Gateway
Gateway of last resort is not set

10.0.0.0/8 iz wariably subnetted, 5 subnets, 2 masks

Verify the R3 Routing Table Before Summarization

o 10.2.1.0/24 [110/648] wia 192.168.10.2, 00:00:49,
Sarialnsasn
0 In 192.168.1.0,/24 [110/1255] wia 192.168.10.2, 00:00:4%,
sarialos o0
0 In 192.188.2.0/24 [110/12%5] wia 192.168.10.2, 00:00:48,
sarialos0/0
192.168.10.0/24 iz warizbly subnetted, 2
masks
n} 192 168.10.4/30 [110/1234] wia 192 .1¢
00:00:49, sSerialds0/0
rlf RI¥ show

0 In
0 In

RIF

1a.

ip route ogpf | begin Gateway

Gateway of last resort is not zet

0.0.0/24 iz subnetted, 3 subnets

10.1.1.0 [110/12%5]) wia 192.168.10.5, 00:27:14, sSerialdsor1
10.1.2.0 [110/12%5] wia 192.168.10.5, Q00:27:14, seriald/o0f1
10.2.1.0 [11l0/648] wia 192.188.10.5, 00:27:57, sSeriald/s0f1

142.168.10.0/24 iz wariably subnetted, 3 szubnets, 2 masks

1982.168.10.0/30 [110/12%4] wvia 192.168.10.5, 00:27:57,
Sarialf sl




OSPF Route Summarization

Calculating the Summary Route

10.1.0.0/22 g

10.1.0.0 255.255.252.0

|
| Some Bits Are
Step 1 Step 2 ! Different
10.1.1.0 ﬂﬂﬂﬂlﬂlﬂ.ﬂﬂﬂﬂﬂﬂﬂl.ﬂﬂﬂﬂﬂﬂ:ﬂ'l-ﬂﬂﬂﬂﬂﬂﬂﬂ
10.1.2.0 I:II:IEIEIIEIIEI.Dﬂﬂﬂﬂﬂﬂl.ﬂﬂﬂﬂﬂﬂ:lﬂ'-ﬂﬂﬂﬂﬂﬂﬂﬂ
i
|
I
Step 3 ,
|
10.1.1.0 00001010.00000001. ﬂﬂﬂﬂﬂﬂ:ﬂﬂ_ﬂﬂﬂﬂﬂﬂﬂﬂ
255.255.252.0 11111111.11111111.11111100.00000000
I
i
|
|
f22
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OSPF Route Summarization

Configuring Interarea Route Summarization

Rl (config) 4 router ospf 10

Rl (config-router) 4 area 1 range 10.1.0.0 255.255.252.0
Rl (config-router) I

R1

Rl4 show ip route ospf | begin Gateway
Gateway of last resort is not set

10.0.0.0/8 is wariably subnetted, & subnets, 3 masks
o 10.1.0.0/32 is a summary, 00:00:0%, mullo <€
ln] 10.2.1.0/24 [110/648] wvia 22.168.10.2, 00:00:0%9,
seriald/0/0
O Ia 19%2.168.1.0/24 [110/1295] wia) 192.168.10.2, Q40:00:09,
Seriald/0/0 R3
O IR 1%2.168.2.0/24 [110/1295] wvial 1%2.168.10.2, QOD:0

Serialo/o/fa0
192.168.10.0/24 is wvariably spbnetted, 3 subnets

k34 show ip route ospf | begin Gateway
Gateway of last resort is not set

mazks

o 192.168.10.4/30 [110/1294]fvia 152.168.10.2, 10.0.0.0/8 iz wariasbly subnetted, 2 subnets, 2 masks
D= 00z 0d, - SEEia LBk > |o 12 10.1.0.0/22 [110/1295] via 192.168.10.5, 00:00:06,
Rl# serialn/ns1

0 10.2.1.0/24 [110/648] via 1%2.168.10.5, 00:2%9:23,
Serialb/0/1

1%2.169.10.0/24 is wariably subnetted, 3 subnets, 2
mazks
0 192,.168.10.0/30 [110/1294] wia 192.168.10.5,
00:29:23, Serialls0/1
R3¥




Verifying Multiarea OSPF

Verifying Multiarea OSPF

The same verification commands are used to verify single-area
OSPF and can be used to verify multiarea OSPF:

= show ip ospf neighbor

= show ip ospf

= show ip ospf interface

Commands specific to multiarea information include:
= show ip protocols

= show ip ospf interface brief

= show ip route ospf

= show ip ospf database

Note: For OSPFv3, substitute ip with ipvé.




Verifying Multiarea OSPF

Verifying General Multiarea OSPF Settings

R1l4 show ip protocols
*++ TP Routing is MSF aware *#**

Routing Protocol is "ospf 107
outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 1.1.1.1
It iz an area beorder router
Mumber of areas in this router is 2. 2 normal 0 stub O nssa
Maximum path: 4
rRouting for WNetworks:
10.1.1.1 0.0.0.0 area 1
10.1.2.1 0.0.0.0 area 1
192.168.10.1 0.0.0.0 area 0
rRouting Information Scurces:

Gateway Distance Last Update
A,3.3.3 110 02:20:36
2.2.2.2 110 02:20:3%9

Distance: (default iz 110)

Rl¥

Rl%¥ show ip ospf interface brief
Interface FID Area IF Address/Mask Cost State wbhrs F/C

Seds0/0 10 ] 1%92.168.10.1/730 &4 PZP 1/1
Giasl 10 1 10.1.2.1/24 1 LR asn
Gias0 10 1 10.1.1.1/24 1 LR asn

R1%
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Verifying Multiarea OSPF

Verify the OSPF Routes

El4 show ip route ospf | begin Gateway
Gateway of last resort is not set

10.0.0.0/8 is wvariably subnetted, 5 subnets, 2 masks

0 10.2.1.0/24 [110/648] wvia 192.168.10.2, 00:26:03,
Seriald/a/0
O In 192.168.1.0/24 [110/71295] wia 1%2.168.10.2, 00:26:03,
seriald/o/0
O Ia 192.168.2.0/24 [110/71295] wia 122.168.10.2, 00:26:03,
seriald/o/0
192.168.10.0/24 is wariably subnetted,3 subnets,? masks
O 192.168.10.4/30 [110/712%4] via 192.168.10.2, D00:26:03,
seriald/0/0

El#
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Verifying Multiarea OSPF

Verifying the Multiarea OSPF LSDB

Verifying the OSPF LSDB on R1

k14 show ip ospf database
OSFF Router with ID (1.1.1.1) (Frocess ID 14)

router Link States (area 0)
Link ID ADV Router Aage Segé checksum Link count

1.1.1.1 1.1.1.1 TZ5  Ox30000005 COxOOFSED 2
2.2.2.2 2.2.2.2 895  Ox30000007 COxO0O3DEL 5
sl oo SR BBl Ox80000005 OxOOFFS1 2

Summary Met Link sStates (Area 0)
Link ID ADV Router Age Seg# checksum

10.1.1.4 1.1.1.1 T25  4x30000006e Ox0OD1SS
10.1.2.40 1.1.1.1 T25 0x80000005 COxOODCESE
132.168.1.0 A BE1  Jdx80000006 OxODTZ4E
132 . 168.2.0 A F. 3.3 BE1  0x80000005 OxOODG93T
FRouter Link States (Area 1)
Link ID ADV Router Age Seg#é checksum Link count
1.1.1.1 1.1.1.1 T2  4x3d0000de OxOOTCDIC 2
Summary Met Link States (Area 1)

Link ID ADWV Router  Age Seg# Checksum
10.2.1.4 1.1.1.1 T25 Ox80000005 OxOD4ASC
132 .168.1.0 1.1.1.1 TZ5 0x80000005 OxOOES33
132 .168.2.0 1.1.1.1 TZ3  4x30000045 Ox00AZSD
1. 1s8.10.0 1.1.1.1 T25  Ox300000405 Ox0OB3DO
13z.1g8.10.4 1.1.1.1 T25 Ox804000005 OxXODOE3Z

Rl




Verifying Multiarea OSPF

Verifying Multiarea OSPFv3

Area 0
2001:DB8:CAFE:2::/64

2001:DB8:CAFE:AD01::/64

GO/0 ‘ 1

2001:DB8:CAFE:1::/64
Area 1 Area 2

Ri¥ show ipvé protocols
IFvEé Eoukbing Frotocol iz "connected”
IFvé Foukbing Frotocol iz "ND™
IPvE Eouting Frotocol iz "ospf 10V
Eouter ID 1.1.1.1
Araea border router
Kumber of arsas: 2 normal, O satub, O nssa
Interfaces {Area 0):
Beriald/0s0
Interfaces {Area 1):
GilgabitEtharnetis 0
Radistribution:
Hone
r1§

2001:DB8:CAFE:3::/64

Rlf show ipvé ospf interface brief

Intarface FID hraa Intf ID cast State Whra F/C
20 040 10 0 [ 647 EZE 151
G100 in 1 3 1 DR 00

rif




Verifying Multiarea OSPF

Verifying Multiarea OSPFv3 (cont.)

zl¥ show ipvb rounte ospf
IPvE Routing Table - default - 8 entries
Codes: © - Connected, L - Loczl, 3 - 3tatic, T - Per-user Static

route
B - BGF, R - RIF, H — NHRPF, Il - I5Is Ll
I2 - 13I8 L2, IA - IS13 interarea, I5 - ISIS summary, D -
EIGEE
EX - EIGEP external, W0 - WD Default, ¥op - WD prefix, DCE -
raztination
MDr - Redirect, 0 - QSPF Intra, OI - CSPF Inter, OBl - O3FF
Area 0 axt 1
2001:DB8:CAFE:2:-/64 OEZ - OSPF ext 2, oMl - OSFF NSSR ext 1, ONZ - CSPF NS5A ext 2

0 2001:0B8:CAFE:2::/64 [110/648)
wia FEBO::2, Serialdsof m

0 2001:DBE:CAFE:3::/64d [110/12%5]
via FEBO::2, Serialnso0f0

Ju] 2001 :DBR:CAFE:R002: 1 /64 [110/1234]
wia FEBO::2, Serialdsof m

mif

2001:DB8:CAFE:AD01::/64 i 2001:DB8:CAFE:AD02::/64

2001:DB8:CAFE:1::/64 2001:DBS: CAFE:3::/64
Area 1 Area 2




Verifying Multiarea OSPF

Verifying Multiarea OSPFv3 (cont.)

Brea 0
2001:DB8:CAFE:2::/64

2001:DB8:CAFE:1::/64
Area 1

2001:DB8:CAFE:3::/64

Area 2

kl%# show ipv6 ospf database
O8PFv3 Router with ID (1.1.1.1) (Fracess ID 10)

Fouter Link =Statez (area 0)

ADV Router  Age Seqg# Fragment ID Link cocunt Bits
1.1.1.1 1617 Ox8d000002 0 1 =
2.2.2.2 1484 Ox8d000002 0 2 Hone
3.3.3.3 14 Ox80000001 2 1 =]

Inter Area Prefix Link states (ARrea 0)

ADV Router  age Segé prefix
1.1.1.1 1833 OxBOOO0O001 2001:DBEB:CAFE:1::/64
3.3.3.3 1478 OxBOOO0O001 2001:DEB:CAFE:3::/ /64

Link (Type-8) Link States (aArea 0}

ADV Router  age Segé Link ID Interface
1.1.1.1 1843 0xBOOQODOD1 & 3e0/0/0
2.2.2.2 161% 0xBOOQODOD1 & 3e0/0/0

Intra Area PFrefix Link 3tates (Rrea 0)
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Trivia

= Did Chuck Norris in fact invent the internet?
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