Cisco
2600/3600

Cisco 7507
Router
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Route table R2 Z

NETWORK SEND TO HOP J<
195.181.55/24 195.181.55.1 c
192.168.1.8/30 | 192.168.1.10
192.168.1.12/30 | 192.168.1.13
195.181.54/24 192.168.1.9
192.168.1.4/30 | 192.168.1.9
195.181.56/30 192.168.1.14
192.168.1.16/30 | 192.168.1.14
0.0.00 192.168.1.14
= R ———

Route table R3
NETWORK SEND TO HOP

ENI[UTNY Y ST P

195.181.56/24 | 195.181.56.2 1
192.168.1.4/30 | 192.168.1.6 1
192.168.1.12/30 | 192.168.1.14 1
195.181.54/24 | 192.168.1.5 2
192.168.1.8/30 | 192.168.1.5 2
=Ex 195.181.55/24 | 192.168.1.13 2
192.168.1.16/30 | 195.181.56.1 2
0.0.0.0 195.181.56.1 3

L

Route table R1 Route table R4
NETWORK SEND TO NETWORK SEND TO HOP
195.181.54/24 | 195.181.54.1 195.181.56/30 | 195.181.56.1 1
192.168.1.4/30 | 192.168.1.5 192.168.1.16/30 | 192.168.1.18 1
192.168.1.8/30 | 192.168.1.9 192.168.1.4/30 | 195.181.56.2 2
195.181.55/24 | 192.168.1.10 192.168.1.12/30 | 195.181.56.2 2
192.168.1.12/30 | 192.168.1.10 195.181.54/24 | 195.181.56.2 3
195.181.56/24 | 192.168.1.6 195.181.55/24 | 195.181.56.2 3
192.168.1.16/30 | 192.168.1.6 192.168.1.8/30 | 195.181.56.2 3
2

0.0.0.0 192.168.1.6 0.0.0.0 102.168.1.17

e =




Protocol From To
TCP 192.168.0.101:1152 80.80.12.116:80
TCP 192.168.0.102:1152 80.80.12.116:80

TCP

192.168.0.101:1153

80.80.12.116:80

Protocol From To
TCP 81.1.30.9:1152 80.80.12.116:80
TCP 81.1.30.9:2345 80.80.12.116:80
TCP 81.1.30.9:1153 80.80.12.116:80
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3, 2008 and 2012 has intutive
ols.

S Manager

File Acion View Help
LG EIENSEI I=IEREE
=, DNS

El § SATURN

[= | Forward Lookup Zones

Name ~ | Type | Data

ﬂ (same as parent folder)  Start of Authority (SOA) [5], saturn. tekkom.local., hostmaster, tekkom.local.
ﬂ (same as parent folder)  Name Server (NS) saturn. tekkom.local.

8l mydomain.com ] (same as parent folder)  Mail Exchanger (MX) [10] mail.mydomain.com.

ﬂ (same as parent folder)  Mail Exchanger (MX) [20] mail. myotherdomain. dk.

= mail Hast (&) $3.90.47.90

Ewww Hast (&) 83.90.47.30

HOUSE OF
SEECETE N B0 BY

0000~ 000

+
~esa Mercantec

- e ,énce has highest priority and will be
Xt lowest preference is tried.

T —— - ——
C:\>nslookup -type=MX ascom.se

Server: resolverl.opendns.com

Address: 208.67.222.222

Non-authoritative answer:

ascom.se MX preference = 1@, mail exchanger = mail.ascom.se
ascom.se MX preference = 20, mail exchanger = mail.ascom.nl




DHCP lease pool on server:

IP address range: 194.182.53.10 - 194.182.53.199

Subnet mask: 255.255.255.0

DNS server: 192.71.13.54

Default gateway: 194.182.53.1
|

DHCP Client DHCP
1. DHCP-Discover  )server(s)

Server 2
Serverl FIL PRINT

DNS

Printer

172.30.0.0/30

router interfaces facing the
DHCP clients to forward incoming .
DHCP packets to 192.168.0.2 y




[ﬁ Address Pool
C@ Address Leases
@ Reservations
| ., Scape Options
[ Scope [192.168.128.0] TK-C01
] Scope [192.168.130.0) TK-A05
[ Scope [192.168.132.0] TK-A11

Eﬂ 004 Time Server

5] 006 DNS Servers

gi 042 NTP Servers

Eﬂ 066 Boot Server Host Name
Ei 067 Bootfile Mame

Standard
Standard
Standard
Standard
Standard

[ Drce =] [[option Name [ vendor [ value [ class
E § satum.tekkom.local i 003 Router Standard 172.16.4.19 % None
S| i Pva 015 DNS Domain Mame Standard tekkom.local None

Bl [ Scope [172.16.4.0] Togk_DHCP 121 Classless Static Routes Standard 192.168.139.0, 255.255.255.0, 172.16.4.19  None

172.16.4.16
172.16.4.66
172.16.4.16
fog. tekkom.dk
pxelinux. 0




172.16.0.0
172.16.1.0
172.16.2.0

172.16.253.0
172.16.254.0

172.16.255.0







/24 255.255.255.0 11111111.11111111.11111111.00000000
/25 259 0 255,299 - 128 11111111.11111111.11111111.10000000
/26 2595255255192 11111111.11111111.11111111.11000000
/27 255.255.255.224 11111111.11111111.11111111.11100000
/28 255.255.255.240 11111111.111111711.11111111.11110000
/29 255.255.255.248 11111111.11111111.11111111.11111000
/30 255.255.255.252 11111111.11111111.11111111.11111100 ||

10



2552552550

/25

255.255.255.128

126

/26

255.255.295.192

/27

255.255.255.224

/28

255.255.255.240

/29

255.255.255.248

255.255.255.252

11



a __ Host part
11000011 . 10110101 . 11 00000000
11000011 . 1011010 .| 00000001
.| 00000010

All host bits zero. This is a . 00110110 || EREsEG
lllegal IP address and is used as | . ooi10110 || 00111111

the network name . 00110110 |.| 01000000
. 00110110 |.| 01000001

11000011 . 10110101 . 00110110 | 01111110

. 00110110 o 01111111

. .. . 00110110 |.| 10000000

All host bits one. Tr_us is a " 00110110 || 10000001
lllegal IP address and is used as 0
the broadcast address of the - QULIENLE | | AELILIE

. 00110110 |.| 10111111

network . 00110110 |.| 11000000

. 00110110 |.| 11000001

11000011 . 10110101 . 11111110
11000011 . 10110101 . 11111111

+
~esa Mercantec

195.181.54.0/24

All seven host bits one. This is a
lllegal IP address and is used as
the broadcast address of the
Network 195.181.54.0/25

11000011 .

0000010

0111110

11000011 . 10110101 . - .
11000011 . 10110101 . 00110110 .

11000011 . 10110101 .
11000011 . °

All seven host bits zero. This is a
lllegal IP address and is used as
the network name 195.181.54.128/25 |

11000011 . 10110101 . 00110110 .
11000011 . 10110101 . 00110110 .

195.181.54.0/25

195.181.54.128/25

12
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_ Host part_

11000011 . 10110101 . 00110110 . 00000000
11000011 . 10110101 . 00110110 . 00000001
11000011 . 10110101 . 00110110 . 0Q0OOO10

11000011 . 10110101 . 00110110 . 00111110
11000011 . 10110101 . 00110110 . 00111111

r195.181.54.0/26

11000011 . 10110101 . 00110110 . 01000000
11000011 . 10110101 . 00110110 . 01000001

11000011 . 10110101 . 00110110 . 01111110
11000011 . 10110101 . 00110110 . 01111111

- 195.181.54.64/26

11000011 . 10110101 . 00110110 . 10000000
11000011 . 10110101 . 00110110 . 10000001

11000011 . 10116101 . 00110110 . 101i1110

-195.181.54.128/26

11000011 . 10110101 . 00110110 . 10@11111

11000011 . 10110101 . 00110110 . 1:Lﬁ00000
11000011 . 10110101 . 00110110 . 11000001

11000011 . 10110101 . 00110110 . 11111110

r195.181.54.192/26

11000011 . 10110101 . 00110110 . 13111111

=

A
)

I
|
A \ it
\

The centerrouter will route traffic
to the branches based on the subnet bits
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00 = Viborg
10 = Stockholm
[

01 = Oslo
11 = Copenhagen

195.181.54.0/26
DG: 195.181.54.1
Usable IP’s: 62

Viborg

195.181.54.64/26
DG: 195.181.54.65
Usable IP’s: 62

Oslo

Stockholm
195.181.54.128/26

DG: 195.181.54.129
Usable IP’s: 62

Copenhagen
195.181.54.192/26
DG: 195.181.54.193
Usable IP’s: 62

The internet provider will route

All trafic to 195.181.54.0/24
To the center router

13



195.181.54.0/26 195.181.54.64/26
DG: 195.181.54.1 DG: 195.181.54.65
Usable IP’s: 62 Usable IP’s: 62

Viborg Oslo

Stockholm
195.181.54.128/26

DG: 195.181.54.129
Usable IP’s: 62

Copenhagen
195.181.54.192/26
DG: 195.181.54.193
Usable IP’s: 62

The internet provider will route
All trafic to 195.181.54.0/24
To the center router

14
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VLAN capable switch

VLAN capable switch VLAN capable switch

VLAN 100
VLAN 200

17
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vitch and

IP phone ethernet port connects to
Switch in rack closet typically through
RJ45 wall plug.

IP phone ethernet port connects to he PC
Users PC
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VLAN capable switch

VLAN 100
VLAN 200

VLAN 200

Trunk VLAN capable switch
VLAN 100
I I I

[ Trunk | [ Trunk | | Trunk |
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Caesar

36 (less than 6 bit)

Very insecure

0,000.000.000.72 second

DES

56 bit

Insecure

400 days

Triple DES

56, 112 or 168 bit

(In)secure

112 bit key: 800 days

AES

128, 192 or 256 bit

Secure

128 bit key: 5 x 10"21 year
~ - o T e
=

http://arxiv.org/ftp/arxiv/papers/1003/100

21
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» Network designers protect the network
Infrastructure and servers by
— Establishing trust boundaries
— Firewalls

» Network designers protect network from
— Intrusion from unwanted sources
— Non-authorized equipment
— User authentication and user rights
— Physical locked server rooms and wiring closets
— Eavesdropping by encrypting data

HOUSE OF
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» A switch sorts traffic based on MAC
addresses.

» A switch has limited memory

mars.tekkom.dk - PuTTY |

freja#show mac address-table
Mac Address Table

DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC Fa0/10

.187¢c.b400 DYNAMIC Fa0/13

22
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Notice small change
in password e to i
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dc.ascom.no

192.168.1.10

serverl.ascom.no

192.168.1.21

server2.ascom.no

192.168.1.22

clientl.ascom.no

192.168.1.101

client2.ascom.no

192.168.1.102

28
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Buzzword

Explanation

Domain member

A host — server or client — belonging to a domain

Domain controller(s)

One ore more servers holding the Active Directory

Domain Consists of at least one DC and zero or more domain
members

Tree Atree consists of one or more domains grouped in a hierarchy

Forest A collection of one or more trees

Object A collection of properties which together is a resource
For example a user is an object consisting of many properties
-username, login name, password, extension.....

ou Organizational Unit — A container holding objects for easy

administration.

For example:
If a OU is holding 1000 user objects — You can configure a
policy on the OU to a new background image on the desktop.

Then all the users PC’s will show that image.

29
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J@ Console Wi

|J Action  View |J (] -}|

B XFRE 2| eBavaen |

Tree I Sales 12 objecks
@ Active Directory Users and Computers | | Mame [ Tvpe [ Description
=8 @ Fabrikam com (1 East Organizational Unik

-[Z7 Euiltin (&8 west Organizational Unik
-[(7 Computers (33 Pacific Organizational Unik
(24 Domain Controllers (& Eurape Organizational Unit
(2 ForeignSecurityPrincipals (&l Management Organizational Urit
<[ Lestandround Eiea Computer
[ System =yirgo Computer
H (0 Users Anuarius Computer
q P

s ] E . €50l Sales Personnel  Security Group - Global

- a5
.23 west ﬂESaIBs East Security Group - Global
28] Pacific ﬁialas est Security Group - Global
223 Europe Psales Shared Folder

(%3 Management
[

.—”—u—u—”—‘@

- Agquarius
-4 All Sales Personnel
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