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Note for Instructors

o
e These presentations are the result of a collaboration among
the instructors at St. Clair College in Windsor, Ontario.

Thanks must go out to Rick Graziani of Cabrillo College. His
material and additional information was used as a reference
in their creation.

If anyone finds any errors or omissions, please let me know
at:

» tdame@stclaircollege.ca.
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The Routing Table: A Closer Look
B

The Routing Table Structure

Rifshow ip route
oI - RIP, ¥ - mobile, B - EGP
RE, EX - EIGRP external, O - OSPF, IA - 0SPF inter area

-I5 inter arsa

@ateway of last resort is 0.0.0.0 to network 0.0.0.0

/24 is subnetted, 3 subnets

102.168.1.0/24 is
0.0.0.0/0 is directly
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Introduction

As a network administrator, it is important to know the routing
table in depth when troubleshooting network issues.

Understanding the structure and lookup process of the
routing table will help you diagnose any routing table issue.

Assist you in answering questions like:
Is the packet being forwarded as expected?
Is the packet is being sent elsewhere?

Why isn't the packet being forwarded to the correct
destination?

Has the packet has been discarded?
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Lab Topology

Router R1 and R2 share a IS
common 172.16.0.0/16 network
that is divided into /24 subnets. R2 and R3 are

connected by
— the

S0/0/1 192.168.1.0/24

a network,

172.16.2.0/124 |

s0/0/0
172.16.1.0/24 DCE /

R3 also has a 172.16.4.0/24 subnet that is
disconnected, or discontiguous, from the
172.16.0.0 network that R1 and R2 share. |,
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Lab Topology

S
¢ Interface Configurations for R1 and R3:

Rl (config)# interface FastEthernet0/0

Rl (config-if)# ip address 172.16.1.1 255.255.255.0
Rl (config-if)# no shutdown

Rl (config-if)# interface sSerial0/0/0

Rl (config-if)# ip address 172.16.2.1 255.255.255.0
Rl (config-if)# clock rate 64000

Rl (config-if)# no shutdown

R3 (config)# interface FastEthernet0/0

R3 (config-if)$# ip address 172.16.4.1 255.255.255.0
R3 (config-if)# no shutdown

R3 (config-if)# interface Serial0/0/1

R3 (config-if)# ip address 192.168.1.2 255.255.255.0

R3 (config-if)# no shutdown
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Routing Table Entries

Router# show ip route
<output omitted>

Gateway of last resort is not set

10.0.0.0/16 is subnetted, 1 subnets

10.1.0.0 is directly connected, Serial0/0/1
172.16.0.0/24 is subnetted, 4 subnets

172.16.1.0 [120/1] wvia 172.16.2.1, 00:00:08, sSerial0/0/0

172.16.2.0 is directly connected, Serial0/0/0

172.16.3.0 is directly connected, FastEthernet0/0

172.16.4.0 is directly connected, Serial0/0/1
192.168.1.0/24 is directly connected, Serial0/0/1
192.168.100.0/24 is directly connected, Serial0/0/1

¢ Routing table entries from the following sources:
» Directly connected networks.
 Static routes.
* Dynamic routing protocols.

CCNA2-7 Chapter 8

Routing Table Entries

Router# show ip route
<output omitted>

Gateway of last resort is not set

10.0.0.0/16 is subnetted, 1 subnets

10.1.0.0 is directly connected, Serial0/0/1
172.16.0.0/24 is subnetted, 4 subnets

172.16.1.0 [120/1] wvia 172.16.2.1, 00:00:08, sSerial0/0/0

172.16.2.0 is directly connected, Serial0/0/0

172.16.3.0 is directly connected, FastEthernet0/0

172.16.4.0 is directly connected, Serial0/0/1
192.168.1.0/24 is directly connected, Serial0/0/1
192.168.100.0/24 is directly connected, Serial0/0/1

The routing table hierarchy in Cisco 10S software was
originally implemented with the classful routing scheme.

It incorporates both classful and classless addressing but the
overall structure is still built around this classful scheme.
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Routing Table Entries

Router# show ip route
<output omitted>

Gateway of last resort is n

1
10.0.0.0/16 is netted, 1 subnets
10.1.0.0 1 i

172.16.0.0,/24 ig subnetted, 4 subnets
172.16.1.0 [1p0/1] wia 172.16.2.1, 00:00:08, Serial0/0/0
172.16.2.0 isg directly connected, Serial0/0/0
172.16.3.0 ig directly connected, FastEthernet0/0
172.16.4.0 is| directly connected, Serial0/0/1

192.168.1.0/24 iJs directly connected, Serial0/0/1

192.168.100.0/24] is directly connected, Serial0/0/1

The routing table is actually a hierarchical structure that is

used to speed up the lookup process when locating routes
and forwarding packets.

For simplicity, we discuss all routes as one of two levels:
level 1 or level 2.

CCNA2-9

I

naoaunaoaomx

Chapter 8

Level 1 Routes

R2# debug ip routing

IP routing debuggi i i i
R2# conf t é = ’

R2 (config)# interface serial 0/0/1 — :

R2 (config-if)# ip address 192.168.1.1 255.255.255.0
R2 (config-if)# clock rate 64000

R2 (config-if)# no shutdown

R2 (config-if)#
00:11:06: %LINK-3-UPDOWN: Interface Serial0/0/1, changed state to up
R2 (config-if)#

RT: add 192.168.1.0/24 wvia 0.0.0.0, connected metric [0/0]

RT: interface Serial0/0/1 added to routing table

R2 (config-if)# end

R2# undebug all

All possible debugging has been turned off

e Debugging is enabled and the Serial 0/0/1 interface for R2 is
configured with the 192.168.1.1/24 address.
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Level 1 Routes
B

RT: add 192.168.1.0/24 via 0.0.0.0, connected metric [0/0]
RT: interface Serial0/0/1 added to routing table
R2 (config-if)# end

R2# show ip route
<output omitted>

c 192.168.1.0/24 is directly connected, Serial0/0/1

e A level 1 route is a route with a subnet mask equal to or less
than the classful mask of the network address.

e 192.168.1.1 is a Class C address.
¢ Classful Mask — 255.255.255.0 or /24.

e 192.168.1.0/24 is a level 1 network route because the subnet
mask is equal to the network’s classful mask.
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Level 1 Routes

C 192.168.1.0/24 is directly connected, Serial(/0/1

Level 1 Routes Level 2 Routes Next-hap IP address
and/or Exit Interface

Default Level 1 Route Examples

Default Route: 0.0.0.0/0

Supernet | + Supernet Route: 192 168 0.0/22
Natirork + Network Route: 192.168.1.0/24

e A Level 1 route can function as any of the following:
» Default Route: A static route with the address 0.0.0.0/ 0.
» Supernet Route: Mask less than the classful mask.

» Network Route: A route that has a subnet mask equal to
that of the classful mask.
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Level 1 Routes

192.168.1.0/24 is directly connected, Seriall/0/1

Level 1 Routes Level 2 Routes Next-hop IP address and/or
Exit Interface

s P
Default J - Path/ Interface

Litimate Route ‘

Supernet J Path/ Interface
S ———

Liitimate Route
Network - > Path Inferface

e The level 1 route 192.168.1.0/24 can also be defined as an
ultimate route.
» A route that includes one or both of the following:
» A next-hop IP address (another path).
* An exit interface.

Chapter 8

Level 1 Routes

RT: add 192.168.1.0/24 wvia 0.0.0.0, connected metric [0/0]
RT: interface Serial0/0/1 added to routing table
R2 (config-if)# end

R2# show ip route
<output omitted>

c |192.168.1.0/24|is directly connected,|Serial0/0/1

¢ The directly connected network 192.168.1.0/24 is a level 1
network route because it has a subnet mask that is the same
as its classful mask.

e This same route is also an ultimate route because it contains
the exit interface Serial 0/0/1.
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Parent and Child Routes: Classful Networks

|- R2 (confiqg)$# interface fastethernet 0/0 ll
R2 (config-if)#f ip address 172.16.3.1 255.255.255.0
R2 (config-if)$# no shutdown
R2 (config-if)$# end

R2# show ip route Parent Route

<output omitted>

172.16.0.0/24 is subnetted, 1 subnets
172.16.3.0 is directly connected, FastEthernet0/0
192.168.1.0/24 is directly connected, Serial0/0/1

e Level 1 Parent Route:
» Two entries in the routing table.

* When the 172.16.3.0 subnet was added to the routing
table, another route (172.16.0.0) was also added.

* This first entry does not contain any next-hop IP address
or exit interface information.
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Parent and Child Routes: Classful Networks

|- R2 (confiqg)$# interface fastethernet 0/0 ll
R2 (config-if)#f ip address 172.16.3.1 255.255.255.0
R2 (config-if)$# no shutdown
R2 (config-if)$# end

R2# show ip route Parent Route

<output omitted>

Child Route
172.16.0.0/24 is subnetted, 1 subnets
172.16.3.0 is directly connected, FastEthernet0/0
192.168.1.0/24 is directly connected, Serial0/0/1

e Level 1 Parent Route:

» The heading indicates the presence of level 2 routes or
Child Routes.

» A level 1 parent route is created whenever a route with a
mask greater than the classful mask is entered into the
routing table.
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Parent and Child Routes: Classful Networks

- R2 (confiqg)$# interface fastethernet 0/0 .
R2 (config-if)#f ip address 172.16.3.1 255.255.255.0
R2 (config-if)$# no shutdown
R2 (config-if)# end

R2# show ip route Parent Route

<output omitted>

Child Route
172.16.0.0/24 is subnetted, 1 subnets
172.16.3.0 is directly connected, FastEthernet0/0
192.168.1.0/24 is directly connected, Serial0/0/1

* 172.16.3.1 /24 configured on the Fast Ethernet interface.
» 172.16.3.1 is a Class B Address
» Classful Subnet Mask: 255.255.0.0 or /16

¢ Automatically creates the Parent Route with no exit interface.
» Adds the level 2 Child Route.

CCNA2-17 Chapter 8

Parent and Child Routes: Classful Networks

172.16.0.0/24 is subnetted, 1 subnets
¢ 172.16.3.0 is directly connected, FastEthernet0/0

Level 1 Routes Level 2 Routes Next-hop IP address andior
Exit Interface

Ultimate Route

Default I Path/ Interface

Ultiimate Route

Supemet - Path/ Interface

I Utimats Routs

Network Path/ Interface

Parent Route Child Route

Ultimate Route
Network J’— —= Subnet )—#’— Path/interface

172.16.0.0 172.16.3.0 FastEthemnet0/0

J

e Alevel 2 route, then, is a route that is a subnet of a classful
network address.
» The source of a level 2 route can be a directly connected
network, a static route, or a dynamic routing protocol.
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Parent and Child Routes: A Closer Look

- . |
Classful network T Parent route with one child

1 A

| |
172.16.0.0/24 is subnetted, 1 subnets
172.16.3.0 is directly connected, FastEthernet0/0

e Parent Route:
¢ 172.16.0.0: The Classful network address for our subnet.
e /24: The subnet mask for all of the child routes

* is subnetted, 1 subnets: This part of the route specifies
that this is a parent route and in this case has one child
route (that is, one subnet).
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Parent and Child Routes: A Closer Look
s

172.16.0.0/24 is subnetted, 1 suhnetsl
172.16.3.0 is directly connected, FastEthernet0/0

Y Y

Specific child route Exit interface

——> Source is connected route

¢ Child Route:
* C: The route code for a directly connected network.
» 172.16.3.0: The specific route entry.

* is directly connected: A directly connected network with
an administrative distance of 0.

» FastEthernet0/0: Exit interface for forwarding packets.
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Adding Another Child Route

R2 (config)# interface serial 0/0/0

R2 (config-if)# ip address 172.16.2.2 255.255.255.0
R2 (config-if)# no shutdown

R2 (config-if)# end

_ Ultimate
R2# show ip route

<output omitted> P]QLJIEE‘S

172.16.0.0/24 is subnetted, 2 subnets
172.16.2.0 is directly connected, Serial0/0/0
172.16.3.0 is directly connected, FastEthernet0/0
192.168.1.0/24 is directly connected, Serial0/0/1

e Both 172.16.2.0 and 172.16.3.0 are members of the same
parent route because they are both members of the
172.16.0.0/16 classful network.

e Because both child routes have the same subnet mask, the
parent route still maintains the /24 mask but now shows two
subnets.
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Adding Another Child Route

Level 1 Routes Level 2 Routes Next-hop IP address and/ior
Exit Interface

| Ultimate Route

Default Path/ Interface

Ultimate Route

Supemet ; Path/ Interface

L Ultimate Route
Path/ Interface

Netwark

Parent Route Child Route

Uttimate Routs
Network ! Subnet }—% Path/ Interface

i72.16.0.0 172.16.2.0 Seriall/0/0

Ultimate Route
— Subnet F% Path/ Interface J

i ] FastEthernet0/0

o If there is only a single level 2 child route and that route is
removed, the level 1 parent route is automatically deleted.

o A level 1 parent route exists only when there is at least one
level 2 child route.
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Parent and Child Routes: Classless Networks

172.16.3.0/24

[172.16.1.4130 | O | 172.15.1.3!30!
h . S0/0M

S0/0/0

e Topology for discussing parent and child routes for classless
networks.

e Classless:

* VLSM has been used to subnet the 172.16.0.0/16
network into subnets with variable length subnet masks.
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Parent and Child Routes: Classless Networks

RouterX# show ip route
<output omitted>

172.16.0.0/16 is wariably subnetted, 3 subnets, 2 masks
172.16.1.4/30 is directly connected, Serial0/0/0
172.16.1.8/30 is directly connected, Serial0/0/1
172.16.3.0/24 is directly connected, FastEthernet0/0

All three subnets belong to the classful network
172.16.0.0/16 and are level 2 child routes.

» The child routes do not share the same subnet mask
because the network addressing scheme used VLSM.

Whenever there are two or more child routes with different
subnet masks belonging to the same classful network, the
routing table presents a slightly different view.

» This parent network is variably subnetted.
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Parent and Child Routes: Classless Networks

Parent Route: A Closer Look

Child routes have different

Number of subnets and

migsks B masks for this parent route

Classful parent
route

172.16.0.0/16 is wvariably subnetted, 2 subnets, 2 masks
172.16.1.4/30 is directly connected, Serial0/0/0
172.16.1.8/30 is directly connected, Serial0/0/1
172.16.3.0/24 is directly connected, FastEthernet0/0

Child routes Exit interfaces
Masks for the child routes

——» Source is connected route
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Parent and Child Routes: Classless Networks

Child Route: A Closer Look

Classful mask

Child routes have different iR arsib e

masks

Classful parent masks for this parent route

route

172.16.0.0/16 is wvariably subnetted, 2 subnets, 2 masks
{0 172.16.1.4/30 is directly connected, Serial0/0/0 Ultlmate
C 172.16.1.8/30 is directly connected, Serial0/0/1
2 172.16.3.0/24 is directly connected, FastEthernet0/0 ROUteS

Child routes Exit interfaces

Masks for the child routes l

Source is connected route
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The Routing Table: A Closer Look
N

The Routing Table
Lookup Process

Next-hop IP address and/or Exit
Level 1 Routes Level 2 Routes Interface

| Utiimate Route

Default i Path/ Interface

L Ultimate Route

Supernet J
Ulimate Route
Network ‘, R Path/ Interface

Path/ Interface

Parent Route Child Route
Uttimats Routs J

Network l—‘: Subnet —_— Path/ Interface
Subnet }—M—b Path/ Interface
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Routing Table Lookup Process
e e

Vers. I IHL Service Type Packet Length
Identification Flag | Frag. Offset
Time o Live | Protocol Header Checksum

Source Address

pt set

Destination Address

| = g ed, 1 subnets

10.1.0.0 is directly connected, Serial0/0/1
'172.16.0.0/24 is subnetted, 4 subnets

172.16.1.0 [120/1] wvia 172.16.2.1, 00:00:08, Serial0/0/0

172.16.2.0 is directly connected, serial0/0/0

172.16.3.0 is directly connected, FastEthernet0/0

172.16.4.0 is directly connected, Serial0d/0/1
192.168.1.0/24 is directly connected, Serial0/0/1
192.168.100.0/24 is directly connected, Serial0/0/1

e When a router receives a frame on one of its interfaces:

» The routing table lookup process compares the
destination IP address of the incoming packet with the
entries in the routing table.

* The best match between the packet's destination IP
address and the route in the routing table is used to
) determine the interface used to forward the packet.
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Routing Table Lookup Process

R2 (config)# router rip
R2 (config-router)# network 172.16.0.0
R2 (config-router)# network 192.168.1.0

172.16.3.0/24

S0/01M
DCE

168.1.0124
Rl (config)# router rip

Rl (config-router)# network 172.16.0.0

S0/011 172.16.4.0/24

R3 (config)# router rip
R3 (config-router)# network 172.16.0.0
R3 (config-router)# network 192.168.1.0
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Routing Table Lookup Process

192.168.1.0124
S 172.16.4.0124

R1# show ip route A o) e
172.16.0.0/24 is subnetted, 3 subnets = : ‘aﬁ

c 172.16.1.0 is directly connected, FastEthernet0/0

(4] 172.16.2.0 is directly connected, Serial0/0/0

R 172.16.3.0 [120/1] wia 172.16.2.2, 00:00:25, serial0/0/0

R 192.168.1.0/24 [120/1] wia 172.16.2.2, 00:00:25, Serial0/0/0

R2# show ip route
172.16.0.0/24 is subnetted, 3 subnets
R 172.16.1.0 [120/1] wvia 172.16.2.1, 00:00:07, Serial0/0/0
c 172.16.2.0 is directly connected, Serial0/0/0
C 172.16.3.0 is directly connected, FastEthernet0/0
c 192.168.1.0/24 is directly connected, Serial0/0/1

R3# show ip route

172.16.0.0/24 is subnetted, 1 subnets
c 172.16.4.0 is directly connected, FastEthernet0/0
i 192.168.1.0/24 is directly connected, Serial0/0/1
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Routing Table Lookup Process

As you would expect, there are reachability problems.

Rl# show ip route
172.16.0.0/24 is subnetted, 3 subnets
c 172.16.1.0 is directly connected, FastEthernet0/0
(4] 172.16.2.0 is directly cWmpected, Serial0/0/0
R 172.16.3.0 [120/1] wia 172.16. 00:00:25, sSerial0/0/0
R 192.168.1.0/24 [120/1] wia 172.16.2.2, U®=0Q:25, Serial0/0/0

- No route to
R2# show ip route

172.16.0.0/24 is subnetted, 3 subnets 172.16.4.0
R 172.16.1.0 [120/1] wvia 172.16.2. oy
c 172.16.2.0 is directly copn ed, Serial0/0/0
C 172.16.3.0 is directly connected, FastEthernet0/0
c 192.168.1.0/24 is directly connected, Serial0/0/1

R3# show ip route No route to

172.16.0.0/24 is subnetted, 1 subnets 172.16.1.0
(o 172.16.4.0 is dire 3 1721620

(4] 192.168.1.0/24 is directly connected, Seriall

172.16.3.0
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Steps in the Routing Table Lookup Process

Next-hop IP address and/or Exit -
Level 1 Routes Level 2 Routes Interface

| Uttimate Routs

Default J Path/ Interface

Ultimate Routs

Supernet lf Path/ Interface

\ Ultimats Route

Network J Path/ Interface

Parent Route Child Route

1 Uttimate Route

Network 1i | Subnet j Path/ Interface

L Uitimate Routs

Subnet Path/ Interface

e Step 1:
» The router examines level 1 routes, including network
routes and supernet routes, for the best match with the
destination address of the IP packet.

CCNA2-32 Chapter 8




Steps in the Routing Table Lookup Process

Next-hop IP address and/or Exit .
Level 1 Routes Level 2 Routes Interface

| Uttimate Routs

Default J

L Ultimate Routs

Supernet f

\ Ultimats Route

Network J

—_—

Path/ Interface

Path/ Interface

Path/ Interface

Parent Route Child Route

1 Uttimate Route

Network ’—E Subnet Path/ Interface

Ultimaie Route
:  — Path/ Interface

Subnet

e Step la:
+ |If the best match is a level 1 ultimate route (a classful
network, supernet, or default route) use this route to
forward the packet.
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Steps in the Routing Table Lookup Process

Next-hop IP address and/or Exit .
Level 1 Routes Level 2 Routes Interface

| Uttimate Routs

Default J
Supernet lf

\ Ultimats Route

Network J

—_—

Path/ Interface

[7) R
sty Toe Path/ Interface

Path/ Interface

Parent Route Child Route

Uitimate Route
Network ’— Subnet L e Path/ Interface

Ultimaie Route
:  — Path/ Interface

Subnet

e Step 1b:
* If the best match is a level 1 parent route, examine the
child routes.
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Steps in the Routing Table Lookup Process

Next-hop IP address and/or Exit .
Level 1 Routes Level 2 Routes Interface

| Uttimate Routs

Default J Path/ Interface

Ultimate Routs

Supernet lf Path/ Interface

\ Ultimats Route

Network J Path/ Interface

—_—

Parent Route Child Route

1 Uttimate Route

Network Ii Subnet Path/ Interface

Ultimaie Route
:  — Path/ Interface

Eat Subnet

e Step 2:
» The router examines child routes (the subnet routes) of
the parent route for a best match.
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Steps in the Routing Table Lookup Process

Next-hop IP address and/or Exit .
Level 1 Routes Level 2 Routes Interface

| Uttimate Routs

Default J Path/ Interface

Ultimate Routs

Supernet lf Path/ Interface

\ Ultimats Route

Network J Path/ Interface

—_—

Parent Route Child Route

Uttimate Route

Network Ii | Subnet L Path/ Interface

OTEne ROt

Subnet - Path/ Interface

e Step 2a:

* If there is a match with a level 2 child route, that subnet is
used to forward the packet.
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Steps in the Routing Table Lookup Process

Next-hop IP address and/or Exit .
Level 1 Routes Level 2 Routes Interface

Ulimate Rouie
Default i et Path/ Interface

Ultimate Routs

Supernet lf Path/ Interface

\ Ultimats Route

Network J Path/ Interface

No Match!
Parent Route

Child Route

1 Uttimate Route

Network Ii Subnet Path/ Interface

1 Uitimate Routs

1 Subnet

Path/ Interface

e Step 2b:
+ If there is not a match with any of the level 2 child routes,
check the routing behaviour.
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Steps in the Routing Table Lookup Process

Next-hop IP address and/or Exit .
Level 1 Routes Level 2 Routes Interface

Ulimate Rouie
Default i et Path/ Interface

Ultimate Routs

Supernet lf Path/ Interface

\ Ultimats Route

Network J Path/ Interface
Classful or

Parent Route .
il e rot 1815512557
Network Ii Subnet L Path/ Interface

1 Uitimate Routs

1 Subnet

Path/ Interface

e Step 3:
* |s the router implementing classful or classless routing
behavior?

» We'll get into Routing Behaviour in a moment!
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Steps in the Routing Table Lookup Process

Level 1 Routes

Level 2 Routes

Next-hop IP address and/or Exit .
Interface

Ultimats Rouie

Default J

Path/ Interface

Ultimate Routs

Supernet lf
I

Path/ Interface

Utiimate Rouie

Network J

—_—

Parent Route

Network Ii

1 Subnet

e Step 3a:

Child Route
|

Path/ Interface

Classful or

|
2357

Uttimate Roeg ] ELSSI

Subnet
L

Path/ Interface

Uitimate Route

Path/ Interface

« If classful routing behavior is in effect, terminate the
lookup process and drop the packet.

» We'll get into Routing Behaviour in a moment!
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Steps in the Routing Table Lookup Process

Level 1 Routes

Level 2 Routes

Next-hop IP address and/or Exit .
Interface

Ultimats Rouie

Default J

Path/ Interface

Ultimate Routs

Supernet lf
I

Path/ Interface

Utiimate Rouie

Network J

—_—

Parent Route

Network Ii

1 Subnet

e Step 3a:

Child Route
|

Path/ Interface

Classful — Drop it!

Uttimate Route

Subnet
L

Path/ Interface

Uitimate Route

Path/ Interface

« If classful routing behavior is in effect, terminate the
lookup process and drop the packet.

» We'll get into Routing Behaviour in a moment!
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Steps in the Routing Table Lookup Process

Next-hop IP address and/or Exit .
Level 1 Routes Level 2 Routes Interface

Ulimate Rouie
Default i et Path/ Interface

Utimate Route
Supernet jl S Path/ Interface

Utiimate Rouie

Network i Path/ Interface

\ Classless — Continue!
Parent Route - -

Child Route

Uitimate Route
Network ’— Subnet L e Path/ Interface

1 Uitimate Routs

Subnet

Path/ Interface

e Step 3b:

* If classless routing behavior is in effect, continue
searching level 1 supernet routes in the routing table for a
match, including the default route, if there is one.
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Steps in the Routing Table Lookup Process

Next-hop IP address and/or Exit .
Level 1 Routes Level 2 Routes Interface

Ulimate Rouie
Default i et Path/ Interface

Utimate Route
Supernet jl S Path/ Interface

Ultiimate Rouie

Network i Path/ Interface

\ Classless — Continue!
Parent Route

Child Route

Network ’— Subnet il Path/ Interface

Ultimaie Route
Subnal  — Path/ Interface

e Step 4:
+ If there is now a lesser match with a level 1 supernet or
default routes, the router uses that route to forward the
packet.
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Steps in the Routing Table Lookup Process

Next-hop IP address and/or Exit .
Level 1 Routes Level 2 Routes Interface

| Uttimate Routs

Default J Path/ Interface

Utimate Route
Supernet jl S Path/ Interface

Ultiimate Rouie

Network i Path/ Interface

\ Classless — Drop it!

Parent Route GhiFR(;ls -

Uitimate Route
Network ’— Subnet L e Path/ Interface

Ultimaie Route
:  — Path/ Interface

Subnet

e Step 5:
« If there is not a match with any route in the routing table,
the router drops the packet.
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Longest Match: Level 1 Network Routes

lppackewesﬁnﬂﬂcni 172.16.0.10 |10101100.00013000.00000000.00001010

Rgma1| 172.16.0.0/12 | 10101100.00010000.00000000.00000000

Route 2 1?2.16.0.0/18‘ 10101100.00010000.00000000.00000000

ROUms! 172.16.0.0/26 | 10101100.00010000.00000000.00000000
For there to be a match between the destination IP address
of a packet and a route in the routing table, a minimum
number of leftmost bits must match between the IP address
of the packet and the route in the routing table.

» The subnet mask of the route in the routing table is used
to determine the minimum number of leftmost bits that
must match.
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Longest Match: Level 1 Network Routes

lppackewesﬁnﬂﬂcni 172.16.0.10 |10101100.00013000.00000000.00001010

Rgm31|1T2.16.0.0/12 10101100.00010000.00000000.00000000

Route2| 172.16.0.0/18 | 10101100.00010000.00000000.00000000

R0m53|1T2.16.0.D/26 10101100.00010000.00000000.00000000

The best match or longest match is the route in the routing
table that has the greatest number of leftmost matching bits
with the destination IP address of the packet.

Preferred Route:

* The route with the greatest number of equivalent leftmost
bits, or the longest match.
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Example: Level 1 Ultimate Routes

PC1 sends a ping
to 192.168.1.2 172.16.3.0/24
the serial interface on R3. :

172.16.2.0/24

»

»

S0/0/0 DCE soion 172.16.4.0/24
; e Fall0

172.16.1.0/24

R1# show ip route
172.16.0.0/24 is subnetted, 3 subnets
C 172.16.1.0 is directly connected, FastEthernet0/0
c 172.16.2.0 is directly connected, Serial0/0/0
R 172.16.3.0 [120/1] via 172.16.2.2, 00:00:25, Serial0/0/0
R 192.168.1.0/24 [120/1] wvia 172.16.2.2, 00:00:25, serial0/0/0
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Example: Level 1 Ultimate Routes

Level 1 Routes

!

Level 2 Routes Next-hop IP address and/or Exit
Interface

Uiimate Route

Default I
L

> Path/ Inferface

Ultimate Route

Supernet J
i

Path/ Interface

Uiliimate Route

Network I

Parent Route

» Path/ Inferface

g The router first examines

otk }—-|: Sy the Level 1 routes for the

subnet longest match.

R1l# show ip route

|172.16.0.0g24 is subnetted, 3 subnetsl

(o 172.16.1.0
c 172.16.2.0
R 172 _16.3.0

is directly connected, FastEthernet0/0
is directly connected, Serial0/0/0
[120/11 sria 172 16.2 .2 00:00:25, Serial0/0/0

R 192.168.1.0/24 [120/1] via 172.16.2.2, 00:00:25, SerialO/O/Ol
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Example: Level 1 Ultimate Routes

Level 1 Routes

Level 2 Routes Nexi-hop IP address and/or Exit
Interface

|

Ultimate Route

Default J ]

Path/ Interface

Ultimate Route

Match! 192.168.1.0/24

Serial 0/0/0

Ultimate Roufe

Network } ]l

Path/ Interface

Parent Route

Network

192.168.1.0/24 and the packet is
Forwarded out interface S0/0/0.

R1# show ip route

172.16.0.0/24
C 172.16.1.0
[ 172.16.2.0
R 172.16.3.0
R

is subnetted, 3 subnets

is directly connected, FastEthernet0/0

is directly connected, Serial0/0/0

[120/1] via 172.16.2.2, 00:00:25, Serial0/0/0

192.168.1.0/24 [120/1] wvia 172.16.2.2, 00:00:25, serial0/0/0
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Example: Level 1 Ultimate Routes

Why didn't it find a match in one of the other subnets?

R1# show ip route

| 172.16.0.0/24 is subnetted, 3 subnets |

C 172.16.1.0 is directly connected, FastEthernet0/0

o] 172.16.2.0 is directly connected, Serial0/0/0

R 172.16.3.0 [120/1] wvia 172.16.2.2, 00:00:25, sSerial0/0/0
R 192.168.1.0/24 [120/1] wvia 172.16.2.2, 00:00:25, Serial0/0/0

192.168.1.2 | 11000000.10101000.00000001.00000010
Level 1
e 172.16.0.0 |10101100.00010000.00000000.00000000

172.16.0.0/16 is a Parent Route and there must be a match
to the first 16 bits before any Child Routes are checked.
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Example: Level 1 Ultimate Routes

Why did it find a match to the ultimate route 192.168.1.0/24?

R1# show ip route
172.16.0.0/24 is subnetted, 3 subnets
C 172.16.1.0 is directly connected, FastEthernet0/0
o] 172.16.2.0 is directly connected, Serial0/0/0
R 172.16.3.0 [120/1] wvia 172.16.2.2, 00:00:25, sSerial0/0/0
R 192.168.1.0/24 [120/1] wvia 172.16.2.2, 00:00:25, Serial0/0/0

192.168.1.2 | 11000000.10101000.00000001.00000010
Level 1
- 192.168.1.0 | 11000000.10101000.00000001.00000000

The first 24 bits of the ultimate route match. In fact, the first
30 bits match. There is no longer, more specific match.
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Example: Level 1 Ultimate Routes

PC1 sends a ping
tO 19216812, 172.16.3.0/24 The paCket iS
the serial interface on R3. , forwarded out

soion0 (=8 interface S0/0/0.

172.16.2.0/24

»
»

172.16.1.0/24 S0/0/0DCE so/0/1 172.16.4.0/24
! . w0 Fa0/0
= l | 4

R1# show ip route
172.16.0.0/24 is subnetted, 3 subnets
172.16.1.0 is directly connected, FastEthernet0/0
172.16.2.0 is directly connected, Serial0/0/0
172.16.3.0 [120/1] wvia 172.16.2.2, 00:00:25, Serial0/0/0
192.168.1.0/24 [120/1] wvia 172.16.2.2, 00:00:25, Serial0/0/0
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Longest Match: Level 1 Parent/ Level 2 Child

172.16.3.0124 :
172.16.3.10/24 PC1 sends a ping

to PC2 at address
172.16.3.10.

172.16.2.0/24

172.16.1.0124 S0/0/0 DCE S0/0/1 172.16.4.0124

— Fa0/l & ~ Fa0/0

R1# show ip route
172.16.0.0/24 is subnetted, 3 subnets
(o] 172.16.1.0 is directly connected, FastEthernet0/0
c 172.16.2.0 is directly connected, Serial0/0/0
R 172.16.3.0 [120/1] wvia 172.16.2.2, 00:00:25, Serial0/0/0
R 192.168.1.0/24 [120/1] wia 172.16.2.2, 00:00:25, serial0/0/0

LA
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Longest Match: Level 1 Parent/ Level 2 Child

op IP address and/or Exit
SRSl Destination 172.16.3.10/24 s

Before any child routes (SUBNETS) can be checked,
there must be a match with a parent route.

The first 16 bits of the destination match the
parent route 172.16.0.0/24.

Liitimate Route

Path/ Interface

R1# show ip route
172.16.0.0/24 is subnetted, 3 subnets
c 172.16.1.0 is directly connected, FastEthernet0/0
c 172.16.2.0 is directly connected, Serial0/0/0
R 172.16.3.0 [120/1] wvia 172.16.2.2, 00:00:25, sSerial0/0/0
R 192.168.1.0/24 [120/1] wvia 172.16.2.2, 00:00:25, Serial0/0/0
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Longest Match: Level 1 Parent/ Level 2 Child

i i hop IP address and/or Exit
Sl Destination 172.16.3.10/24 s

Because there is a match with a parent route,
the Level 2 child routes will be checked.

The /24 subnet mask of the parent will be used
for the minimum number of bits to match.

> Subnet e Path/ Interface

R1# show ip route
172.16.0.0/24 is subnetted, 3 subnets
c 172.16.1.0 is directly connected, FastEthernet0/0
(o] 172.16.2.0 is directly connected, Serial0/0/0
R 172.16.3.0 [120/1] wvia 172.16.2.2, 00:00:25, Serial0/0/0
R 192.168.1.0/24 [120/1] wvia 172.16.2.2, 00:00:25, Serial0/0/0

CCNA2-54 Chapter 8




Longest Match: Level 1 Parent/ Level 2 Child

i i op IP address and/or Exit
Sdb il Destination 172.16.3.10/24 I

The child routes are searched and only one
that has a minimum of 24 bits that match.

Parent Routs The packet is forwarded
Network Out |nterface SO/O/O Path/ Interface

w Path/ Interface
R1# show ip route

172.16.0.0/24 is subnetted, 3 subnets
c 172.16.1.0 is directly connected, FastEthernet0/0
c 172.16.2.0 is directly connected, Serial0/0/0
R 172.16.3.0 [120/1] wvia 172.16.2.2, 00:00:25, sSerial0/0/0
R 192.168.1.0/24 [120/1] wvia 172.16.2.2, 00:00:25, Serial0/0/0
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Longest Match: Level 1 Parent/ Level 2 Child

Rl# show ip route
172.16.0.0/24 is subnetted, 3 subnets
c 172.16.1.0 is directly connected, FastEthernet0/0
c 172.16.2.0 is directly connected, Serial0/0/0
R 172.16.3.0 [120/1] wia 172.16.2.2, 00:00:25, sSerial0/0/0
R 192.168.1.0/24 [120/1] wvia 172.16.2.2, 00:00:25, Serial0/0/0

172.16.3.10 {10101100.00010000.00000011.00001010
Level 1
Parent 172.16.0.0 |10101100.00010000.00000000.00000000
Level 2
Child 172.16.1.0 |10101100.00010000.00000001.00000000
Level 2
Child 172.16.2.0 |10101100.00010000.00000010.00000000
Level 2
Child 172.16.3.0 |10101100.00010000.00000011.00000000




Longest Match: Level 1 Parent/ Level 2 Child
| I

R1# show ip route
172.16.0.0/24 is subnetted, 3 subnets
(o) 172.16.1.0 is directly connected, FastEthernet0/0
c 172.16.2.0 is directly connected, Serial0/0/0
R 172.16.3.0 [120/1] wia 172.16.2.2, 00:00:25, Serial0/0/0
R 192.168.1.0/24 [120/1] wvia 172.16.2.2, 00:00:25, Serial0/0/0

Final Notes:

* |f this child route had a next-hop IP Address instead of an
exit interface, the lookup process would start again.

» This time the next-hop IP address would be resolved to
an exit interface.

» What happens if the router does not have a route?
* In this scenario, it discards the packet.
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Route Lookup Process with VLSM

RouterxX$# show ip route

172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks
172.16.1.4/30 is directly connected, Serial0/0/0
172.16.1.8/30 is directly connected, Serial0/0/1
172.16.3.0/24 is directly connected, FastEthernet0/0

o Packet's destination IP Address: 172.16.1.5
» Using VSLM does not change the lookup process.
» The only difference with VLSM is that child routes display
their own specific subnet masks.
» 16 bits match the parent route, 172.16.0.0.
» For there to be a match with the 172.16.1.4 child route, a

minimum of 30 leftmost bits must match because the
subnet mask is /30.
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The Routing Table: A Closer Look

Routing Behaviour

172.16.3.0/24

R 172.16.4.10
— 4
$0/0/1

172.16.2.0/24 192.168.1.0/24

Static

$0/0/0 J Default

172.16.1.0/24 172.16.4.0/
DCE Route 172.16.4.0/24

Faoio[ - <
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Classful and Classless Routing Behaviour
_ Routing Protocols vs Routing Behaviors

] C | assl ess an d Routing Sources Routing Behaviors

Directly Connected Networks Classful

classful routing B o i e
IP Classless

behaVIOU rS are n ot Classful Routing Protocols ey

RIPv1

the same as Il e —
Classless Routing Protocols i ?u mgr ¢ _a\;l:rs ar;e. us;mo ocste
information in the routing table.
CIaSSIeSS and RIPv2 + Only asingle routing behavior can be used.

EIGRP

classful routing conr
protocols. o=

* Routing sources (including protocols) are
used to build the routing table.

= Multiple sources and routing protocols can
be used.

¢ Classful and Classless Routing Protocols:
« Affect how the routing table is populated.
¢ Classful and Classless Routing Behaviours:
» Determine how the routing table is searched.
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Topology Changes

Add a “quad-zero” default route to R2 to send
traffic to R3 and send the default route to R1.

17%.16.3.0/24

4 172.16.4.10

;“Z:r//

$0/0/1 Add a static route
192.16 tO R3

Static

Default Fouts

Route 172.16.4.0/24

¢ Classful routing protocols such as RIPv1 do not support
discontiguous networks.
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R2# show ip route
Gateway of last resort is 0.0.0.0 to network 0.0.0.0

172.16.0.0/24 is subnetted, 3 subnets
172.16.1.0 [120/1] wvia 172.16.2.1, 00:00:00, Serial0/0/0
172.16.2.0 is directly connected, Serial0/0/0
172.16.3.0 is directly connected, FastEthernet0/0
192.168.1.0/24 is directly connected, Serial0/0/1
* 0.0.0.0/0 is directly connected, Serial0/0/1

R3# show ip route

172.16.0.0/16 is wvariably subnetted, 2 subnets, 2 masks
172.16.4.0/24 is directly connected, FastEthernet0/0
172.16.0.0/16 is directly connected, Serial0/0/1

192.168.1.0/24 is directly connected, Serial0/0/1
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Classful and Classless Routing Behaviour
B

o Classful and classless routing behaviours can be controlled
by commands.
¢ Global Configuration Mode:

* ip classless

* no ip classless

e The defaultis i p cl assl ess.
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Classful Routing Behaviour: no ip classless

no i p cl assl ess = classful routing behaviour

Destination: 172.16.4.10

R2# show ip route Is there a

match?
Gateway of last resort is 0.0.0.0 to networ .0. 050

172.16.0.0/24 is subnetted, 3 subnets
172.16.1.0 [120/1] wvia 172.16.2.1, 00:00:00, Serial0/0/0
172.16.2.0 is directly connected, Serial0/0/0
172.16.3.0 is directly connected, FastEthernet0/0
192.168.1.0/24 is directly connected, Serial0/0/1
* 0.0.0.0/0 is directly connected, Serial0/0/1

NO! - Is routing behaviour classful or classless?

no i p cl assl ess (Classful) -
The default route is never used.




Classful Routing Behaviour: ip classless

I p cl assl ess = classless routing behaviour

Destination: 172.16.4.10

R2# show ip route Is there a

match?
Gateway of last resort is 0.0.0.0 to networ .0. 050

172.16.0.0/24 is subnetted, 3 subnets
172.16.1.0 [120/1] wvia 172.16.2.1, 00:00:00, Serial0/0/0
172.16.2.0 is directly connected, Serial0/0/0
172.16.3.0 is directly connected, FastEthernet0/0
192.168.1.0/24 is directly connected, Serial0/0/1
* 0.0.0.0/0 is directly connected, Serial0/0/1

NO! - Is routing behaviour classful or classless?

i p cl assl ess (Classless)
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Classful Routing Behaviour: R3

R3# show ip route

172.16.0.0/16 is wvariably subnetted, 2 subnets, 2 masks
172.16.4.0/24 is directly connected, FastEthernet0/0
172.16.0.0/16 is directly connected, Serial0/0/1

192.168.1.0/24 is directly connected, Serial0/0/1

¢ When the static route was added to R3, it appears in the
routing table as a Child Route.

» Even though it is the same network as the parent route,
there was already a child route (172.16.4.0/24) existing in
the table for parent 172.16.0.0/16.

* |If there was no child route already existing, it would have
been added as an ultimate route.
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Classful Routing Behaviour: R3

R3# show ip route

172.16.0.0/16 is wvariably subnetted, 2 subnets, 2 masks
172.16.4.0/24 is directly connected, FastEthernet0/0
172.16.0.0/16 is directly connected, Serial0/0/1

192.168.1.0/24 is directly connected, Serial0/0/1

¢ Return traffic:
¢ Finds a match on the Parent Route.
e No maich on the first Child Route.

* Finds a match on the second child route and forwards the
packet out interface S0/0/1.
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Classful vs Classless — Real World
B

e Remember that classful and classless routing behaviors are
independent from classful and classless routing protocols.

» A router could be configured with classful routing
behavior (no ip classless) and a classless routing
protocol, such as RIPv2.

» A router could also be configured with classless routing
behavior (ip classless) and a classful routing protocol,
such as RIPv1.

¢ In today's networks, it is recommended to use classless
routing behavior so that supernet and default routes can be
used whenever needed.
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