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Note for Instructors

o
e These presentations are the result of a collaboration among
the instructors at St. Clair College in Windsor, Ontario.

Thanks must go out to Rick Graziani of Cabrillo College. His
material and additional information was used as a reference
in their creation.

If anyone finds any errors or omissions, please let me know
at:

» tdame@stclaircollege.ca.
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OSI Transport Layer
B

Roles of the Transport Layer

0S| Model TCPIIP Model

| 7. Application
6. Presentation Application

5. Session

| 4. Transport | Transpert |

3. Network Internet

| 2. Data Link
Network
Access

1. Physical
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Purpose of the Transport Layer

I
e The Layer 4 data stream is a 0S( Model TEFIP Mods!
logical connection between the | 7. Application

endpoints of a network. o
It provides transport services | 5. Session

from a host to a destination. II = n<-] [ - -
. Transpo CEER) B ranspe

This service is sometimes [ onewor ||
referred to as an

end-to-end service. [_zosaume | Netwark
. | 1. Physical hreees
e Provides two protocols:

e TCP — Transmission Control Protocol
* UDP - User Datagram Protocol

Internet
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Purpose of the Transport Layer

&
| | Data Data Data |

Transport
header

Data

Network Transport

Data
header header |

Frame Network Transport Frame (medium
header header header trailer dependent)

1100010101000101100101001010101001

(5
e We will be focusing on the Layer that:

» Segments the data.

o Creates and inserts the header for either the TCP or the
UDP protocol.
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Purpose of the Transport Layer

©
¢ Primary responsibilities:
Tracking the individual communications between
applications on the source and destination hosts.
Segmenting the data and managing each piece.

Reassembling the segments into streams of application
data.

Identifying the different applications.
Performing flow control between end users.
Enabling error recovery.

Initiating a session.
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Segmentation and Reassembly
B

e An Ethernet frame has a maximum frame size or Maximum
Transmission Unit (MTU) of 1,518 bytes.

* When a larger message must be sent, the application
data must be segmented into sections that will not
exceed the maximum size.

* The segment size must also take into account the
encapsulation process that must take place before the
frame can be transmitted.
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Segmentation and Reassembly
B

Segmentation and | APPLICATION DATA |
Encapsulation * *
|

SEGMENT || SEGmENT || sEGmENT |

0Sl and TCP/IP
Transport Layers

0S| - Network

TCP/IP - Internet | 1P HeADER

0SI - Data Link | HEADER |
TCP/IP - Network Access

CCNA1-8 Chapter 4



Tracking Individual Conversations

INSTANT | “2a= " MULTIPLE WEB PAGES
MESSAGING |

-t

E-MAIL —
_/‘ "4 IP TELEPHONY
To: you@example.com (VoIP)

From: mei@example.com

Subject: E-mail e -~

STREAMING VIDEQ

¢ Any host can have multiple applications running
simultaneously.
e Transport Layer maintains these separate data streams.
» For example, it makes sure that Instant Messaging data
does not appear on the E-mail application.
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Segmenting Data
I Arplication Layer passes large

amounts of data.

INSTANT [*"2a2
MESSAGING

E-MAIL
IP TELEPHONY

To: you@example.com (VOIP)

From: me@example.com \
Subject: E-mail - - @

STREAMING VIDEO
l

—_.-l_a Transport Layer breaks into smaller
; pieces called segments.
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Segmenting Data

Multiplexing allows multiple,
concurrent applications.

E-MAIL
IP TELEPHONY
To: you@example.com (VOIP)

From: me@example.com

Subject: E-mail -

STREAMING VIDEO

Segmentation allows multiplexing of
the data from all sessions.
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Reassembling Segments

INSTANT 2oz
MESSAGING . &

MULTIPLE WEB PAGES

E-MAIL
IP TELEPHONY

To: you@example.com (VOIP)
From: me@example.com

Subject: E-mail -

STREAMING VIDEO

Segment numbers allow reassembly
of the data in the proper order.
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Reassembling Segments

I  After reassembly, the port number is used |G
to pass the data to the correct application.
INSTANT o7/ MU B PA
MEESAGING |

IP TELEPHONY

To: you@example.com (VOIP)

From: me@example.com
Subject: E-mail

—a | L&

STREAMING VIDEO

— i

_!—— wncrmated, each segment is assigned

o5 a unique application identifier.
(Port Number)
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Flow Control

INSTANT oz MULTIPLE WEB PAGES
MESSAGING : E —

e B Network hosts have limited resources.
(Memory, Bandwidth)

E-MAIL

IP TELEPHONY

To: you@example.com (VOIP)

From: me@example.com
Subject: E-mail

STREAMING VIDEO

Regulating the amount that
can be transmitted or
received is flow control.
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Error Recovery

INSTANT oz MULTIPLE WEB PAGES

MEESAGING k
[ It is possible for a piece of data

to become corrupted or lost.

E-MAIL
IP TELEPHONY

To: you@example.com (VOIP)
From: me@example.com f 1
Subject: E-mail

STREAMING VIDEO

Transport layer protocols can
request a retransmission.
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Initiating a Session

INSTANT 2oz
MESSAGING . &

MULTIPLE WEB PAGES

Transport layer provides for
connection orientation.

E-MAIL
IP TELEPHONY

To: you@example.com (VOIP)
From: me@example.com 1

Subject: E-mail -

STREAMING VIDEOQ
Allows the data to be

closely managed.
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Supporting Reliable Communication

TCP/IP Mode!

OSI Model

Application TC P

: T Applicati
Required Protocol Properties Presentation s

Fast Required Protocol
* Low overhead Session Froperties

= Does not require Reliable
acknowledgements Transport l, Taeport l = Acknowledge data

= Does not resend lost = Resend lost data
data Internet « Delivers data in

» Deiivers data as it Data Link order sent
arrives
Physical Network Access

o Different applications have different requirements.
o Different protocols have been developed to meet them.
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OSI Transport Layer
B

TCP and UDP

0S| Model TCPIIP Model

| 7. Application
6. Presentation Application

5. Session

| 4. Transport | Transpert |

3. Network Internet

| 2. Data Link
Network
Access

1. Physical
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TCP and UDP

TCP Segment
Bit (D) Bit (15) Bit (18) Bit (31)
Source Port (16} Destination Port (16)
Sequence Number (32)
Acknowledgement Number (32)
Header Length (4) Reserved (6) Code Bits (6) Window (16)
Checksum (16} Urgent (16)
Options (0 or 32 if any)
APPLICATION LAYER DATA (Size varies)

UDP Datagram

Bit (15) Bit (16)
Source Port (16) Destination Port (18)
Length (16) Checksum (16)
APPLICATION LAYER DATA (Size varies)

e Two most common Transport Layer protocols
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TCP and UDP

TCP Header - 20 Bytes
15) Bit (18)
Source Port (16) Destination Port (16)
Sequence Number (32)
Acknowledgement Number (32}
Header Length (4) Reserved (6) Code Bits (6)

UDP Header - 8 Bytes
Bit (15) Bit(18) Bit (31)

Checksum (16)
Options (0 or 32 if any)

Source Port (16) Destination Fort {16)
Length {16) Checksum (16)

\ \J

SEGMEN] SEGMENT SEGMENT
| I |

4

I

[ 1P HEADER
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User Datagram Protocol (UDP)
B

UDP Datagram

Bit (15) Bit (18)
Source Port (16) Destination Port (18)
Length (16) Checksum (16)

APPLICATION LAYER DATA (Size varies)

* Connectionless Example Applications

ST ARGy Domain Name System (DNS)
e Low overhead Online Games
Voice over IP (VolIP)
Dynamic Host Configuration
Protocol (DHCP)
Trivial File Transfer Protocol (TFTP)
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Transmission Control Protocol (TCP)

TCP Segment

Bit (0) Bit (15) Bit (16) Bit(31)
Source Port (16} Destination Port (16)
Sequence Number (32)

Acknowledgement Number (32)
Header Length (4) Reserved (6) Code Bits (6) Window (16)

Checksum {16} Urgent {16)
Options (0 or 32 if any)
APPLICATION LAYER DATA (Size varies)

Connection-oriented Example Applications

Reliable delivery Hypertext Transfer Protocol
Error checking (HTTP)
Flow control File Transfer Protocol (FTP)
Telnet
Simple Message Transfer
Protocol (SMTP)
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OSI Transport Layer
B

Port Addressing

0S| Model TCPIIP Model

| 7. Application
6. Presentation Application

5. Session

| 4. Transport | Transpert |

3. Network Internet

| 2. Data Link
Network
Access

1. Physical
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Identifying the Conversations

32 Bas

1] Version | HLEN | Type of Service | Tedat Length

Identiication | Fiags | Fragment Ofiset

lP Time io Live | Header Chacksum

Packet A S packess
Header g

Desfination IP Address
Oplions

Data

o Atthe TCP/IP Internet Layer:

e The IP Packet Header has a Protocol field that
specifies whether the segment is TCP or UDP.
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Identifying the Conversations

32Bits

[ Versin ‘ HLEN | Type of Sarvice Total Length

dentification Flags ‘ Fragment Offset

Time to Live Protocols Header Chacksum

ST AN 127

Destination |P Address 159
Oplions 19
Data g

Protocol
IP Packet Siibai ™=
Header

Transport
Layer

Internet
Layer

When a packet is encapsulated at the Network Layer, it is
coded to identify the source of the packet (TCP or UDP).
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Identifying the Conversations

|P: Protocol = 6

Data sent to
TCP

[P’ Protocol = 17

Data sent to

e When a packet is decapsulated at the destination, the code is
used to send the packet to the proper protocol (TCP or UDP).
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Identifying the Conversations

TCP Header - 20 Bytes

Source Port (16) Destination Port (16}

e "
Acknowledgement Number (32)
Header Length (4) Reserved (6) Code Bits (6}

Checksum (16) Destination Port (16)

Options (0 or 32 if any) : z e

e Both TCP and UDP use port numbers to pass information to
the upper layers.

e These ports are actually termed sockets.

» A socket is simply the combination of the device’s IP
address and the source/destination port for the data,
separated by a colon.

* e.g. 207.134.65.2:80 references an HTTP socket.
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Identifying the Conversations

Port Addressing

=

To: you@example. com
From: me@example.com
Subject; Email

Applications [~  Electronic Mail HTML Page Internet Chat
Protocols

Port Numbers A Y A A
— HTTP ™

Application Application Application

> 110 80 531
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Port Addressing Types and Tools

¢ Port numbers are managed and assigned by the Internet
Assigned Number Authority (IANA).

¥ & | @ http/fwwwians.org/assignments/port-numbers |

TEmyE T

Port Assignments:

$

spr-itunes

spl-itunes

3 28 Seprember 2007
TCpmux

tepmux

+

COmMpressnet

compressnet

compressnet

Remote Job Entry
Jon Postel <postel&isi.edu:
Unassigned

Unassigned

Echo
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Port Addressing Types and Tools
B

0to 1023 Well Known (Contact) Ports
1024 to 48151 Registered Ports
49152 to 63535 Private andior Dynamic Ports

e Some ports are reserved in both TCP and UDP, although
applications might not be written to support them.

e Three groupings of port types:
» Well-known or Contact Ports (0 to 1023).
» Registered Ports (1024 through 49151).
* Private and/or Dynamic Ports (49152 through 65535).
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Port Addressing Types and Tools

¢ Well-Known Ports:
» Reserved for common services and applications.

I Port Number Ranoe Port Group I

0to 1023 Well Known (Contact) Ports

1024 to 49151 Registered Ports
49152 to 63535 Private andior Dynamic Ports

21 — FTP Control
69 — TFTP

25 _ SMTP 443 — HTTPS

110 - POP3

194 — IRC 520 — RIP
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Port Addressing Types and Tools

¢ Registered Ports:
» Optional user processes and applications.

Q401023 Mall Knawa.Colact Bars
1024 to 49151 Registered Ports

49152 to 63535 Private andior Dynamic Ports

1863 — MSN Messenger 1812 — RADIUS
8008 — Alternate HTTP 2000 — Cisco VolP

5004 — RTP
8080 — Alternate HTTP
5060 — SIP (VolP)
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Port Addressing Types and Tools

C
¢ Dynamic Ports:
» Assigned to a user application at connect time.

0to 1023 Well Known (Contact) Ports
Resictocod Doda
49152 to 63535 Private andior Dynamic Ports

Dynamic port usage will become clearer as
we move through the material.

STAY TUNED!
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Port Addressing Types and Tools

T
¢ Using both TCP and UDP:
» Some applications may use both TCP and UDP.
» For example, the low overhead of UDP enables DNS to
serve many client requests very quickly.
* Sometimes, however, sending the requested
information may require the reliability of TCP. In this

case, the well known port number of 53 is used by
both protocols with this service.

0 to 1023 Well Known (Contact) Ports
1024 to 49151 Registered Ports
49152 to 65535 Private andfor Dynamic Ports
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o O WINDOWS' system32) cmd.exe

¢z Source IP ,a sSource Port .t -a
Destination IP

Active Connections

fAddress

TCP/UDP e

=]
o]

Destination Port
LISTENING
LISTENING
ESTABLISHED

SO
soE s
NEeS®

LISTENING
TIME_HWAIT

N
@1
o)

Source --@ _

Socket Ig.g. o Connection

UDI 127.6.9.1:3492  Destination State
192.168.1.183:12 Socket

192.168.1.183:13%

192.168.1.183:138 1%
192 4168 4 _4@2-1006 2z 3%

netstat —a —n command

e Actually, when you open up a single web page, there are
usually several TCP sessions created, not just one.
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OSI Transport Layer
B

TCP
Communicating with Reliability

0S| Model TCPIIP Model

| 7. Application
6. Presentation Application
| 5. Session

| 4. Transport | Transpert

3. Network Internet

| 2. Data Link
Network
Access

1. Physical
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Transmission Control Protocol (TCP)

TCP Segment
Bit {0) Bit{15) Bit (16) Bit (31)
Source Port (16} Destination Port (16)
Sequence Number (32)
Acknowledgement Number (32)
Header Length (4) Reserved (6) Code Bits (6) Window (16)
Checksum {16} Urgent {16)
Options (0 or 32 if any)
APPLICATION LAYER DATA (Size varies)

Connection-oriented Example Applications

Reliable delivery Hypertext Transfer Protocol
Error checking (HTTP)
Flow control File Transfer Protocol (FTP)
Telnet
Simple Message Transfer
Protocol (SMTP)
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Making Conversations Reliable

S
¢ The key difference between TCP and UDP is reliability.
e TCP uses connection-oriented sessions.

» Before any data is exchanged, the Transport Layer
initiates a connection to the destination.

» This connection allows the tracking of the session.
» Sequence Numbers
» Acknowledgments

» Creates the overhead of TCP.

» Reliability is achieved by having fields in the TCP header
that have specific functions.
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Making Conversations Reliable

TCP session that opened a
connection. Usually a random
value above 1023.

Upper Layer application on the
remote site.

Source Port Number Destination Port Number

I—> Sequence Number

Acknowledgement Number k

H.Length | (Resa%d) | Flags \ Window Size

TCP CI sum \rgent Painter

/ Options (if any) \

The number of the last The number of the next octet
octet (byte) in the segment. (byte) expected by the receiver.
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> 0 0 ersatior rellanle
G dua 0 €10 €0
e 1eng 0, e <10 < o 0 anaage o
cade bvte
1 15 31
Source Port Number | / Destination Port Number
Seqw%lumber O O O
Acki dgement Number
H.Length | (Reserved) | Flags Window Size
TCP Checksum Urgent Pointer
Options (if any)
D o ge A o o
OCallo O e 0e dala



Bit0 15 31
Source Port Number | Destination Port Number
AP R
Sequence Number
»
Acknowledgement Number
H.Length | (Reserved) | Flags ( Window Size
TCP Checksum Urgent Painter
Options (if any)
Data U U
» »
c e O c (0 0 a
A o A 0 edae a DE eld 0 -~
»
) O
» AQE 0 - 0
0 a eque - he
O OIe dala O elue

TCP Server Processes

TCP Header - 20 Bytes
Bit (15) Bit (16) Bit (31)

Source Port (16} Destination Port (16)
‘Sequence Number (32)

Acknowledgement Number (32)

Header Length (4) Reserved (6) Code Blts (6) Window (16)
Checksum (16) Urgent (16)
Options (0 or 32 if any)

I
Source = 49650

e Server is listening on Port 80 for HTTP connections.

e The client sets the destination port to 80 and uses a dynamic
port as its source.
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TCP Server Processes

TCP Header - 20 Bytes
Bit (15) Bit (16) Bit(31)

Source Port (16)
Sequence Number (32)
Acknowledgement Number (32)
Header Length (4) Reserved (6) Code Bits (6) Window (16)
Checksum (16) Urgent (16)
Options (0 or 32 if any)

e Server replies with the web page.

» Sets the source port to 80 and uses the client’s source
port as the destination.
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TCP Server Processes

TCP Header - 20 Bytes
Bit (15) Bit (16) Bit (31)

‘Source Port (16} Destination Port (16)
‘Sequence Number (32)

Acknowledgement Number (32)

Header Length (4) Reserved (6) Code Blts (6) Window (16)
Checksum (16) Urgent (16)
Options (0 or 32 if any)

P o
< »

)

¢ Notice how the source and destination ports are used.
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TCP Server Processes

172.16.230.5 207.22.146.33

e What if there are two sessions to the same server?
* The client uses another dynamic port as its source and
the destination is still port 80.

« Different source ports keep the sessions unique on the
server.
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TCP Server Processes

¢ How does the Transport Layer keep them separate?
* The socket (IP Address:Port)

172.16.230.5:49650 *———p
172.16.230.5:49655 >
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OSI Transport Layer
ST
TCP
Connection Establishment and
Termination

0S5l Model TCPIIP Model

| 7. Application
fRelisaien
| 5. Session

| 4. Transport | Transport |
3. Network Internet

| 2. Data Link
Network
Access

1. Physical
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TCP Three-Way Handshake
TP THREE-WAY HAMDSHAKE -

Y= Wy <

TCP state TCP packet TCP state

Closed Listen

—
———{ sea— 1000 fcrL = s —>

SYN-sent SYN-received

M[ SEQ = 750, ACK = 1001] €TL = SYN | ACKI_
e—

Established SYN-received

|::>|| SEQ = 1001, ACK = 751}, CTL = ACK |::>
| S

Established Established

e For a connection to be established, the two end stations must
synchronize on each other's initial sequence numbers (ISNSs).

e The ISN is the starting sequence number used when a TCP
connection is established.
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TCP Three-Way Handshake
TCP THREE-WAY HANDSHAKE
A A

(e -
=
VoS

=

TCP state TCP packet TCP state

Closed Listen

—
————[sta- 1000 rL—svn >

SYN-sent

SYN-received

[ sca - 750, Ack = 1001| cTL = YN | Ack | (e
e————

Established

SYN-received

|::>|| SEQ = 1001, ACK = 751, CTL - ACK ]I:>
 ——

Established

Established

e Sequence numbers are used to track the order of segments
and to ensure that no segments are lost in transmission.

e The Flag fields are used to identify the type of segment.
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TCP Three-Way Handshake

TCP THREE-WAY HANDSHAKE

. —
== | wish to connect and here’s my first =SS,
e sequence number. <

-

TCP state TCP packet TCP state

Closed Listen

0 ———>[sta- 820 cTL-sw l—>

SYN-sent

SYN-received

_[5&3: ACK = CTL=5YN1ACK|_

Established

SYN-received

——>[sta- CTL-Ack _ |=—=p

Established

Established
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TCP Three-Way Handshake

-y OK....Here’s my first sequence gf’ e

RS number. I've added 1 to your ISN'as R
a an acknowledgement. I'll expect that

R to be your next sequence number. b

Listen

0 ———>[sta-820cTL-swN —>

SYN-sent SYN-received

e _[ sEQ =750ACK =824 CTL = SYN | ACKIM

Established SYN-received

|::>| SEQ = ACK=  CTL=ACK ||::>

Established Established
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TCP Three-Way Handshake

OK....Here’s the next segment with the
seguence number you expect. I've .
; added 1 to your ISN to acknowledge =
TCP state your segment. I'll expect that to be  JREES
your next sequence number.

0 ———>[st0-820cTL-sw

SYN-sent SYN-received

e _[ seQ =T50ACK = 824 CTL =SYN| ACKI_

Established SYN-received

® C———>[sea-821 ACK-TBA cTL-ACK__|——>

Established Established
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TCP Three-Way Handshake  [] jm]

Send SYN 1
i dest.:130.57.20.1] |(eq-x T B Recovesw
(seq=x)
Source port 1026 o — B send SYN

tination port 521 seq=y, (seq =y,

Initial sequence number 12952 ACK=x+1) Aei=eH)

Hext expected Seq number—= 12953 (Sigﬁfﬁ':
. ..1l. = S¥YN

Receive ACK
(ACK= y+1)

Saoo

Packet 2:| source: 130.57.20.1 dest: 130.57.20.10
TCP header
Source port = 524
Destination port = 1026
Initial sequence number = 2744080
Next expected Seq number= 2744081
Acknowledgment number = 12953
TI. = SYH
e Ll ]
 packet 3: |source: 130.57.20.10 dest: 130.57.20.1 |
TCP header
Source port = 1026
Destination port = 524
:| Sequence number 12953
¢ Only part of the :| Next expected Seq number= 12953 |

P:| Acknowledgment number = 2744081
TCP headers : ———————yronTadgment

are displayed.... : Window = 8760

Checksum = 493D (correct)
No TCP options

CCNA1-53

TCP Session Termination

A

3

. . |
@ Send FIN
-_—__‘——)-5 FIN received
4_____-—--""' Send ACK @
ACK received
*_________—-: Send FIN @
FIN received
@ Send ACK ‘\—-)-
| ACK received

e Four step process using the Flag and sequence number
fields.
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OSI Transport Layer
B

TCP
Acknowledgements and Windowing

0S5l Model TCPIIP Model

| 7. Application
fRelisaien
| 5. Session

| 4. Transport | Transport |
3. Network Internet

| 2. Data Link
Network
Access

1. Physical
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TCP Acknowledgements and Windowing

Different segments may take =%
different routes. Q\
Q’ | -;-.L‘ -\ -
2 >

p=!

Segment 1 Segment 1 TCP re- Segment 1

orders the
Segment 2 Having taken Segment2 . egments to
Data is Segment 3 hifrent riites Segment6 » e original  sagment 3
divided into o the order.
R eEmarts. Segment 4 destination, Segment 5 Segment 4
segments
Segment 5 arrive out of Segment 4 Segment 5

order.
Segment 6 Segment 3 Segment 6

[
Segment 2

e Remember that the Transport Layer must reassemble the
segments in the correct order.
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TCP Acknowledgements and Windowing

-Soume Port | Destination Sequence [ Acknowledgement
Nambar =1 eliid

| received 10 bytes
Start with byte #1, starting with byte #1.
| am sending 10 bytes. | expect byte #11 next.

== Cmr

__Dest. Seg. _Ack.

10 bytes
S
— | Source Dest. Sea. Ack.

«—— 2 |10z8| 1 -

' | more bytes starting with byte #11
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TCP Acknowledgements and Windowing

-Soume Port | Destination | Sequence [ Acknowledgement
R = Nemoar =1 ol do

Expectational
Acknowledgement
| received 10 bytes

Start with byte #1, starting with byte #1.
| am sending 10 bytes. | expect byte #11 next.

ACK=ISN +1

10 bytes
S
" | Source Dest. Sea. Ack.

«—— 2 |10z8| 1 -

—_—
' more bytes starting with byte #11

__Dest. Seg. _Ack.
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TCP Acknowledgements and Windowing

e With a window size of 10, each segment carries only ten
bytes of data and must be acknowledged before another

segment is transmitted.

TCP Header - 20 Bytes
Bit (0) Bit (15) Bit (15) Bit(31)
Source Port (186) Destination Port (16}
‘Sequence Number (32)
Acknowledgement Number (32}
Header Length (4) Reserved (6} Code Bits (6} I Window (16}

Checksum {16) Urgent (16}
Options {0 or 32 if any)

¢ Window Size:

» The amount of data that can be sent before requiring an
acknowledgement.

» Determined by the Window field in the header.
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TCP Retransmission

¢ A destination host service using TCP usually only
acknowledges data for contiguous sequence hytes.

¢ |f one or more segments are missing, only the data in the
segments that complete the stream are acknowledged.

Receive Bytes
1500 - 2000
Send Bytes
S —— aiid

1500 - 3500 2500 - 3500

Receive . Acknowledge
ACK 2001

Resend 3
2001- 3500
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TCP Flow Control

Sender I Window size = 3000 I Receiver

1500 byles 3
Sequence number 1 Receive 1 - 1500

1500 b
Sequence number 1501 i Receive 1501 - 3000

Receive Acknowledge Acknowledgement number 301]1'

1500 bytes .
Sequence number 3001 Receive 3001 - 4500

1500 bytes i
Sequence number 4501 Receive 4501 - 8000

Receive Acknowledge Acknowledgement number 6001
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TCP Flow Control

Packet 1: source: 130.57.20.10 dest.:130.57.20.1 _
TCP header
Source port = 1026 Amount Of data

Destination port = 524

Initial seguence number = 12952 that Can be Sent

Hext expected Seq number= 12953 bEfore an

1
- Hlndoy —s102] acknowledgement.

=_1303 (correct)
Packet 2: source: 130.57.20.1 dest: 130,57.20.10
TCP header
Source port = 524
Destination port = 1026
Initial sequence number = 2744080
Hext expected Seq number= 2744081
Acknowledgment number = 12953
H 1. = _SYN
. Window = 32768 |
Checkst S T "
“P: Maximum} packet 3: source: 130.57.20.10 dest: 130.57.20.1
TCP header

The initial window =il
size is determined O S
during the three-way R
h ndSh ke‘ ’f :lllzgz;tum 493D (correct)

Ho TCP options
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Receiver

TCP Dynamic Window Sizes

send 4

* Means data can be flowing in send 5

send 6

receive 4
receive 5
receive 6
send ack 7

each direction, simultaneously.
* Window sizes, sequence numbers |atik

ack = acknowledgment number

sen;l; receive 1

| o S

e TCP Full-duplex Service: — e |
/

and acknowledgment numbers
are independent of each other’s data flow.

e The receiver sends an acceptable window size to the sender
during each segment transmission.

+ If too much is data being sent, the acceptable window
size is reduced.

+ if more data can be handled, the acceptable window
size is increased.

¢ This is known as a Stop-and-Wait windowing protocol.
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Dynamic Window Sizes

Initial Window Size

Sender Window size = 3000 Receiver

1500 bytes
Sequence number 1 by 2 Receive - 1500

1500
Sequence number 1501 orles 3 Receive 1501 - 3000 /

Receive Acknowledge ; Acknowledgement number 3001

1500 bytes o Segment 3 is lost because of
congestion at the receiver.

2 Receive 4501 - 600D —

Receive Acknowledge Acknowledgement number 3001 @
Window size = 1500

Sequence number 3001

1500 bytes

Sequence number 4501
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OSI Transport Layer
B

UDP
Communicating with Low Overhead

0S5l Model TCPIIP Model

| 7. Application
fRelisaien
| 5. Session

| 4. Transport | Transport |
3. Network Internet

| 2. Data Link
Network
Access

1. Physical
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User Datagram Protocol (UDP)
B

UDP Datagram

Bit (15) Bit (16)
Source Port (16) Destination Port (18)
Length (16) Checksum (16)

APPLICATION LAYER DATA (Size varies)

¢ Connectionless Example Applications
o “Best Effort” delivery

Domain Name System (DNS
e Low overhead y ( )

Online Games
Voice over IP (VolP)
NO THREE-WAY Dynamic Host Configuration
HANDSHAKE Protocol (DHCP)
Trivial File Transfer Protocol (TFTP)
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User Datagram Protocol (UDP)
B

UDP Datagram

Bit{15) Bit (18)
Source Port (16) Destination Port (18)
Length (16) Checksum (16)

APPLICATION LAYER DATA (Size varies)

¢ Low Overhead:
» Connectionless:
* No connection establishment as with TCP.
* Unreliable or “Best Effort” delivery:
No error checking
No flow control
No congestion control
No sequence numbers for ordered delivery
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User Datagram Protocol (UDP)
B

UDP Datagram

Bit{15) Bit (18)
Source Port (16) Destination Port (18)
Length (16) Checksum (16)

APPLICATION LAYER DATA (Size varies)

e UDP is said to be transaction-based.
* When an application has data to send, it simply sends
the data.

e The UDP protocol data unit (PDU) is referred to as a
datagram, although the terms segment and datagram are
sometimes used interchangeably to describe a Transport
layer PDU.
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User Datagram Protocol (UDP)

o |If datagrams take . =
multiple paths, they fﬁ\* ;
will sometimes Q; E

arrive in the wrong

Datagram 1 Datagram 1 Qut of order
_ 5
order. p— qoetoer

nat re-ordered.

Datagram 2 Having taken Datagram 2

U D P d oes n Ot Data is Datagram 3 differed routas Datagram 6

divided into to the

Pl d
sequence the dangtors. WCTRGEAM | cosneton, | [GERCETM o SRR

datagrams
Datagram 5 arrive out of Datagram 4

datagrams as TCP — arder
atagram

does nor are there

any acknowledgements.

Re-sequencing datagrams and handling missing data is up
to the application.
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User Datagram Protocol (UDP)

32Bits

[ Versin ‘ HLEN | Type of Sarvice Total Length

dentification Flags ‘ Fragment Offset

Time to Live Protocols Header Chacksum

T A ~—

Destination |P Address

nsport
ayer

Opions
Data 85,535

i

Protocol
IP Packet Niitbets
Header

\

Internet
Layer

When a packet is encapsulated at the Network Layer, it is
coded to identify the source of the packet (TCP or UDP).
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UDP Header - 8 Bytes

Source Port (16) Destination Port (16)
ng; Checksum Server
a » . »
=10]0 allQ s

Client 1 Client 2

Server Applications

QE C c Client DNS requests will be received
de fo DP on Port 53.
CA
Client RADIUS requests will be
a DP rece a received on Port 1812.
A . A CA . CA . C - .
Ol Ofne O eSe adpp allO O al U e daladla
PDaSed O PO DE

UDP Client Processes

e Uses the same methods as TCP for keeping multiple
conversations separate (Socket - IP Address:Port).

172.16.230.5:53478 +———>
172.16.230.5:53479 >
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Summary: Port Numbers

=
oo [ vere [ uoe fromr oo
I I R e N
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Summary: TCP vs UDP

I
e Transmission Control Protocol (TCP):

« Connection-oriented

» Reliable end-to-end delivery of messages

» Error detection and recovery

» Flow control

e User Datagram Protocol (UDP):
» Connectionless
» Best-effort datagram delivery
» Applications that do not require full TCP services
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Summary: Applications

S
e TCP:
File Transfer Protocol (FTP)
Telnet
Simple Mail Transfer Protocol (SMTP)
Post Office Protocol (POP3)
» Hypertext Transfer Protocol (HTTP)
e UDP:
* Trivial File Transfer Protocol (TFTP)
* Domain Name System (DNS)
» Simple Network Management Protocol (SNMP)
» Dynamic Host Configuration Protocol (DHCP)

CCNA1-75 Chapter 4

Am | Drivin’ too fast for ‘ya?

Time to do some STUFF!
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