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Configuring DHCP 80/20 rule and DHCP relay agent

In this guide we will make DHCP redundany with DCO1 and DCO2 by splitting the DHCP scopes using the

80/20 rule.

We will configure a DHCP relay agent on each RRAS server, which will capture the DHCP broadcast packets

and unicast them towards the DHCP server in the opposite site.

SITE1

192.168.139.0/24

LA

Navn Rolle

<initial>RRAS01 Gateway, Site-To-Site VPN, Client/server VPN
DCO1 Domain Controller, DNS, DHCP, PKI

Filo1 Filserver

WSuso1 Windows Server Update Services Server
<initial>RRAS02 Gateway, Site-To-Site VPN, Client/server VPN
DCo2 Domain Controller, DNS, DHCP

Fil02 Filserver

Print01 Printserver

Klient01 Workstation

Klient02 Workstation

Operativsystem

Server 2012 Standard
Server 2012 Standard
Server 2012 Standard
Server 2012 Standard
Server 2012 Standard
Server 2012 Standard
Server 2012 Standard
Server 2012 Standard
Windows 8 Enterprise
Windows 8 Enterprise



Configuring the DHCP services

o DCO01 on JOHNH - Virtual Machine Connection

File Action Media Clipboard View Help

FO@OO NIPMES

Server Manager * Da

WELCOME TO SERVER MANAGER

i Local Server
ii All Servers . .
- 0 Configure this local serv
il ADDs
i DHCP QUICK START
8 DS 2 Add roles and features
¥& File and Storage Services b 3 Add other servers to mana
WHAT'S NEW
4 Create a server group
LEARN MORE
ROLES AND SERVER GROUPS

Roles:4 | Servergroups: 1 | Servers total: 1

i§i ApDs 1

{8 DHcP

@ Manageability
Events
Services
Performance

BPA results

@ Manageability

Events
Services
Performance

BPA results
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| F

Active Directory Administrative Center

Manage Tools

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell

Active Directory Sites and Services
Active Directory Users and Computers
ADSI Edit

Component Services

Computer Management

and Optimize Drives

Event Viewer

Group Policy Management
iSCSI Initiator

Local Security Policy

ODBC Data Sources (32-bit)
‘ODBC Data Sources (64-bit)
Performance Monitor
Resource Manitor

Security Configuration Wizard
Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced Security
Windows Memory Diagnostic
Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell ISE

-

B ol

View

Help

Status: Running |
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File Action Media Clipboard View Help
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ey
File Action View Help
LG EY B
% DHCP Contents of DHCP Status [ Actions
4 7 de0l.domain.local  debl.domain.local _
1Pvd
= Sc 1107 160 50 01 Siee 1| More Actions 3
3 Ser | Display Statistics.. |
i Advanced... 3 Split-Scope
(2] Pol pl pi
b [ # Filt
b i 1Py Configure Failover...
Recencile...
Deactivate
Delete
Refresh
Properties
Help

Configure 5plit Scope or Scope Consolidation

3 B L

Status: Running | @ Ba

Right click the scope and choose advanced - Split-Scope
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5 DHCP |=la| x |
File Action View Help
EEY
% DHCP Contents of DHCP Status [ Actions

4 5 de0l.domain.local  debl.domain.local _
4 5 IPvd

(s Scope [192.168.58.0] Site 1

More Actions 3
[ Server Options
] Policies DHCP Split-Scope
I [# Filters Corfiguing DHCF split-scopes increases fault tolerance and balances server

b i 1PvE loads.

Introduction to DHCP Split-Scope

Splitting DHCP scope between multiple DHCP servers can increase fault tolerance. With a
splt-scope corfiguration, if one server becomes unavailable, the other server can take its
place and continue to lease new |P addresses or renew existing clients.

Splitting DHCP scopes also helps to balance serverloads.

This wizard will step you through the configuration of a two server splitscope.

3 B L

Status: Running | @ Ba
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File Action View Help
= = = H
% DHCP Contents of DHCP Status [ Actions
4 5 de0l.domain.local  debl.domain.local _
4 5 IPvd _
b ] Scope [192.168.58.0] Site 1 More Actions 4
[ Server Options
] Policies Additional DHCP Server
I [# Filters Select the DHCP server with which you want to split this server's scope.
b G IPVE

Host DHCP Server:

Host Name of Server Idcm .domain local

IPv4 Address of Server: |192.1BB.5B.1|]

3 B L

Status: Running |
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o DCO01 on JOHNH - Virtual Machine Connection
File Action Media Clipboard View Help

FO@OO NP MED

2 DHCP

File Action View Help

= = = H

? DHCP Contents of DHCP Status
4 5 de0l.domain.local  debl.domain.local
4 5 IPvd
(s Scope [192.168.58.0] Site 1
[ Server Options
] Policies Percentage of Split
I [# Filters Select the percertage of IP addresses that will be allocated to each of the
b i 1PvE split-scope servers.

Scroll the sliderta choose the percentage of split of IPv4 address range of this scope:

192.168.58.1 192.168.58.254

' 50 ' 100
Percentage of IPv4 Addresses
Host DHCP Server Added DHCP Server
Percentage of IPv4 Addresses Servicedi&] |20

Following is the Exclusion |Pv4 Address Range:
Start IPv4 Address: |192.168.53.204 |192.168.58.1

End IPv4 Address: |132.168.58.254 |192.168.58.203

Mote: The existing exclusions will also be configured appropriately on the DHCP Servers.

More Actions 3

3 B L

Status: Running |
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File Action Media Clipboard View Help
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|
5 DHCP |=la| x |
File Action View Help

EEY 8

% DHCP Contents of DHCP Status [ Actions
4 5 de0l.domain.local

A gt omanoc jpHCP -
4 5 IPvd

(s Scope [192.168.58.0] Site 1

More Actions 3
[ Server Options
] Policies Delay in DHCP Offer
I [# Filters Specify the delay {in mill seconds) with which the added DHCP server distributes

b i 1PvE addresses.

Host DHCP Server:  Added DHCP Server:

Delay in DHCP Offer (mili seconds): E:;II | 0=

= |

3 B L

Status: Running |
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o DCO01 on JOHNH - Virtual Machine Connection
File Action Media Clipboard View Help
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g DHCP =& x |
File Action View Help
L EEY
% DHCP Contents of DHCP Status [ Actions
4 5 de0l.domain.local  debl.domain.local _
4 5 IPvd
b ] Scope [192.168.58.0] Site 1 More Actions r
[ Server Options
] Policies Summary of Split-Scope Configuration
b [# Filters Summary of Split-Scope configuration on both the DHCP Servers (Host DHCP

b i 1PvE Server and Added DHCP Server)

To configure split-scope on both the DHCP Servers, click Finish

Following is @ summary of the Split-Scope corfiguration Wizard's progress, including ary emors
it encountered while setting up the servers:

Subnet Delay -0 |~
Exclusion Rangefs) :192.168.58.1- 192.168.58.1%
:192.168.58 204 - 152.168.58.254

Added DHCP Server :

Host Name 1del2

IPv4 Address :192.168.55.10

Scope Name : Ste 1[152.168.58.01

Subnet Delay -0

Exclusion Rangefs) : 152.168.58.1- 152.168.58.203

Status: Running |

3 B L
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File Action View Help
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% DHCP Contents of DHCP Status [ Actions

4 5 de0l.domain.local  debl.domain.local _
4 5 IPvd

b ([ Scope [192.168.58.0] Site 1 More Actions 3
[ Server Options
] Policies Summary of Split-Scope Configuration

I [# Filters Summary of Split-Scope configuration on both the DHCF Servers (Host DHCP

b i 1PvE Server and Added DHCP Server)

To configure split-scope on both the DHCP Servers, click Finish

Split-Scope is configured successfully. The Scope corfigured on the Added DHCP
Serveris in the deactivated state. It needs to be explicitly activated for it to service
clients.

Following is @ summary of the Split-Scope corfiguration Wizard's progress, including ary emors
it encountered while setting up the servers:

Fallowing is the status of the corfiguration: |~

Preparation of Host DHCP Server for Scope Migration: Successful
Preparation of Added DHCP Serverfor Scope Migration: Successful
Scope De-activation on Host DHCP Server: Successful

Corfiguration of Scope on Added DHCP Server: Successful

Migration of Scope settings on Added DHCP Server: Successful
Conrfiguration of Exclusion Ranges on Host DHCP Server: Successful
Conrfiguration of Exclusion Ranges on Added DHCP Server: Successful
Configuration of Delay in DHCP Offer on Host DHCP Server: Successful
Configuration of Delay in DHCP Offer on Added DHCF Server: Successful
Scope Migration Rollback on Host DHCP Server: Successful
Reservations

3 B L

Status: Running | @ Ba
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o DCO1 on JOHNH - Virtual Machine Connection = [
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File Action View Help

= zE = BE *

? DHCP Start IP Address End IP Address Description Actions
4 dc01.domain.local $1192.168.58.1 192,168.58.254 Address range for distribution i
4 i 1Pvd [} 192.168.58.1 192.168.58.19 IP Addresses excluded from distribution
4 [ Scope[1921168.58.0] Site 1 [#1192.168.58.204 192.168.58.254 IP Addresses excluded from distribution More... b

[} Address Pool
[ Address Leases
(@] Reservations
E Scope Options
(4] Policies

[ Server Options

[l Policies

p [# Filters
b5 IPvE

=L g

Status: Running

P e
|

We can verify the configuration by looking at the scope exclusions. We should see our premade exclusion:
Host IP 1-19 and 20% of our local subnet: Host IP 204-254.
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File Action Media Clipboard View Help

2 0@OO NPMHB .

File Action View Help

= zE = BE *

? DHCP Start IP Address End IP Address Description | Actions

4 ﬂ dc02.domain.local $10192.168.58.1 192.168.58.254 Address range for distribution _
4 Gy IPvd 192,168.58.203

[ 192.168.58.1 IP Addresses excluded from distribution

[

E Server Options More Actions 3
Display Statistics...

Advanced... 3

[ ) [

Configure Failover...

Reconcile...
Delete

Refresh

-
A

B~
EE‘&I@[&

Properties

Help

<] it EY

Status: Running

ﬁ [R=R=R
|
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On the opposite DHCP server DCO2, we verify and activate the new scope. We can see that 80% of the
scope has been excluded, so that DCO2 can offer IP’s from the last 20%. (Right click on dc02.domain.local
and refresh if 2. scope is not shown.)
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File Action View Help

ez e o= BE ®

? DHCP Start IP Address End IP Address Description | Actions
4 ﬁ dc02.domain.local $10192.168.58.1 192.168.58.254 Address range for distribution _
4 Ipvd [#1192.168.58.1 192.168.58.203 IP Addresses excluded from distribution :
L’E Server Options More Actions 3
4[] Scope[192.168.58.0] Site 1
[} Address Pool
[‘a Address Leases
I [ Reservations
[, Scope Options
[ Policies
4|1 Scope [192.168.59.01 Site? |
[ Address Pl | Display Statistics... |
[ Address Leg )
Advanced... 4 Split-Scope
I (5| Reservatior | | B G
[, Scope Opti Configure Failover...
[2] Policies Reconcile...
4] Policies -
b [# Filters Deactivate
bR IPvE Delete
Refresh
Properties
Help
<] it EY
Configure 5plit Scope or Scope Consolidation

[REST=IN G

Status: Running | @ Ba

To make DHCP redundancy in site 2, we must complete the same steps on DC02 for the local scope.
(Complete these steps on your own hand.)
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ez EY
? DHCP Start IP Address End IP Address Description Actions
4§ deb2domainlocal $00192.168.59.1 192.168.59.254 Address range for distributi i
4 E 1Pvd [*1192.168.59.1 192.168.59.19 IP Addresses excluded from distribution
Server Options [£192.168.50.204 192.168.50.254 IP Addresses excluded from distribution More... b
4[] Scope[192.168.58.0] Site 1
[} Address Pool

[‘a Address Leases
[ Reservations
[, Scope Options
[ Policies
V| Scope [192.168.59.0] Site2
[ Address Leases
I Reservations
@ Scope Options
(4] Policies
4] Policies
I [# Filters
b5 IPVE

[REST=IN G

Status: Running | E Ba

Verify the completed configuration on DC02.
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? DHCP Start IP Address End IP Address Description Actions
4 3 dc0l.domain.local 00192.168.59.1 192.168.59.254 Address range for distributi
4 Ipvd [#192.168.59.1 192,168.59.203 IP Addresses excluded from distribution

Server Options More... »
p [ Scope[192.168.58.0] Site 1
4[] Scope[192.168.59.0] Site2
[‘a Address Leases
I Reservations
@ Scope Options
[l Policies
4] Policies
I [# Filters
b5 IPVE

P e
|

Status: Running

=L g

Verify and activate the new scope on DCO1.

Configuring the RRAS services
We will create our DHCP relay agents on RRASO2 first and on RRASO1 afterwards.
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File Action View Help

jhjeRRAS02 on JOHNH - Virtual Machine Connection

_

e» 26 &
E Routing and Remote Access
) Server Status
4 3 JHIERRASD2 (local)
E Metwork Interfaces

E Ports
3 Remote Access Logging

al

Mame

E General
EStatic Routes
= 6Mmp

B naT

5 Gene

E Mew Interface...

g Mew Routing Protocol...

a2 )
Show TCP/IP Information...

Show Multicast Forwarding Table...
Show Multicast Statistics...

Refresh

Properties

Help

<] it EY

Add a new interface

Status: Running |

3 B L
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If DHCP Relay Agent is not found under IPv4, it must be added first. Right click on General and choose New

Routing Protocol...
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File Action Media Clipboard View Help

|O@®OO NIk
= Routing and Remote Access

|
[=18] = |

File Action View Help

e z[E =
) Server Status N
JHJERRASO2 (local) L
4B iy =) General
B Metwork Interfaces _— .
E Ports =) Static Routes
3 Remote Access Logging EIGMP
4B 1P SLNAT
é General Click the routing protocal that you want to add, then click OK.
Bl Static Routes
E IGMP Routing protocaols:
B NAT DHCP Relay Agent
b E 1Py ™ RIP Version 2 for Intemet Protocol
<] m IEY

3 B L
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Status: Running |
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E Routing and Remote Access DHCP Relay Agent
% Server Status Interface M Relay mode Requests received Replies received Requests discarded Replies disc|
4 3 JHIERRASD2 (local)
E Metwork Interfaces There are no items to show in this view.
E Ports
3 Remote Access Logging
PRl
E General
E Static Routes
B IGMP
B NaT
5 DHCP Ralms Anant
b IPvE Mew Interface...
View 3
Delete
Refresh
Export List...
Properties
Help
[<] m [ [>]|[ <] ] [>]

3 B L

Status: Running | @ Ba

We define on which interface the RRAS server must listen for DHCP broadcast packets by right clicking
DHCP Relay Agent and choose New Interface...



John Have Jensen
©Mercantec 2013
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File Action Media Clipboard View Help

FO@OO NPMES |
= Routing and Remote Access
File Action View Help

e e XEG= B

E Routing and Remote Access DHCP Relay Agent

% Server Status Interface M Relay mode Requests received Replies received Requests discarded Replies disc|
4 3 JHIERRASD2 (local)
E Metwork Interfaces
E Ports
3 Remote Access Logging
PRl
é General This routing protocal runs on the interface that you select below.
Bl Static Routes
B IGMP
B NaT
B DHCP Relay Agent
b B IPvE

There are no items to show in this view.

Interfaces:

[<] m [ [>]|[ <] ]

Status: Running | @ Ba
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File Action View Help

e 7E X Y
E Routing and Remote Access DHCP Relay Agent
% Server Status Interface M Relay mode Requests received Replies received Requests discarded Replies disc|
4 3 JHIERRASD2 (local)
E Metwork Interfaces
E Ports
3 Remote Access Logging General
PRl
E General " .
= Dynamic Host Corfiguration Protocal (DHCP) Interface
Bl Static Routes
B IGMP
S NAT ¥ Relay DHCP packets
B DHCP Relay Agent
b E 1PvE Hop-count threshold: |4 _Ij
Boot threshold {seconds): |4 _Ij
For more information
[<] m [ [>]|[ <] ] [>]

Status: Running | @ Ba
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File Action View Help
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E Routing and Remote Access DHCP Relay Agent
) Server Status -

Interface Relay mode Requests received Replies received Requests discarded Replies disc|
4 [ JHUERRASO2 (local) 221aN Enabled 0 0 0 0
B Metwork Interfaces
E Ports
3 Remote Access Logging
PRl
E General
E Static Routes
B IGMP

View 3

Delete
Refresh

Properties

[<] m [ [>]|[ <] ]

Displays Help for the current selection,

3 B L

Status: Running | @ Ba

We will define the IP address of the DHCP server that should receive the DHCP packets by right clicking
DHCP Relay Agent and choosing Properties
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Routing and Remote Access

_

|
[=18] = |

File Action View Help

e zE XE 6= B

) Server Status Interface
) JHIERRAS02 (local) 8y
B Metwork Interfaces
E Ports
3 Remote Access Logging
PRl
E General
E Static Routes
B IGMP
B NaT
B DHCP Relay Agent
b B IPvE

-

Relay mode

Requests received

Replies received

g; Dynamic Host Configuration Protocal (DHCP) Global

to the server add)

The DHCF relay agent sends
below.

Server address:

For more information

E Routing and Remote Access DHCP Relay Agent

Requests discarded
0

Replies disc|
0

Status: Running

3 B L

The IP address of the DHCP server in the opposite site.
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File Action View Help
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E Routing and Remote Access DHCP Relay Agent
% Server Status Interface M Relay mode Requests received Replies received Requests discarded Replies disc|
4 3 JHIERRASDT (local)
s 221N led 0 0 0 0
B Metwork Interfaces
E Remote Access Clients (1
E Ports
23 Remote Access Logging
a B P4
E General
B Static Routes
E DHCP Relay Agent
= G I
= IGMP Sner
B NAT
b E 1Py Dynamic Host Configuration Protocel (DHCP) Global
The DHCP relay agent sends messages to the server addresses listed
below.
Server address:
For more information
< m ] € >

B ol

Status: Running | @Ba

The DHCP relay agent must be configured in the same way on RRASO1, here we will just point at the DHCP
server in site 2.

Test DHCP redundancy
We will test DHCP redundancy in site 1 by turning off the DHCP service on DCO1 and by renewing the IP
address on Klient01. Klient01 should now get an IP address from DC02.
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DCO01 on JOHNH - Virtual Machine Connection

_

e E z BE 8

Contents of DHCP Status
5 dc01.domain.local

DHCP
df i

[ i Add/Remove Bindings...

I i Unauthorize
Backup...
Restore...
All Tasks 3 Start
Delete Stop
Refresh Pause
Properties s

Restart

Help I

[ Actions
More Actions 3

Add or Remove bindings from this server

Status: Running |

3 B L
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We can stop the DHCP service on DCO1 from the DHCP snap in and by right clicking the server name and

choosing All Tasks 2 Stop
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Search

A p pS Results for “command” Apps

Apps

Settings

Billeder

Bing

Finans

Internet Explorer

Musik

Status: Running = ’E iil

Start the command prompt on Klient01 by pressing the Windows key on the keyboard, typing command
and pressing enter.
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RecyclEBin
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C:\Users\user>ipconfig /release

..

Mindows IP Configuration

[Ethernet adapter Ethernet:

sction—specific D ffix . @
local IPu6 Add : £e8@::969:a125:c4fd:

: Media disconnected

Connection cific DNS Suffix

rs\user>

>

Status: Running |

To release the IP address, which is still leased from DCO01, type: ipconfig /release
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Windows 8 Enterprise Evaluation
Windows License valid for 86 days

‘.' Y:l ix

DAN

Build 9200

09:49
22-04-2013

=84 .
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Tunnel adapter

Media State . L & : Media disconnect
Connection—sp :

Users\user>ipconfig /renew

Mindows IP Configuration

Ethernet adapt

D
Tunnel adapter isatap. 2@DD 42EA-8EF8-D28F75A2

Media Stat L : Media disconnect
Connecti :

Windows 8 Enterprise Evaluation
Windows License valid for 86 days
Build 9200

[~ 72 ¢x DAN

Status: Running

Try to lease a new IP by typing: ipconfig /renew
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Autoconf iguration En I

Link-local IPu6 Addre R DBD E 3 2(Preferred>
IPu4 Addr s

Subne

ECDUIDE S hEhE e E R s ;B-83-@B-15-5D-12-8A-

16
NetBIOS over Tepip. . - - » . . . @ bled

Tunnel adapter i ap.domain.local:

Media EEENEEEE R asye s Heddard
> domain.local
Mic ft

Windows 8 Enterprise Evaluation
Windows License valid for 86 days
Build 9200
5 09:55
Bl DAN o 0h 20

Status: Running | @ B g

Verify that you got an IP address from the DHCP server in the opposite site by typing: Ipconfig /all

On your own hand, verify that the DHCP server in site 1 can also service DHCP clients in site 2.



