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Note for Instructors

o
e These presentations are the result of a collaboration among
the instructors at St. Clair College in Windsor, Ontario.

Thanks must go out to Rick Graziani of Cabrillo College. His
material and additional information was used as a reference
in their creation.

If anyone finds any errors or omissions, please let me know
at:

» tdame@stclaircollege.ca.
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Virtual Local Area Networks

Introducing VLANS
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Defining VLANS

I Separate Broadcast

In traditional switched LANS, Domalis
the physical topology is
closely related to the logical
topology.

Generally, workstations must
be grouped by their physical
proximity to a switch.

To communicate among
LANSs, each segment must
have a separate port on the
backbone device or a
connection to a common
backbone.
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Defining VLANS
B

e VLANS are created to provide segmentation services
traditionally provided by physical routers in LAN
configurations.

* They address:
Scalability

Security
Network Management
Broadcast Filtering

Traffic Flow Management

¢ Switches may not forward any traffic between VLANS, as this
would violate the integrity of the VLAN broadcast domain.

e Traffic must be routed between VLANS.
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What Does This Mean?

FastEthernet Engineering Marketing Accounting

LAN LAN LAN

With routers:

i ive!
Requirements: , Expensive!
- Different department on - 4 Ports each

each floor. i - 3 hubs / floor
- Three different LANSs per - 10 Broadcast domains
floor. ¥ - Inefficient traffic flow

PESElE NSWOIrKS
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What Does This Mean?

Engineering Marketing Accounting
VLAN VLAN VLAN

With switches:

- More scalable
- Easier to manage
- 1 Router
B - 3 Broadcast Domains
- Efficient traffic flow

FastEthernet
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Defining VLANS

O VLANA
O VLAN 2
0 VLAN 3

e A VLAN, then, is a broadcast domain (IP Subnet) created by
one or more switches.
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Defining VLANS

Engineering

Marketing

e The above design shows 3 separate broadcast domains
created using one router with 3 ports and 3 switches.

e The router filters the broadcasts for each LAN.
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Defining VLANS

Engineering
. VLAN
One Physical
Link

Marketing
VLAN

o A better design still creates the 3 separate broadcast
domains but only requires 1 switch.

e The router provides broadcast filtering over a single link.
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Defining VLANS

C
e A VLAN allows:
» Creation of groups of logically networked devices.

* The devices to act as if they are on their own
independent network.

* The devices can share a common infrastructure.
» Each VLAN is a separate broadcast domain.

» Broadcast traffic is controlled.
» Each VLAN is a separate IP subnet.

* To communicate among VLANS, you must use a
router (MUCH more later).
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Benefits of VLANS

S
e Security:

» Groups with specific security needs are isolated from the
rest of the network.

¢ Cost Reduction:
* Need for expensive hardware upgrades is reduced.
» Better use of existing bandwidth and links.

¢ Higher Performance:

» Dividing large, flat Layer 2 networks into separate
broadcast domains reduces unnecessary traffic on each
new subnet.
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Benefits of VLANS

- I
¢ Broadcast Storm Mitigation:

» Dividing a network into VLANS prevents a broadcast
storm from propagating to the whole network.

e Improved IT Staff Efficiency:
» Easier to manage the network because users with similar
network requirements share the same VLAN.
¢ Simpler Project or Application Management:
» Having separate functions makes working with a

specialized application easier. For example, an
e-learning development platform for faculty.
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VLAN ID Ranges

¢ When configured, the number that is assigned to the VLAN
becomes the VLAN ID.

e The numbers to be assigned are divided into two different
ranges:

Normal Range: 1 - 1005
Extended Range: 1006 - 4096

e Each range has its own characteristics.
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VLAN ID Ranges

S
¢ Normal Range: 1 — 1005

CCNA3-16

Used in small- and medium-sized business and
enterprise networks.

IDs 1002 — 1005: Token Ring and FDDI VLANS.

IDs 1 and 1002 to 1005 are automatically created and
cannot be removed.

Configurations are stored within a VLAN database file,
called vlan.dat, located in the flash memory of the switch.

The VLAN Trunking Protocol (VTP), which helps manage
VLAN configurations between switches, can only learn
normal range VLANS and stores them in the VLAN
database file. (Chapter 4)
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VLAN ID Ranges

S
e Extended Range:1006 — 4096

Enable service providers to extend their infrastructure to
a greater number of customers.

Some global enterprises could be large enough to need
extended range VLAN IDs.

Support fewer VLAN features than normal range VLANS.

Are saved in the running configuration file — not the
vlan.dat file.

VTP does not learn extended range VLANS.
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Types of VLANs

C
¢ Traditionally, two methods of implementing VLANS:
* Static or Port-Based:
» Ports on a switch are assigned to a specific VLAN.
* Dynamic:
» VLANS created by accessing a Network Management
server. The MAC address/VLAN ID mapping is set up

by the Network Administrator and the server assigns a
VLAN ID when the device contacts it.

e Today, there is essentially one method of implementing
VLANSs: Port-Based.
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Types of Port-Based VLANS

| |
o Defined by the type of traffic they support or by the functions
they perform.

* Data VLAN.
Default VLAN.
Native VLAN.
Management VLAN.
Voice VLAN.
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Types of Port-Based VLANS

|
e Data VLAN:
» Configured to carry only user-generated traffic.

Student
VLAN 20
172,17.20.22/24

Student
VLAN 20
172.17.20.25/24

Guest
WLAN 30 )
172.17.30.23/24 172.17.30.26/24
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Types of Port-Based VLANS

S
e Default VLAN:
¢ The default VLAN for Cisco switches is VLAN 1.

Switches 51, 52, 53.
F0/1 and FO/3 are 802.1Q trunk interfaces
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Types of Port-Based VLANS

I
e Native VLAN:

Switches 81, 82, 53:
FO/1 and FO/3 are 802,1Q trunk interfaces with
native VLAN 99 - 172.17.99.0/24
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Types of Port-Based VLANS

C
¢ Management VLAN:

Management PC
VLAN 99
172.17.99.10/24 ~ = Bwiches 51, S2ad
- FO/1 and FO/3 are 802.1Q trunk interfaces with
native VLAN 99 - 172.17.99.0/24
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Types of Port-Based VLANS

-
¢ Voice VLANS:
 Voice-over-IP (VolP) traffic requires:
Assured bandwidth to ensure voice quality.

Transmission priority over other types of network
traffic.

Ability to be routed around congested areas on the
network.

Delay of less than 150 milliseconds (ms) across the
network.

» The details of how to configure a network to support VolP
are beyond the scope of the course, but it is useful to
summarize how a voice VLAN works between a switch, a
Cisco IP phone, and a computer.
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Types of Port-Based VLANS

VLAN 150 is designed

* Voice VLANS: to carry voice traffic.

jgured to support voice traffic:
+ Port sends CDP frames to provide
information used by the IP phone.
+ Port forwards frames associated with VLAN
150.

Connections

Student
VLAN 20 - 172.17.20.25

Switch configured to support voice traffic:
=+ Uses VLAN 150 for voice VLAN.
+ Prioritizes voice traffic.
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Types of Port-Based VLANS

e Voice VLANs: A Cisco IP Phone is a switch.

Port 2 is an internal Cisco IP Phone 7960
10/100 interface that

carries the phone traffic. Port 3 connects to a

PC or other device.

P L
Access E,

port

Port 1 connects to the
switch or VoIlP device.
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Types of Port-Based VLANS

Voice VLANs: A Cisco IP Phone is a switch.

Switch S3 is configured SEAI : S
to carry voice traffic on Phone tags voice traffic with

VLAN 150 and data VLAN 150 and sends data traffic
traffic on VLAN 20 untagged. The switch will tag the
k Y4 data traffic for VLAN 20.

Receiving:

Phone acts on voice traffic
and removes the tag for data traffic
destined for the PC.
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Types of Port-Based VLANS

e Voice VLANs: A Cisco IP Phone is a switch.
Cisco IP Phone 7960

Link to the switch acts as a CDP is used to
trunk link to carry both communicate

voice and data traffic. between the switch
and the phone.

—.-:pg
Access %

port
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Types of Port-Based VLANS

e Voice VLANS:

SWldh perticonflined io Should make more sense now
support voice traffic:

* Instructs phone to tag m .
DICE TGS WAtV AN Cisco IP Phone 7960 Configured to tag voice traffic
150 f frames with VLAN 150.

Prioritizes voice frames.

Forwards data frames on
VLAN 20. — Configured to send

untagged data traffic.

P2

3-port
P3 =
switch —Jg
Access e
port

Configured to send untagged data traffic.

y +,
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Network Traffic Types

Management Traffic

Relational Database
VLAN 50
172.17.50.253/24

Management
WLAN 99
172.17.40.21/24

Faculty

172.17.10.21/24 PCH 5 A VLAN 10
: ) ; 172,17.10.24/24

Student ’ :

VLAN 20 , / Student

172,17.20.22/24 - o VLAN2Z0

Voice VLAN 150 s —% i = [ 172.17.20.25/24
4 \oice VLAN 150

Guest
VLAN 30
172.17.30.26/24.
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Relational Database

VLAN 50

172.17.50.253/24

Network Traffic Types

IP Telephony Traffic

Management
WLAN 99
172.17.40.21/24

Signaling

Data Packets

VLAN 10

Student

WLAN 20
172.17.20.22/24
Voice VLAN 150

Faculty
e Faculty
17217.10.21/24 e == Lk 172,17.10.24/24
n JFo/
L

Student
VLAN 20
172.17.20.25/24
Voice VLAN 150
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Relational Database

VLAN 50

172.17.50.253/24

Guest
VLAN 30
172.17.30.26/24.

e ——
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Network Traffic Types

IP Multicast Traffic

VLAN Configuration

Router Configuration

Student

WLAN 20
172.17.20.22/24
Voice VLAN 150
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IP/TV Broadcasts

Faculty
VLAN 10
172,17.10.24/24

==

Student
VLAN 20
172.17.20.25/24
Voice VLAN 150

Sent from a particular source address to a
multicast group that is identified by a single
IP and MAC destination-group address pair.
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Network Traffic Types

Normal Data Traffic

File Sharing
Printing
Database Access
Email
Shared Applications

Faculty
VLAN 10
172,17.10.24/24

Student ) ’ %

VLAN 20 1 4 : Student

172.17.20.22/24 - / —

Voice VLAN 150 g—/ — b= [ 172.17.20,25/24
5 ¢ ; o Voice VLAN 150

Guest
VLAN 30
172.17.30.26/24.

e ——
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Network Traffic Types

Scavenger Class

Less than best-effort services.
Typically entertainment oriented.
Peer-to-Peer Media Sharing
(KaZaa, Napster),

VLAN 10
172.17.10.24/24

Student ’ Y )

VLAN 20 & : / Student

172.17.20.22/24 - / —

Voice VLAN 150 g—/ — b= [ 172.17.20,25/24
L] ¢ ; o \oice VLAN 150

Guest
VLAN 30
172.17.30.26/24.

e ——
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Switch Port Membership Modes

C
¢ Switch Ports:
» Layer 2-only interfaces associated with a physical port.

» Used for managing the physical interface and associated
Layer 2 protocols.

» Do not handle routing or bridging.
» Can belong to one or more VLANS.
¢ Configuring VLANS:
* Must assign a VLAN number.
» Can configure a port specifying:
» The type of traffic.
* The VLANS to which it belongs.
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Switch Port Membership Modes

¢ Static VLAN:
» Ports on a switch are manually assigned to a VLAN.

» Static VLANS are configured using the Cisco CLI or a GUI
Management application (e.g. Cisco Network Assistant).

S3#configure terminal

S3 (config) #interface fastEthernet0/18
53 (config-if) #switchport mode access

S3 (config-if) #switchport access vlan 20
S3 (config-if) #end
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Switch Port Membership Modes

S
¢ Dynamic VLAN:

Configured using a special server called a VLAN
Membership Policy Server (VMPS).

Assign switch ports to VLANSs based on the source MAC
address of the device connected to the port.

Benefit is that moving

a user to a different

port on a switch or to o3

a new switch, the 1111.1111.1111 = VLAN 10
user is assigned to

the proper VLAN

dynamically.

* Not widely used.
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MAC = 1111.1111.1111

Switch Port Membership Modes

|
e Voice VLAN:

» A port is configured to be in voice mode so that it can
support an IP phone.

» Before you configure a voice VLAN on the port, you first
configure a VLAN for voice and a VLAN for data.

S3#configure terminal

— S3 (config) #interface fastEthernet0/18
VLAN 150 ﬁfnJ S3 (config-if) #mls gos trust cos

S3 (config-if) #switchport voice vlan 150
S3 (config-if) #switchport mode access

S3 (config-if) #switchport access vlan 20
S3 (config-if) #end

VLAN 20 '
»
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Switch Port Membership Modes

I
e Voice VLAN:

Ensures that voice traffic is
identified as priority traffic.

=) S3configure termipal
83 (config) #interfgdce fastEthernet0/18
S (canfig-if) $mls gos trust cos
" oy ————r——— > voice wvlan 150
=—p—=——reorrig-if) §switchport mode access

Data VLAN access wvlan 20
orre ig-if) #end

VLAN 150

Remember that the entire network must be set up to prioritize
voice traffic. You cannot just configure the switch port.
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Controlling Broadcast Domains with VLANS

e Network without VLANS:
Sends a Broadcast

Faculty . g p— Faculty

172.17.40.21/24 PE ) ) | 172.17.40,24/24
- \ "

Studerit e / . — Student

172.17.40.22/24 ; ! . — (=t ot

Guest [ECE Guest

172.17.40.23124 172.17.40.25/24
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Controlling Broadcast Domains with VLANS

S
e Network with VLANS:
Sends a Broadcast

Faculty ‘_ 51 — Faculty
VLAN 10 L ; : VLAN 10
172.17.10.21/24 f o 172.17.10.24/24

Student : i - o = Student
VLAN 20 A ' VLAN 20
liEp a0 2 et | VLAN Trunks configured ta support: VLAN 10, 20 | | liz 14202504

Sends a Broadcast
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Controlling Broadcast Domains with VLANS

|
¢ |ntra-VLAN Communications:

Port FO/1 -172.17.10.1
Port FO/2 -172.17.20.1

Faculty . e Faculty

VLAN 10 - A VLAN 10 -
172.17.10.21 & 172.17.10.24

VLAN 20 - o VLAN 20 -
172.47.20.22 172.17.20.25
LAN Trunks configured to support: VLAN 10, 20 - _—
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Controlling Broadcast Domains with VLANS

¢ Intra-VLAN Communications:

Gateway
Port FO/1 -172.17.10.1
Port F0/2 -172.17.20.1

VA

Faculty — Faculty
VLAN 10 - ’ ! ARP REPLY VLAN 10 -
172.17.10.21 =/ 172.17.10.24
7 / 5 7
Student et B - ] Student
VLAN 20 - . VLAN 20 -
172.47.20.22 172.17.20.25
VLAN Trunks configured to support: VLAN 10, 20
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Controlling Broadcast Domains with VLANS

¢ Intra-VLAN Communications:

Gateway
ARP REPLY Port FO/1 -172.17.10.1
Port F0/2 -172.17.20.1

Fo/1| |F0/2

FO/5| |FO/8

Faculty N ARP REQ — Faculty
VLAN 10 - Fon,”  “ Foi3 : VLAN 10 - '
172.17.10.21 \ g 172.17.10.24
3 / 3

Student s = e Stucent
VILAN 20 - —— = VLAN 20 -
172.17.20.22 172.17.20.25

VLAN Trunks configured to support: VLAN 10, 20
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Controlling Broadcast Domains with VLANS

|
¢ Intra-VLAN Communications:

Gateway
ARP REQ Port FO/1 -172.17.10.1
Port F0/2 -172.17.20.1

Fo/1| |F0/2

FO/5| |FO/8

e ARP RE =

Faculty i a - Faculty

VLAN 10 - 4 A WVLAN 10 -
172.17.10.21 . 7 = 172.17.10.24

7 / N\ 7
;I. il ot .:

Student &5 " e3 Student

VLAN 20 - ’ . ~~ VLAN 20 -
172.47.20.22 172.17.20.25

VLAN Trunks configured to support: VLAN 10, 20 _—
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Layer 3 Switch Forwarding
B

e Layer 3 Switch:
» A Layer 3 switch has the ability to route transmissions
between VLANS.
» The procedure is the same as described for the inter-
VLAN communication using a separate router.
¢ Switch Virtual interface (SVI):
» A logical interface (SVI) is configured for each VLAN
configured on the switch.

s = ] -

Chapter 3-1
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Layer 3 Switch Forwarding
|
e Layer 3 Switch:

SVI 10 knows about Contains the SVI 20
SVI 20 (the location information...NOT SVI 10

of VLAN 20).

Faculty _ K BRY Faculty

VLAN 10 - VLAN 10 -

172.17.10.21 - 172.17.10.24
/

Student T o NICAST Data
VLAN 20 - ; o (53 “\
172.17.20.22 ) J

VLAN Trunks configured to support:
VLAN 10, 20
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