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Note for Instructors

o
e These presentations are the result of a collaboration among
the instructors at St. Clair College in Windsor, Ontario.

Thanks must go out to Rick Graziani of Cabrillo College. His
material and additional information was used as a reference
in their creation.

If anyone finds any errors or omissions, please let me know
at:

» tdame@stclaircollege.ca.
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Application Layer Functionality and Protocols

Applications: The Interface
Between the Networks

0S| Model TCPI/IP Model

7. Application

B. Presentation Application

| 4. Transport | | Transport |
[ 3. Network ] [ Internet }

| 2. Data Link I
Network
Access
1. Physical
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Application Layer — OSI and TCP/IP Models

Interfacing Human and Data Networks

081 Model

The Application layer provides the interface to
the network.

e The Application layer is the top layer of both the OSI and
TCP/IP models.

¢ Provides the interface between the applications we use to
communicate and the underlying network.
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Application Layer — OSI and TCP/IP Models

C
¢ Two important concepts:
» Application Layer:
* The first step for getting data on to the network.

» Application Software:
* The programs used to communicate over the network.

e For example:
* When displaying a web page:
» The Application Layer uses the HTTP Protocol.
» The Application Software is your browser.
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Application Layer — OSI and TCP/IP Models
N

051 Model TCP/IP Model

[-:’. Application DNS HTTP

licati
[6. Presentation ] RPLI;IGE on
yers

6. sewn smTp DHCP

Application

¢ Functionality of the TCP/IP Application Layer protocaols fit
roughly into the top three layers of the OSI Model.
* Most TCP/IP application layer protocols were developed
before PCs, GUIs and multimedia objects.
* They implement very little of the Presentation and
Session layer functionality.
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Application Layer — OSI and TCP/IP Models
N

051 Model TCP/IP Model

T.  Application

» DNS yrTP
| 6. Presentation I Apl_'g;::rh;“ Application

6. s smTp DHCP

¢ Presentation Layer Functionality:
» Coding and conversion of application layer data.
» Compression.
» Coding and compression formats: GIF, JPG, TIF
* Encryption.
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Application Layer — OSI and TCP/IP Models

051 Model TCP/IP Model

[-:’. Application DNS HTTP

Application

Application
Layers

S St smTp DHCP

6. Presentation

e Session Layer Functionality:

* Create and maintain dialogs between source and
destination applications.

» Handles the exchange of information to initiate dialogs,
keep them active and restart sessions.

* Incorporated by most applications (e.g. Web Browser).
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Application Layer — OSI and TCP/IP Models

ﬁ APPLICATIONS

Telnet Web Server FTP
Server Server

DNS (Domain Name System):

Resolves Internet names (URLS) to IP Addresses.
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Application Layer — OSI and TCP/IP Models

ﬁ APPLICATIONS

Web Server FTP
Server

Telnet:

Terminal emulation - access to servers and network devices.
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Application Layer — OSI and TCP/IP Models

ﬁ APPLICATIONS

Telnet Web Server FTP
Server Server

SMTP (Simple Mail Transfer Protocol):

Transfer of mail messages and attachments.
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Application Layer — OSI and TCP/IP Models

ﬁ APPLICATIONS

Telnet Web Server FTP
Server Server

DHCP (Dynamic Host Configuration Protocol):

Assigns IP Addresses and other parameters to hosts.
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Application Layer — OSI and TCP/IP Models

ﬁ APPLICATIONS

Telnet E-mail Web Server FTP
Server Server y Server

HTTP (Hypertext Transfer Protocol):

Transfer files that make up web pages.

CCNA1-13 Chapter 3

Application Layer — OSI and TCP/IP Models

ﬁ APPLICATIONS

Telnet E-mail Web Server
Server Server

FTP (File Transfer Protocol):

Interactive file transfer between systems.
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Application Layer — OSI and TCP/IP Models

ﬁ APPLICATIONS

Telnet
Server

Usually, a single server will function as a server for multiple
application protocols.
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Application Layer Software

Within the Application

el

layer, there are two forms | Eeiesas
e ocesses | Perfarmante | Netword

of software programs or - ==

processes that provide T

00

access to the network: > [ceoe s | %

Dienty.exe

* Applications Drectes.ont
» Services

Re882888828

System Ide Process ]
System

SvoELexNe
WinpomtSenae...
WLTRYSVC.OE

WICRN S v

[#]5how processes from all users

Processes: &4 CPU Usage: 4% Commit Charge: 507 / 246 1M
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Application Layer Software

C
¢ Network-Aware Applications:
» The software programs used by people to communicate.

* They implement the application layer protocols and are
able to communicate directly with the lower layers of the
protocol stack.

 Emalil Clients
« Web Browsers
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Application Layer Software

S
e Application Layer Services:

» Other programs may need the assistance of Application
Layer services to use network resources such as:

» File transfer
» Network print spooling

* These services are the programs that interface with the
network and prepare the data for transfer.
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Application Layer Software

08I Model TCP/IP Model

7. Application

. Presentation Application

. Session

4. Transport Transport

3. Network

2. Data Link

1. Physical

e The Application Layer uses protocols that are implemented
within applications and services.

» Applications provide people a way to create messages.

» Application layer services establish an interface to the
network.

* Protocols provide the rules and formats that govern how
data is treated.
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Application Layer Software

Ty PROTOCOLS ]//'

& Presentation

5 Session 5 Session

4 Transport 4 Transport

3 Network 3 Network

2 Data Link 2 Data Link
1 Physical 1 Physical

¢ Application layer protocols are used by both the source and
destination devices during a communication session.

e The application layer protocols implemented on the source
and destination host must match.
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Application Layer Software

T Application """'---...______

& Presentation

} | __—| 7 Appiication

6 Presentation

PROTOCOLS

5 Session 5 Session
4 Transport 4 Transport
3 Network 3 Network
2 Data Link 2 Data Link

1 Physical 1 Physical

e Establish consistent rules for data exchange.

e Specify data structure in the message and types of
messages.

¢ Define message dialogues (appropriate responses).

CCNA1-21 Chapter 3

Application Layer Software

¢ Applications and services can use multiple protocols.
» Encapsulate the protocol.
* Be encapsulated by a protocol.
* Invoke other protocols.
e For example, using a web browser (HTTP) may invoke:
* DNS, ARP, ICMP
* May use TCP, UDP, Ethernet, PPP (Much More Later)
» Definitely uses IP

CCNA1-22 Chapter 3




Application Layer Functionality and Protocols
N

Making Provisions for
Applications and Services
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Introduction

When accessing
information on a device,
the data may not be
physically stored on
that device.

If that is the case, a
request must be made
to the device where the
data resides.

Three methods:
» Client/Server Model
» Application Layer Services and Protocols
» Peer-to-Peer (P2P) Networking and Applications
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Client/Server Model

May also require Clients — hardware,

control information. software combination
User Authentication
or identify a file to be

transferred. ﬁ-ﬂ The client begins the
e exchange by making

a request for data.

The server responds
with one or more
streams of data.

Files uploaded to

the server
Resources are stored

on the server.
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Client/Server Model

The biggest advantage of the client/server model
is the centralization of resources.
User Names and Passwords, Files, Databases.
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e Servers are
repositories of Processos Sofware
information. E

Processes on
the server
control the
delivery of
information
to the client.
e The information is usually shared with multiple clients.
* Web Server
o FTP Server

o Database Server
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Disk Drives Hardware

|

Network

ey

Client

e Some servers
may require e i
user :
authentication
to access the
data or the
network.

FTP Server:
May require
an account and password before allowing a transfer.

Domain Controller Server:

Disk Drives Hardware

|

Network

ey

Client

Will require a user name and password in order to access the
network.
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Servers
C
e The server runs a service, or process, sometimes called a
server daemon.
¢ Daemons (like other services):
» Typically run in the background.
» Are not under an end user's direct control.

 Are described as "listening" for a request
from a client.

* Programmed to respond whenever the server receives a
request for the service provided by the daemon.

e When a daemon "hears" a request from a client:
* |t exchanges appropriate messages with the client.
» Sends the requested data in the proper format.
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Application Layer Services and Protocols

B Telnet Client

Typically, a server will Q,

have multiple clients _ % Client

requesting services — o J o
at the same time. e Q

.

For example, the Cient 2

Server Hardware

Telnet Server. *«_ | Teinet Ciient

R ey
The Telnet daemon == Q_
listens for connection Client 3

requests that are received on port 23.
Connection options are negotiated with the client and a Child
Process is created on the server on a different unused port.

The Telnet daemon resumes listening and repeats the
process for each unique connection.
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,
Telnet Daemon |~ Telnet Client
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Peer-to-Peer (P2P) Networking

Yes. Send over the
i page to print and | will
Directly | print. Meanwhile | will
connected access a file from your
printer drive..

Printer PEER

Print server
File client

| will share a file | have
stored on my hard

| drive. Can you print

the directions?

PEER

Print client
File server

e Two or more computers are connected via a network and can
share resources (such as printers and files) without having a

dedicated server.

e End devices (peers) can function as either a server or client

depending upon the required service.
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Peer-to-Peer (P2P) Networking

Yes. Send over the
i page to print and | will
Directly | print. Meanwhile | will
connected access a file from your
printer drive..

Printer PEER

Print server
File client

| will share a file | have
stored on my hard

| drive. Can you print

the directions?

PEER

Print client
File server

e One big disadvantage of P2P networking is that it
decentralizes the services on a multiuser network.

¢ Maintaining security and access policies on a P2P network is
definitely a challenge. All Policies and User Names and
Passwords must be maintained on each peer device.
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Peer-to-Peer (P2P) Applications

Instant Message Instant Messaga
Meeting tanight. Meeting tonight.

I'll be there: I'll be: there,
Good. L Good.

Client and server \ Client and server

A peer-to-peer application, unlike a peer-to-peer network,
allows a device to act as both a client and a server within the
same communication.

Both can initiate a communication and are considered equal
in the communication process.

In other words, in this model, every client is a server and
every server a client.
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Application Layer Functionality and Protocols
N

Application Layer Protocols
and Services Examples
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Introduction

IP NeP HTTP
Header [ Header Header

e Commonly used protocols:

* The OSI Model Transport Layer uses an addressing
scheme called a port number. (Much More Later)

Port numbers identify applications and Application Layer
services that are the source and destination of data.

Server programs generally use predefined port numbers
that are commonly known by clients.

We will be referring to these port numbers as we look at
some of the Application Layer applications and services.
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Commonly Used Protocols

IP NeP HTTP Data
Header | Header Header

Application /' Service Acronym

Domain Name System DNS

Hypertext Transfer Protocol HTTP

Simple Mail Transfer Protocol SMTP

Post Office Protocol POP3

Telnet Telnet

Dynamic Host Configuration Protocol | DHCP

File Transfer Protocol FTP
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Application Layer Protocols and Services

Domain Name System
DNS
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rity and network integrated » Consumer

|

e DNS allows us to use simple, recognizable names instead of
an IP Address.
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Domain Name System (DNS)

DNS Server Client

e The DNS protocol defines an automated service that
matches resource names with the required numeric network
address.

e DNS is a client/server service. However, instead of the client
being a browser or email client application, the DNS client
(Resolver) runs as a service itself.

e The resolver is responsible for issuing requests and
processing responses from the DNS server.
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Domain Name System (DNS)

DNS Server Client

¢ How does the resolver know where to send the requests?
* From the IP configuration on the device.
IP Address 192.168.25.25
Subnet Mask 255.255.255.0
Default Gateway 192.168.25.1
DNS Server 208.67.222.222
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Domain Name System (DNS)

DNS Server Client

e DNS and the Browser:

1. First, a domain name or URL is entered in the address
field of the browser. The browser passes the name to
the resolver.
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Domain Name System (DNS)

DNS Server Client

www.cisco.com = 198.133.219.25

¢ DNS and the Browser:
2. The resolver sends the DNS request to the DNS Server.

3. The server then searches its records and resolves the
name with to a corresponding IP Address.
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Domain Name System (DNS)

:Z ool Help

WWW.CiSC0.com

DNS Server Client

www.cisco.com = 198.133.219.25 198.133.219.25

¢ DNS and the Browser:

4. The DNS server then sends the IP Address back to the
client that made the request. The IP Address will be
used in the encapsulation process as the destination
address for packets going to www.cisco.com.
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Domain Name System (DNS)

INDOWS', system32 cmd.exe

C:s>nslookup
Default Server: resolverl.opendns.com
Address: 288.67.222.222

stclaircollege.ca.
Server: resolverd.opendns.com
Address: 288.67.222.222
Non—authoritative answer:
Mame = wuww.stclaircollege.ca
fAddress: 284.225.7.4
> www.cisco.com.
Server: resolverd.opendns.com
Address: 288.67.222.222
Non—authoritative answer:

LELTH wwu.cisco.com
Address: 198.133.219.25

e Utility - nslookup:
* Windows operating systems provide the nslookup utility.
» Use to query a domain name and get the IP Address.
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Domain Name System (DNS)

|I have records to find who knows about:
com
| have records to find who .org
knows about: | au
linksys .com —
Root DNS
servers

| have the records for:

WWW.CISCO.cCom i =
mail.cisca.com 4-—-”"'—"-’
r - .com /
o e

Top-level domain
.au

DNS Client

e For access to the Internet, DNS servers are arranged in a
hierarchy.

o References to the hierarchy are included when a local DNS
server is installed.
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Domain Name System (DNS)

|I have records to find who knows about:

com
| have records to find who .org
knows about: | au
linksys, com | o

Root DNS

| have the records for: servers

iy
/:::DNS = au
=

DNS Client

e The servers at the “Root” know how to reach the “Top-level”
domain servers.

¢ The top-level servers know how to reach the secondary level
servers and so on
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Domain Name System (DNS)

e All DNS servers store . —
different types of S;j—\ T
-
resource records to / o i T
resolve names. imm E i:i,m
They contain the / Lol s :

name, the address g <
and the type of record. [

A - an end device address

NS - an authoritative name server

CNAME - the Fully Qualified Domain Name

MX - mail exchange record to identify mail servers
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Domain Name System (DNS)

www.site.com = 202.2.2.2
Store in cache, Send to client

=
g’ ? www.site.com

BUERMEL \WwWw.site.com = 202.2.2.2 ....Store in cache

e A DNS server provides the name resolution using the name
daemon, which is often called named (name-dee).
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Domain Name System (DNS)

Utility:
ipconfig /displaydns

Displays the
contents of the PC
cache.

ipconfig /flushdns

Clears the contents
of the PC cache.
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WINDOWS", system32' crnd .exe

pconfig sdisplaydns
Windows IP Gonfiguration

1.8.8.127.in

Record Typ
Time To Live
Data Length .
Section

PIR Record

Record Hame . -
Record Type . .

Time To Live .

Data Length . .
Section . . . .

A (Host)> Recowd . . .

wuw . Jdstats

Record Typ
Time To Live .
Data Length . .
Section

CHAME Record

: 1.0.8.127.in-addr.arpa.

2908831
4

: Answer
: localhost

@.stclaircollege.ca

1
85741
= 4

¢ Answer
T 2@4.225.7.4

w.3dstats.com

: Answer
= 3dstats.com

blackboard.stclaircollege.ca

Record Hame . -
Record Type . .

Time To Live .

Data Length . .
Section . . . .

A (Host)> Record . . .

blackboard.stclaircollege.ca

85746
= 4

: fnswer
: 2@4.225.7.18
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Application Layer Protocols and Services
B
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WWW Service and
Hypertext Transfer Protocol

HTTP
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WWW Service and HTTP

oolz  Help

HTTP Protocol

HTTF/1.1 200 OK
Date: Mon, 23 May 2005 22:38:34 GMT
Server: Apache/1.3.27 (unix) (Red-Hat/Linux)
Lagt-Modified; wed, DB Jam 2003 23:11:55 Gur
Etag: "3£80f-1b6-3elchiib”

by

<html>

<head>

<titlexCiscs Syatems Ine, Heme Page</titlex
</head>

<body>

.. .CONTENTS OF HTML PAGE...

</bady>

e Web browsers are the client applications used to interpret the
HTTP application protocol received from a web server.
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WWW Service and HTTP

Wpache Software Foundation
- http://www.apache.org/

HTTP Server Client

e Web Server:
» Stores the web objects (HTML, Pictures, Video, Files).
» Each accessible by a URL.
» Implements the server side of HTTP.
» Examples:
* Apache, Microsoft Internet Information Server (MIIS)
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WWW Service and HTTP

File requested

Host: www.cisco.com
GET findex.html HTTP/1.1

t

Fully qualified domain name

HTTP Server Client

e HTTP is a request/response type of protocol.

* When a client requests a web page, HTTP defines the
types of messages exchanged.

e.g. GET, PUT, POST
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WWW Service and HTTP

File requested

Host: www.cisco.com
GET findex.html HTTP/1.1

T HTTP Protocol

Fully qualified domain name

] 4 .‘“1*
J

HTTP Server " Client

e The server responds with either:
» The requested object.
* An error message, if necessary.
» Or other status messages.
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WWW Service and HTTP

bols  Help

HTTP Protocol Eﬁ | hittp: /v, cibic. com

=

Client

HTTP Server

¢ For secure communications, Secure HTTP (HTTPS) is used:

» Allows servers and clients to exchange information
securely over the Internet.

» Encryption, Authentication, additional Application and
Transport Layer rules.
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E-Mail Services and SMTP/POP Protocols
|

¢ Revolutionized how people communicate.
e Applications and Services.
» Simple Mail Transfer Protocol (SMTP)
» Post Office Protocol (POP and POP3)
* Internet Message Access Protocol (IMAP)

CCNA1-56

Chapter 3



E-Mail Services and SMTP/POP Protocols

Mail User Agent
(MUA)

Sends using

Get E-mail

POP Protocol Receives
using POP3
SMTP/POP3 or IMAP

Server

¢ Mail User Agent (MUA) is used to compose messages.
» Also known as an email client.
+ MUA allows messages to be sent and received.
» Messages placed in the client mailbox.
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E-Mail Server Processes: MTA and MDA

C
¢ Mail Transfer Agent (MTA):
» Used to forward e-mail.
* Receives messages from an MUA or another MTA.

* Looks at message header to determine how the message
must be forwarded to reach the destination.

¢ Mail Delivery Agent (MDA):
» Accepts mail from the MTA.
» Places it into the appropriate user's mailbox.

¢ Both functions are usually available on the same server as
well as SMTP and POP3 or IMAP.
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E-Mail Server Processes: MTA and MDA

Mail User

Agent (MUA)

Yes

Mail User

Sender .
Client sends message
Agent (MUA)Q to MTA using SMTP
Client retrieves message

using POP3 or IMAP

Recipient

5

=

Place e-mail

in recipient’s mailbox.
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SMTP I POP3
Server

Is recipient in my list?

SMTP / POP3
Server

Mail Transfer
Agent (MTA)

Forward to
another server.

Is recipient in my list?

Mail Delivery
Agent (MDA)

Chapter 3

E-Mail Server Processes: MTA and MDA

C
e SMTP uses a rigid set of commands and replies.

SMTP
Command

Hello

Command Syntax

HELO <sending host>

Function

ID of sending program

Extended Hello

EHLO <sending host>

HELO with service extensions

Quit

QuUIT

End SMTP session

From

MAIL FROM: <sender IP address>

Sender’s IP address

Recipient

RCTP TO: <receiver IP address>

Receiver’s IP address

Data

DATA

Begin SMTP message

Verify

VRFY <data>

Verify user name

Expand

EXPN <data>

Expand mailing list

Help
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HELP <data>

Request online help
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E-Mail Server Processes: MTA and MDA
B

e Other alternatives with their own internal e-mail format and
proprietary protocol.

* |BM Lotus Notes
* Novell Groupwise
» Microsoft Exchange

e Web based e-mail:

¢ Hotmalil
¢ Gmaill
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E-Mail Protocols

C
¢ Post Office Protocol (POP3):

* Uses TCP port 110

» Download-and-delete mode:
» Retrieves messages from the server
» Stores the message locally
» Deletes the message from the server

» Download-and-keep mode:
» Does not delete messages on server when retrieved.

+ Difficult to access e-mail on multiple computers
(e.g. work and home).

* Some e-mail may have already been retrieved on one
computer and will not appear on the other.
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E-Mail Protocols

C
¢ Internet Message Access Protocol (IMAP):
» E-mail is not downloaded, but retained on server
* Any received email is associated with the user's INBOX
» Users can create and manage remote folders
» Users can retrieve portions of the email:
* Message header: Subject line and Sender
e Web Based E-mail:
* Introduced with Hotmail in mid-1990's.
o Communicates with a remote mailbox using HTTP.

» HTTP is used to push (client to server)
and pull (server to client) the email.
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Application Layer Protocols and Services
N

File Transfer Protocol
FTP
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File Transfer Protocol (FTP)

o Fart [ Buickgonnect ]

[ Fiesize | Fileiype [Last Muﬂ

() 5653752898b456155 Fil Folder 347200
[S]enTy File Folder 51720
15 CENA Cetficates snd L File Folder 5720200
(29 CISCO_CNA File Folder ENLTrle

3 File Folder 5/8/200

File Folder 3728020 2]
I o e
fles with 733021623 bytes,

I Size [ Drechion | Remote Flename

e FTP was developed to allow for file transfers between a client
and a server.

¢ Used to push and pull files from a server running the FTP
daemon (FTPd).
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File Transfer Protocol (FTP)

TCP Port 21

Control Port Control Port
User Server
Process A Process
| |
Data Port = L&zl =le] (0] = DataPort

e Uses two well-known ports:

* Port 21 is used to establish the connection and the
transfer of control information.

* Port 20 is used for the actual data transfer.
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File Transfer Protocol (FTP)

Client initiates a TCP control connection on Port 21.
Username and password....

Control Port % Control Port ﬂ
User Server
Process 2 Process

> |
>

Data Port h [ DataPort

, TCP opens and
closes a Data connection on Port 20.
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Application Layer Protocols and Services
N

Dynamic Host Configuration Protocol
DHCP
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Dynamic Host Configuration Protocol (DHCP)

_i_Local Area Connection Properties: 2] =]
General | Advanced |

Connect using:

| B8 Broadcom 440x 104100 Integrated C

Configure

§

| [ Puopeties |

This conneclion uses the following iems

[ %= SMIFFER Protocal Driver

sl | [ il

Transmissian Cantial Fratecolinteinet Frotocol. The default
wide: area netwark protacol that provides communication
aviass diverse nerconnected networks.

Internet Protocol {TCP/IP) Properties 2ix]

General 1All=male Configuration |

You can get [P setings assigned automatically if your netwark supports
thiz capabilty. Othemase, you need to ask your network administiator for
the appropriate [P seings.

@ DObtain DNS server address automatically
1~ Usg the following DNS server addresses:
18] DA

- Desciiption ‘

Tete N
¥ Show icon in notification area when connectad

™ Motity me when this cornection has lmited o no connectivity

oK. Cancel

e |P addresses and other configuration information can be
obtained dynamically.
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Dynamic Host Configuration Protocol (DHCP)

DHCP Servers

ISP DHCP Server
Internet

IP address
Subnet Mask
Default Gateway
Domain Name
DNS Server
Others....

Single Home PC

a

=y

DHCP Client

Home / Small
Business Network

DHCP servers can be on a LAN, on a router or at an ISP.
They can be accessed remotely by sites on a WAN.
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Dynamic Host Configuration Protocol (DHCP)

e DHCP is a four step process.

DHCP Client DHCP Server

| DHCP Discover I—)

1. Client broadcasts a DHCP Discover frame to find a DHCP
server. There may be more than one available.
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Dynamic Host Configuration Protocol (DHCP)

e DHCP is a four step process.

DHCP Client DHCP Server

| DHCP Discover |—)
4—| DHCP Offer |

2. A DHCP server responds with a DHCP Offer frame
containing a lease time, an IP Address, Subnet Mask, and
addresses for a Default Gateway and DNS Server.
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Dynamic Host Configuration Protocol (DHCP)
| |

e DHCP is a four step process.

DHCP Client DHCP Server

| DHCP Discover |—)
4—| DHCP Offer |

| DHCP Reguest I_'

3. The client responds by broadcasting a DHCP Request that
identifies the server and the lease offer it is accepting.
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Dynamic Host Configuration Protocol (DHCP)

I [
e DHCP is a four step process.

DHCP Client DHCP Server

| DHCP Discover |—)
4—| DHCP Offer |

| DHCP Reguest I_'

‘_| DHCP Acknowledge |

4. If the offer is still valid, the server returns a DHCP
Acknowledgement and records that information as used. If
it is no longer valid, a DHCP Negative Acknowledgement
Is sent and the process begins again.
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Dynamic Host Configuration Protocol (DHCP)

e DHCP is a four step process.

DHCP Client DHCP Server

| DHCP Discover

‘—| DHCP Offer |

| DHCP Reguest

‘_| DHCP Acknowledge |
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Application Layer Protocols and Services
N

Server Message Block Protocol
SMB
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Server Message Block Protocol (SMB)

Shared Resources

[ Gﬁa(k - :
| Address [ ca '

SMB Responses (e | | « File systems
1 | Desticp « Printers
o + [ My Documents
SMB Reguests = ' My Computer
= <o el DERICH © APls
) _Cisco
& ) _Contracts

+ Mail slots

Printer

e The Server Message Block (SMB) is a client/server file
sharing protocol.

e |BM in the late 1980s
e Describes the structure of shared network resources
» Directories, files, printers, and serial ports.
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Server Message Block Protocol (SMB)

Request / Response protocol.
Unlike FTP, clients establish a long term connection.

Clients can access resources on the server as if the resource
is local to the client.

Linux / Unix have a similar protocol - SAMBA
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Server Message Block Protocol (SMB)
- Shared Resources -

SMB Responses oy | | = File systems
- £ - )
. o « Printers
- . . + Mail slots
4 SMB Requests | - o : . APIs
J) _Cisco
® 5

Client

Printer

e SMB messages can:
» Start, authenticate, and terminate sessions.
» Control file and printer access.

» Allow an application to send or receive messages to or
from another device.
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Application Layer Protocols and Services
N

P2P Services and
Gnutella Protocol
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P2P Services and Gnutella Protocol

Actist | john legend

S
Fi v tevguen  Toos  Hew

. @ tow || (8! Gnutella |

Filter fesufta:

o “Peer-to-peer applications account for between 50 percent
and 90 percent of overall Internet traffic, according to a

survey this year by Ipoque GmbH, a German vendor of
traffic-management equipment.”

e Peter Svensson, The Associated Press Oct. 19, 2007
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P2P Services and Gnutella Protocol

Where is:
mysong.mp3 |

Gnutella allows P2P
/ applications to

4 search for shared
Ivegotit | - fesauroes on peers.

I've got it.

e Peers (hosts) act as both clients and servers
¢ No centralized file server.

e HTTP GET and responses are commonly used.
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Application Layer Protocols and Services
N

Telnet
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Telnet Services and Protocol
N

Telnet

Physical terminal

e Dates back to the 1970’s.

» People used directly connected text-based terminals to
access systems.

* Needed a means to remotely access these systems in

the same way.

CCNAL1-84 Chapter 3




Telnet Services and Protocol

|P address

I 192.168.2.2
s Telnet
e I lock mall ;m wrwres Network Server
Iocal og " o

mp yp

Virtual terminal

¢ Allows a user to remotely access another device (host,
router, switch).

e A connection using Telnet is called a Virtual Terminal (VTY)
session or connection.
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Telnet Services and Protocol

|P address

: I 192.168.2.2

L1 ce Telnet
cache I lock mail ;m W Network Server
Iocal log “~ -

mp yp

Virtual terminal

Telnet uses software to create a virtual device that offers the

same features as a terminal session command line interface
(CLI).

Telnet Clients: Putty, Teraterm, HyperTerminal
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Telnet Services and Protocol

IP address

g 192.168.2.2
: — e, Telnet
e lib lock mail spoct werw Network Server
lecal log . -

mp yp

Virtual terminal

e Telnet supports user authentication but does not encrypt
data (clear text).

o Secure Shell (SSH) protocol offers a secure method for
server access.

» Stronger authentication, encrypts data
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Feel like you've been run over by a truck?

| |1
i Nl
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