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Chapter 3: Objectives

In this chapter, you will be able to:

Explain the fundamentals of point-to-point serial communication
across a WAN.

Configure HDLC encapsulation on a point-to-point serial link.
Describe the benefits of using PPP over HDLC in a WAN.

Describe the PPP layered architecture and the functions of LCP and
NCP.

Explain how a PPP session is established.
Configure PPP encapsulation on a point-to-point serial link.
Configure PPP authentication protocols.

Use show and debug commands to troubleshoot PPP.
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Serial Communications

Serial and Parallel Ports

= Point-to-point connections are used to connect LANs to service provider
WANSs.

« Also referred to as a serial connection or leased-line connection.

= Communications across a serial connection is a method of data
transmissions in which the bits are transmitted sequentially over a single
channel.

= In parallel communications, bits can be transmitted simultaneously over
multiple wires.

Service Provider
MNetwork

LAN LAN
WAN




Serial Communications

Serial Communication

Serial Communication Process - On the WAN ||nk, data |S
encapsulated by the protocol
used by the sending router.

Frame Being Sent

01111100110...
1110

Frame Being Received

011...

= Encapsulated frame is sent on a
physical medium to the WAN.

sical ium Vi
—Enysice Hedhum = Receiving router uses the same

communications protocol to de-
encapsulate the frame when it
arrives.

=) =)

Three serial communication
standards for LAN-to-WAN
connections: RS-232, V.35, HSSI




Serial Communications

Point-to-Point Communication Links

= Point-to-point links can connect two geographically distant sites.

= Carrier dedicates specific resources for a line leased by the customer
(leased-line).

= Point-to-point links are usually more expensive than shared services.

New York Office London Office

Semvice Provider
Metwork
CEL/DSEU

CsUDsUY




Serial Communications

Time-Division Multiplexing

Multiplexing — A scheme that allows multiple logical signals to share a
single physical channel.
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TDM shares available transmission time on a medium by assigning timeslots o users.
The MUX accepts input from attached devices in an alternating sequence (round-
rabini and transmits the data in a recurrent pattern.

T1/'E1 and 20N telephone lines are common examples of synchronous TOM.




Serial Communications

Statistical Time-Division Multiplexing

= STDM uses a variable time-slot length, allowing channels to
compete for any free slot space.

= STDM does not waste high-speed line time with inactive channels
using this scheme.

STDM STDM
MUX MUX
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Serial Communications

TDM Examples

= The industry uses the Synchronous Optical Networking (SONET) or
Synchronous Digital Hierarchy (SDH) standard for optical transport of
TDM data.

= Traffic arriving at the SONET multiplexer from four places at 2.5 Gb/s
goes out as a single stream at 4 x 2.5 Gb/s or 10 Gb/s.

Incoming stream
Bit rate = 2.5 Gh/'s

Examp|e: _I'I_I'LI'LI'I_C {25 Ghis x 4 = 10 Ghis)
TDM SONET ( alil
— |
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Serial Communications

Demarcation Point

= Marks the point where your
network interfaces with a
network that is owned by
another organization

= Interface between CPE and
network service provider
equipment

= Point in the network where
the responsibility of the
service provider ends

Cemarcation

United States

Local Loop

CsuDsU

CO Switch

Demarcation

International

Local Loop

CO Switch




Serial Communications

DTE-DCE

= DTE — Commonly CPE, generally a router, could also be a terminal,
computer, printer, or fax machine if they connect directly to the service
provider network.

= DCE — Commonly a modem or CSU/DSU, it is a device used to
convert the user data from the DTE into a form acceptable to the WAN
service provider transmission link. The signal is received at the remote
DCE, which decodes the signal back into a sequence of bits; the
remote DCE then signals this sequence to the remote DTE.

Serial DCE and DTE WAN Connections

DTE DCE DCE CTE
® & S

Data Terminal Equipment Data Communications Equipment

End of the user's device on the YWAN «  End of the WAN provider's side of

Link the communication facility

»  Responsible for providing clocking
signal
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Serial Communications

Serial Cables

2% B ¥

Smart Serial Connector

Serial WAN Connections in the Lab
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Serial Communications

Serial Bandwidth

Bandwidth refers to the rate at which data is transferred over the
communication link.

Carrier Transmission Rates

5] a6 kbi's

Gd 64 khi's

T1 1.544 Mb/s
E1 20428 Mb/s
J1 2048 Mbv's
E3 24064 Mb/'s
T3 44 736 Mbi's
0C-1 21.84 Mbis
oC-2 15554 Mb/'s
oC-o 466.56 Mb/'s
oCc-12 62208 Mb/'s
QC-18 03312 Mbi's
OC-24 1.244 Ghis
DC-36 1.866 Ghis
oC-48 2488 Ghis
OC-06 4976 Ghbis
0C-182 0.954 Ghi's
QC-768 39,813 Ghi's




HDLC Encapsulation
WAN Encapsulation Protocols

Data is encapsulated into frames before crossing the WAN link; an

appropriate Layer 2 encapsulation type must be configured.

WAN Encapsulation Protocols

Leased Line

5 - O

HDLC, PPP, SLIP

Circuit-Switched

E e
i Telephone bRl
e Company

HDLC, FPP, SLIP

Packet-Switched

X.25, Frame Relay, ATM




HDLC Encapsulation

HDLC Encapsulation

= Bit-oriented, synchronous data link layer protocol developed by the
International Organization for Standardization (1ISO).

= Uses synchronous serial transmission to provide error-free
communication between two points.

= Defines a Layer 2 framing structure that allows for flow control and
error control through the use of acknowledgments.

= Cisco has developed an extension to the HLDC protocol to solve the
inability to provide multiprotocol support (Cisco HLDC also referred to
as cHDLC).
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HDLC Encapsulation

HDLC Frame Types

» The Flag field initiates and

. terminates error checking, and
Field length,

in bytes 1 10r2 10r2 Variable 2 1 the frame always starts and
ends with an 8-bit flag field,
Flag Address Control Data FSC Flag 01 11111 O
Information (1) frame format « |-frames carry upper layer information
eceive sequence g contonse and some control information; sends and
S Poll final | =41 T - | 0 receives sequence numbers, and the

poll final (P/F) bit performs flow and
error control.

Supervisory (S) frame format

Receive sequence
number

Pollfinal [ FUPClion 1 f 4 « S-frames provide control information —

Request and suspend transmission,
report on status, and acknowledge
receipt of [-frame.

Unnumberad {U) frame format

Function

Function code Poll final
code

» U-frames support control
purposes and are not sequenced.




HDLC Encapsulation

Configuring HDLC Encapsulation

= Default encapsulation method used by Cisco devices on synchronous
serial lines

= Point-to-point protocol on leased lines between two Cisco devices

= Connecting to a non-Cisco device, use synchronous PPP

Eouter (config) # interface s0/0/0
Router {ccnfig-if) 4 encapsulation hdle

Enable HDLC encapsulation
HOLC is the default encapsulation on synchronous seral interfaces
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HDLC Encapsulation

Troubleshooting a Serial Interface

El¢ show interface serial 0/0/0 B
Seriald/0/0 iz up, line protocol is up
Hardware is GT96E Serial
Internet address iz 172.16.0.1/30
MTU 1500 bytea, BW 1544 Kbit/sec, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation HDLC, locpback not set
Keepalive set (10 sec
CEBC checking =nabled
Last input 00:00:0%, output 00:00:04, output hang never =
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (szize/max/dropa/flushes); Total
cutput drops: 0
pusueing strategy: weighted fair
Output gueune: 0/1000/64/0 (size/max
total/threshold/drops)
Conversations 07172868 (active/max active/max total)
Reserved Conversations 0/0 (alloccated/max allocated) |
Available Bandwidth 1158 kilckits/sec
5 minute input rate 0 bits/sec, 0 packstz/sec
5 minute output rate 0 hits/aec, 0 packets/zec
5 packets input, 1017 bytes, 0 no buffer
Eeceived 5 broadcaztzs (0 IP multicaszts)
0 runts, 0 giants, 0 throttles
0 doeut =rrors O cepc 0 frame 0O ~rarepn 0 _iornorad I:

Rl¢ show controllers serial 0/0/0

Interface Serial(/0/0

Hardware is GTY96E

DCE V.35, clock rate &4000

idk at (x6685E5120, driver data structure at (0x6eBHRCA3C
wic_info (Ox66ELCFEE

Physical Port (O, S5CC Num 0

MPSC Registers:

MMCE 1=0x000304C0, MMCR H=0x00000000, MPCR=0x00000000
CHR1=0x00FEQOTE, CHRZ=0x00000000, CHR3=0x0000064R,
CHRA=0x00000000

CHRE=0x00000000, CHRA=0x00000000, CHR7=0x00000000,
CHRE=0x00000000

CHRS=0x00000000, CHRLO=0x00003008

SOMA Registers:

SDC=0x00002201, SDCM=0x00000080, =2GC=0x0000C000
CEDP=0x0DBC2CB0, CTCP=0x0DBCL31LD0, FTCB=0xODBC31Dd
Main Routing Register=0x(0003FE38 BRG Conf
Register=0x0005023F

Ex Clk Routing Register=(0x76543818 Tx Clk Routing
Register=0x76543%10

GPP Registers:

Conf=0x430002 , Io=0x4&C0EN0
Level=0x80004

Confd=0x430002 , IoclO=0x46C0E0
Levell=0x80004

, Data=0xT7F4BBFAD,

, Datal=0xTF4BBFAL,

0 input aborts on receiving flag sequence
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HDLC Encapsulation _ _
Troubleshooting a Serial Interface (cont.)

Status Line Possible Condition Problem / Solution

Serial x is up, line
protocol is up

Seral x is down, line
protocol is down (DTE
mode)

This is the proper status
line condition.

The router is not
sensing a carrier detect
(CD) signal, which
means the CD is not
active.

A WAN carrier service
provider problem has
occurred, which means
the line is down or is not
connected to CSU/DSU.

Cabling is faulty or
incorrect.

Hardware failure has
occurred (CSU/DSU).

Mo action is required.

{ Check the LEDs on the
CSU/DSU to see whether the
CD is active, or insert a
breakout box on the line to
check for the CD signal.

2. Verify that the proper cable
and interface are being used
by locking at the hardware
installation documentation.

3. Insert a breakout box and
check all control leads.

4. Contact the leased-line or
other carrier service to see
whether there is a problem.

5. Swap faulty parts.

G. If faulty router hardware is
suspected, change the serial
line to another port. If the
connection comes up, the
previously connected interface
has a problem.
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HDLC Encapsulation
Troubleshooting a Serial Interface (cont.)

Status Line Possible Condition Problem / Solution |

Zerial x is up, line
protocol is down (DCE
mode)

The clockrate interface
configuration command
is missing.

The OTE device does
not support or is not set
up for SCTE mode
(terminal timing).

The remote 3L or
0EU has failed.

1. Add the elackrate
interface configuration
command on the serial
interface.

Zyntax: celockrate bos
Zyntax Description:bps -
Desired clock rate in bits per
second:

1200, 2400, 4200, D800,
19200, 28400, 56000, 64000,
T2000, 123000, 1428000,
250000, 500000, 200000,
1000000, 1300000, 2000000,
4000000, or 2000000

2. If the problem appears to be
on the remate end, repeat
Ztep 1 on the remote modem,
CaU, or DS,

2. Werify that the correct cable
is being used.

4. If the line protocol is stil
down, there is a possible
hardware failure or cabling
problem. Insert a breakout box
and observe leads.
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HDLC Encapsulation _ _
Troubleshooting a Serial Interface (cont.)

Serial £ is up, line
protocol is up (looped)

A loop exists in the
circuit. The sequence
number in the keepalive
packet changes to a
random number when a
loop is initially detected.
If the same random
number is returned
over the link, a loop
axists.

Status Line Possible Condition Problem / Solution |

1. Use the show running-
config privieged exac
command to look for any
loopback interface

configuration command
entries.

2. Iftherz is 8 loopback
interface configuration
command entry, use the no
loopback interface
configuration command to
removi the loop.

3. If therz is no loopback
interface configuration
command, examine the
CEU/DEU to determine
whether they are configured in
manual loopback mode. If they
are, disable manual loopback.

4. After disabling loopback
mode on the CEU/DEL, reseat
the CSU/DEU, and inspect the
line status. If the line protocol
comes up, no other action is
neaded.

5. f upon inspection, that the
ZEU or DS cannot be
manually set, then contact the
leased-line or other carrier
service for line troubles hooting
assistance.




sl
CISCO.

HDLC Encapsulation _ _
Troubleshooting a Serial Interface (cont.)

Serial x is up, line A high error rate has

protocol is down occurred due to a VAN

idizabled) service provider
problem.

A CEU or DEU
hardware problem has
occurred.

Router hardware
{interface) is bad.

Status Line Possible Condition Problem / Solution

1. Troubleshoot the line with a
serial analyzer and breakout
box. Look for toggling CTS
and DER signals.

2. Loop CSU/DSU (DTE loop).
If the problem continues, it is
likely that there is a hardware
problem. If the problem does
not continue, it is likely that
there is a WAN service
provider problem.

3. Swap out bad hardware as
required (C3U, DSU, switch,
local or remote router).
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HDLC Encapsulation _ _
Troubleshooting a Serial Interface (cont.)

Serial x is
administratively down,
line protocol is down

The router configuration
includes the shutdewn
interface configuration
command.

A duplicate IP address
exists.

Status Line Possible Condition Problem / Solution

1. Check the router
configuration for the
shutdown command.

2. Usethe ne shutdown
interface configuration
command to remove the
shutdown command.

3. Verify that there are no
identical IP addresses using
the show running-config
privileged exec command or
the show interfaces exec
command.

4. If there are duplicate
addresses, resolve the conflict
by changing one of the IP
addresses.

Ja——
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Benefits of PPP

Introducing PPP

PPP contains three main
components:

HDLC protocol for
encapsulating datagrams
over point-to-point links

Extensible Link Control
Protocol (LCP) to establish,
configure, and test the data
link connection

Family of Network Control
Protocols (NCPs) to
establish and configure
different network layer
protocols (IPv4, IPv6,
AppleTalk, Novell IPX, and
SNA Control Protocol)

P

HOLC is the default encapsulation method on a serial link.

router.

-

PPP

HDLC-Like
Encapsulation

LCP

MCPs

Use PPP encapsulation to connect a Cisco router to a non-Cisco




Benefits of PPP

Advantages of PPP

= PPP not proprietary
= PPP includes many features not available in HDLC

= Link quality management feature monitors the quality of the link.
If too many errors are detected, PPP takes down the link

= Supports PAP and CHAP authentication

& = &

Link Quality Management

Authentication




LCP and NCP

PPP Layered Architecture

PPP Layered Architecture: Physical Layer

= LCP sets up the
PPP connection
and its — —
pa Ffam ete I'S Metwork Layer

Network Control Protocol (NCF)
= NCPs handle

IPvd IPvE

. Authentication, Other Options Data Link Layer
hlgher Iayer Link Control Protocol (LCP)
protocol
. . Synchronous or Asynchronous
configurations
= LCP terminates
At the physical layer, PPP can use:
the PPP
. = Synchronous physical media, such as leased line services
con neCtlon = Asynchronous physical media, such as those that use basic telephone service for

modem dialup connections




LCP and NCP

PPP Control Protocol (LCP)

LCP provides
automatic
configuration of the
interfaces at each end,
including:

= Handling varying
limits on packet
size.

= Detecting common
misconfiguration
errors.

= Terminating the link.

= Determining when a
link is functioning
properly or when it
is failing.

PPP Layered Architecture: LCP Layer

IPvd IPvE

IPCP IPVECP
Metwark Layer

Metwork Control Protocol (NCP)

Authentication, Other Options

Synchronous or Asynchronous

Physical Media Physical Layer

PPP uses LCP to offer service options. These service options are primarily used for
negotiation and frame checking when implementing the point-to-point controls specified by
an administrator.




LCP and NCP

PPP Network Control Protocol (NCP)

= PPP permits
multiple network
layer protocols to
operate on the
same
communications
link.

= For every
network layer
protocol used,
PPP uses a
separate NCP.

PPP Architecture: Network Layer

IPvd T IPvE ?

IPCP I IPVBCP I i
ntrol Protocol (NCP)
e : Data Link
Authentication, Other Options Layer
Link Control Protocol (LCP)
Synchronous or Asynchronous Physical
Physical Media Layer

PPP uses NCPs to neotiate the Layer 3 protocols that will be used to carry data
packets They provide functional fields containing standardized codes to indicate the
network layer protocol type that PPP encapsulates.




LCP and NCP
PPP Frame Structure

PPP Frame Fields

Field Length, in Bytes

1 1 1 2 Variable Z2ord 1

Flag | Address | Control Protocol Data FCS Flag




PPP Sessions

Establishing a PPP Session

& - &

Phase 1 - Link Establishment: "Shall we negotiate™"

Phase 1 — LCP must first open the connection and
negotiate configuration options; it completes when the
receiving router sends a configuration-acknowledgment
frame back to the router initiating the connection.



PPP Sessions

Establishing a PPP Session (cont.)

o~

Phase 2 - Determine Link Quality: "Maybe we should discuss some
details about quality. Or, maybe not . . "

Phase 2 — LCP tests the link to determine whether the

link quality is sufficient to bring up network layer
protocols.



PPP Sessions

Establishing a PPP Session (cont.)

& = &

Phase 3 - Network Protocol Negotiation: "ves, | will leave it to the
MCPs to discuss higher level details."

Phase 3 — After the LCP has finished the link quality
determination phase, the appropriate NCP can separately
configure the network layer protocols, and bring them up
and take them down at any time.
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PPP Sessions

LCP Operation

= LCP operation includes provisions for link establishment, link
maintenance, and link termination.

= LCP operation uses three classes of LCP frames to accomplish the
work of each of the LCP phases:

= Link-establishment frames establish and configure a link.

= Configure-Request, Configure-Ack, Configure-Nak, and
Configure-Reject

= Link-maintenance frames manage and debug a link.

= Code-Reject, Protocol-Reject, Echo-Request, Echo-Reply,
and Discard-Request

= Link-termination frames terminate a link.

= Terminate-Request and Terminate-Ack



PPP Sessions

LCP Operation (cont.)

During link maintenance, LCP can use messages to provide feedback
and test the link.

= Echo-Request, Echo-Reply, and Discard-Request can be used to
test the link.

= Code-Reject and Protocol-Reject provides feedback when one
device receives an invalid frame due to either an unrecognized LCP
code (LCP frame type) or a bad protocol identifier.



CI5CO.

PPP Sessions

LCP Operation (cont.)

PPP Link Termination

e . ™

LCP Configuration

Initiate LCP Configure-Request
[ ==

Complete

MCP Configuration

Echo-Request

Echo-Rep
. _
LCP Maintenance DATHA -
A —— Exchange
1ang -
Code-Feject
-
LCP Terminate-Request
LCP Termination -
LCP Terminate-Ack

=i




PPP Sessions

LCP Packet

Field Length, in Bytes
1 1 1 2 Variable 2ord
Flag Address | Control Protocol Data FCS
. Data
LCP Packet Code |dentifier Length {Vario.ss Langths)




PPP Sessions

LCP Packet

Configure-Request
2 Configure-Ack
3 Configure-Nak
! Configure-Reject
5 Terminate-Request
6 Terminate-Ack

LCP LCP Packet Type Description :
Cnde

Sent to open or reset a PPP connection.
Configure-Request contains a list of LCP
options with changes to default option
values.

Sent when all of the values of all of the
LCF options in the last Configure-Request
received are recognized and acceptable.
When both PPP peers send and receive
Configure-Acks, the LCP negotiation is
complete.

Sent when all the LCP options are
recognized, but the values of some options
are not acceptable. Configure-MNak
includes the mismatching options and their
acceptable values.

Sent when LCF options are not
recognized or not acceptable for
negotiation. Configure-Reject includes the
unrecognized or non-negotiable options.

Optionally sent to close the PPP
connection.

Sent in response to the Terminate-
Request.
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PPP Sessions

LCP Packet (cont.)

LCP LCP Packet Type Description -
Code

7 Code-Reject Sent when the LCP code is unknown. The
Code-Reject message includes the
rejected LCP packet.

8 Protocol-Reject Sent when the PPP frame contains an
unknown Protocol ID. The Protocol-Reject
message includes the rejected LCP
packet. Protocol-Reject is typically sent by
a PPP peerin response to a PPP NCP for
a LAN protocol not enabled on the PPP

peer.
9 Echo-Request Optionally sent to test the PPP connection.
10 Echo-Reply Sent in response to an Echo-Request. The

PPP Echo-Request and Echo-Reply are
not related to the ICMP Echo Request and
Echo Reply messages.

11 Discard-Request Optionally sent to exercise the link in the
outbound direction.




PPP Sessions

PPP Configuration Options

Optional functions
include:

Authentication
using either
PAP or CHAP

Compression
using either
Stacker or
Predictor

Multilink that
combines two
or more
channels to
Increase the
WAN bandwidth

Authentication

‘h_—!"
{
i

Compression

T,
-
|

Multilink

ALY

—

/'II'I.FAN Linh
N

S 6

Bundle

PAP or CHAP




PPP Sessions

NCP Explained

PPP NCP Operation

LCP Configuration

IPCF Configure-Request

-
NCP Configuration IPCP Configure-fick
-
e
IPv4 Data Transfer and IPv4 DATA —— el
LCP Maintenance - — Exchange —
—r
IPCF Terminate-Request
. . }-
NCP Termination IPCP Terminate-Ack

LCP Termination
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Configure PPP

PPP Configuration Options

= Authentication — Two authentication choices are Password
Authentication Protocol (PAP) and Challenge Handshake
Authentication Protocol (CHAP).

= Compression — Increases the effective throughput on PPP
connections by reducing the amount of data in the frame that must
travel across the link. The protocol decompresses the frame at its
destination. Two compression protocols available in Cisco routers are
Stacker and Predictor.

= Error detection — Identifies fault conditions. The Quality and Magic
Number options help ensure a reliable, loop-free data link. The Magic
Number field helps in detecting links that are in a looped-back
condition. Magic numbers are generated randomly at each end of the
connection.



Configure PPP

PPP Configuration Options

= PPP Callback — PPP callback is used to enhance security. With this
LCP option, a Cisco router can act as a callback client or a callback

server. The client makes the initial call, requests that the server call it

back, and terminates its initial call. The callback router answers the

initial call and makes the return call to the client based on its

configuration statements. The command is ppp callback [accept
| request].

Multilink — This alternative provides load balancing over the router
interfaces that PPP uses. Multilink PPP provides a method for
spreading traffic across multiple physical WAN links while providing
packet fragmentation and reassembly, proper sequencing, multivendor
interoperability, and load balancing on inbound and outbound traffic.
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Configure PPP

PPP Basic Configuration Command

SO/0/0

SO/0/0

hostnams Rl

|

interface Serial 0/0/0

ip address 10.0.1.1 255.255.255,252
ipve address 2001:db8:cafe:1::1/64
encapsulation ppp

hostname RZ

|

interface Serial 0/0/0

ip address 10.0.1.2 255,255.255.252
ipve address 2001:dbB:cafe:1::2/64
encapsulation ppp
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Configure PPP
PPP Compression Commands

hoztname El
1

interface Serial 07070

encapsulaticn ppp
compress predictor

ip addresz 10.0.1.1 255.255,255,.252] ip address 10.0.1.2 255.255,255,252
ipvh addresza 2001:dbf:cafe;l::1/64 ipwh addresa 2001:dbf:cafte:l::2/64

hoztname RBZ
1

interface Serial 07070

encapsulaticn ppp
compress predictor

Router(config if)# compress [predictor | =stac]

pradictor

stac

(Optional) Specifies that a predictor compression
algorithm will be used.

(Optional) Specifies that a Stacker (LZS) compression
algorithm will be used.




Configure PPP

PPP Link Quality Monitoring Command

The ppp quality percentage command ensures that
the link meets the quality requirement set; otherwise, the link
closes down.

hoatnams R1 hoztnams B2

1 1

interface Serial 0070 interface Serial 070/0

ip address 10.0.1.1 255.255.255.252 ip addresa 10.0.1.2 255.255.255.252
ipve address 2001l :dbf:cafe:l::1/64d ipwhk addrass 2001l :dbB:cafe:l::2/6d
encapsulation ppp encapaulation ppp

FEpp cuality 30 ppp cuality 30

Router (config-if)# ppp quality percentage

Percentage Specifies the link quality threshold. Range is 1 to 100.
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Configure PPP

PPP Multilink Commands

rhﬂstname B3

'
interface Multilink 1

ip addrezs 10.0.1.1 255,255 255, 262
ipvh addresa 2001:dbB:cafe:l: 1764
Prp multilink

ppp multilink group 1

1
interface Serial 071,70

no ip address
encEpsulation pop

Fpp multilink

ppp multilink group 1
'

interface Serial 0/1/1
no ip address
encepsulation pop
ppp multilink

ppp multilink group 1

Multilink Bundle

G

[«

-hastname R4

1
interface Multilink 1
ip addreszs 10.0.1.2 255,255,255 252
ipve address 2001:db8:caferl:276d
pEe multilink
pep multilink group 1
'

interface Serial 4/00
Hmﬁmﬁﬂdmﬁm$
pee multilink
ppe multilink group 1
1

interface Serial 4/0/1
no ip address
encapaulation ppp
pee multilink
pep multilink group 1

L

Kl
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Configure PPP

Verifying PPP Configuration

_Command | Descripion

show interfaces Displays statistics for all interfaces configured on the
router.

show interfaces serial | Displays information about a serial interface.

show ppp multilink Displays information about a PPP multilink interface.

F?# show interfaces serial 0/0/0 =
Serial0/0/0 is up, line protocol is up
Hardware iz GTY%6E Serial

Internet address is 10.0.1.2/30
MTU 1500 bytes, BW 1544 Kbit/sec, DLY 20000 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation PEF, LCP Cpen

Open: IPCP, IPVECE, CCP, CODPCP, loopkack not set

Keepalive set (10 =sec)

CERC checking enabled

Last input 00:00:02, output 00:00:02, output hang newver

Last clearing of "show interface™ counters 01:29:06

Input queue: 0/75/0/0 (size/max/drops/flushe=z); Total output
drops: 0

Queueing strategy: weighted fair H

- moda o s e : .
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Verifying PPP Configuration (cont.)

The output indicates the interface Multilink 1, the hostnames of both
the local and remote endpoints, and the serial interfaces assigned to
the multilink bundle.

E3f# show ppp multilink

Multilinkl
Bundle names: R4
Remote Endpoint Discriminator: [1] R4
Local Endpoint Discriminateor: [1] R3
Bundle up for 00:01:20, total bandwidth 30828, load 1/255
Receive buffer limit 24000 bytes, frag timecut 1000 ms
0/0 fragments/bytes in reassembly list
0 lost fragments, 0 recrdered
0/0 discarded fragments/bytes, 0 lost received
0x2 received segquence, 0x2 sent segquence
Member links: 2 actiwve, (0 inactive (max 255, min not set)
Sel/1/1, since 00:01:20
Sel/1/0, since 00:01:06
No inactiwve multilink interfaces
R3¢




sl
CISCO.

PPP Authentication
PPP Authentication Protocols

PAP 2-Way Handshake

Remote Router

Lsermname: R1
Password: cisco123

Accept/Reject

-

Central-site Router

73 R e

CHAP 3-Way Handshake

Remoie Router
Challenge

-

Lsername: R1
Hash: #HHEHE

Accept/Reject

-

Central-site Router
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PPP Authentication

Password Authentication Protocol (PAP)

Initiating PAP

| R1 sends its PAP usemame and password to R3.

PAP 2-Way Handshake

Remote Router

Usermname: R1
Password: cisco123

Central-site Router

Completing PAP

R3 evaluates R1's username and passwaord against its local database. If it
matches, it accepts the connection. If not, it rejects the connection.

PAP 2-Way Handshake

Remote Router Central-site Router

Accept/Reject

-l
-

=5

[ username Rl password ciscol23 ]




PPP Authentication
Challenge Handshake Authentication Protocol

Initiating CHAP

| R3 initiates the 3-way handshake and sends a challenge message to R1. I

CHAP 3-Way Handshake

Remote Router Central-site Router

Challenge

A

Responding CHAP

R1 responds to R3's CHAP challenge by sending its CHAP usermame and a hash
value that is based on the CHAP password.

CHAP 3-Way Handshake

Remote Router Central-site Router

Response

-
semame: R1
Hash: HHHHHH
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PPP Authentication

CHAP (cont.)

Completing CHAP

Using the username and password for R1 in it's local database, R3 compares its
calculated hash value with the one sent from R1.

CHAP 3-Way Handshake

Remote Router Central-site Router

Accept/Reject
e

[ username Rl password ciscol2l ]




PPP Authentication
PPP Encapsulation and Authentication Process

|z Authentication
Configured?

Incoming PFP
Megotiation

Security ‘f

Local Server

What Type of
Authentication?

Start PPP l

A

Check Local Query Security
Database Server Database
L |

Does
Authentication
Pass?

Yes

Disconnect
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PPP Authentication

Configuring PPP Authentication

The ppp authentication Command

PPp authentication {chap | chap pap | pap chap | papl [if-needed]
[Iist-nam= | default] [callin]

The ppp authenticatien Command

chap Enables CHAP on a serial interface.

pap Enables PAP on a seral interface.

chap pap Enables both CHAP and PAP, and performs CHAP
authentication before PAP.

pap chap Enables both CHAF and PAP, and performs PAF authentication

if-needed

(Optional)

list-names

before CHAP.

Used with TACACS and XTACACS. Do not perform CHAFP or
PAP authentication if the user has already provided
authentication. This option is available only on asynchronous
interfaces.

Used with AAATACACS+. Specifies the name of a list of

(Optional) TACACS* methods of authentication to use. If no list name is
specified, the system uses the default. Lists are created with the
aaa authentication ppp command

defanlt Used with AAATACACS+. Created with the aaa

(Optional) authentication ppp command

callin Specifies authentication on incoming (received) calls only.
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Configuring PPP Authentication (cont.)

SO/0/0

Service Provider

PAP Authentication Configuration

SO/0/0

hostnams R1

uzarnams B2 pazsword samsons
1

interface Seriall/4/0

ip address 10.0.1.1 255.2535.255.252
ipve address 2001 :CEE:CAFE:Ll::1/64
encapsulation ppo

PER authentication pap

FEP pap sent-usernams Rl password

Sameones

hostnams R2

uzarnams Bl pazaword [ samecne
1

interface Serial 07070

ip address 10.0.1.2 255.255.255.252
ipve address 2001l :dbB:caferl::2/64
encapsulation ppo

PER authentication pap

FPEP pap sent-usernams RZ password

Aameones
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Configuring PPP Authentication (cont.)

SO0

Service Provider

CHAP Authentication Configuration

SO/00

hoztnama Bl

uzernams BE pasaword sameons

I

interface Seriall/ 070

ip address 10.0.1.1 255 255 255 252
ipwvE address 2001 :CBE:CAFE:1::1/64d
encapaulation ppp

pPpp anthentication chap

hostname B2

uzernams Bl pazaword [ samecne

I

interface Serial 0S50/0

ip address 10.0.1.2 255 255 255 252
ipwvh address 2001 :dbB:cafe:l: 2/ 64
encapsulation ppo

ppp authentication chap
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Troubleshoot PPP
Troubleshooting PPP Serial Encapsulation

debug ppp Command Parameters

debug ppp {packet | negotiation | error | authentication
compression | chepl

packet Displays PPP packets being sent and
received. (This command displays low-
level packet dumps.)

negotiatieon Displays PPPF packets transmitted during
PPP startup, where PPP options are
negotiated.

Chaiaeha Displays protocol errors and error statistics

associated with PPP connection negotiation
and operation.

authentication Displays authentication protocal messages,
including Challenge Authentication Protocol
(CHAP) packet exchanges and Password
Authentication Protocal (PAP) exchanges.

compression Displays information specific to the
exchange of PPP connections using MPPC.
This command is useful for obtaining

chop Displays protocol errors and statistics
associated with PPP connection
negotiations using MSCE.

1y
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Troubleshoot PPP
Troubleshooting a PPP Configuration with Authentication

EZ¢ debug ppp authentication

Seriall: Unable to authenticate. No name receiwved from peer

Seriall: Unable to wvalidate CHAP response. USERNAME pioneer not
found.

Seriall: Unable to wvalidate CHAP response. No password defined for
USEENAME pioneer

Serialll:; Failed CHAP authentication with remote.

Eemote message is Unknown name

Seriall: remote passed CHAP authentication.

Serialll:; Passed CHAP authentication with remote.
Seriall: CHRP input code = 4 id = 3 len = 48




Chapter 3: Summary

Point-to-Point links are usually more expensive than shared services;
however, the benefits may outweigh the costs. Constant availability is
important for some protocols, such as VolP.

SONET is an optical network standard that uses STDM for efficient use
of bandwidth.

The demarcation point is the point in the network where the
responsibility of the service provider ends and the responsibility of the
customer begins. The CPE, usually a router, is the DTE device. The
DCE is usually a modem or CSU/DSU.

Cisco HDLC is a bit-oriented synchronous data link layer protocol
extension of HDLC and is used by many vendors to provide
multiprotocol support. This is the default encapsulation method used on
Cisco synchronous serial lines.

Synchronous PPP is used to connect to non-Cisco devices, to monitor
link quality, provide authentication, or bundle links for shared use

LCP is the PPP protocol used to establish, configure, test and
terminate the data link connection. LCP can optionally authenticate a
peer using PAP or CHAP.
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