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Note for Instructors

o
e These presentations are the result of a collaboration among
the instructors at St. Clair College in Windsor, Ontario.

Thanks must go out to Rick Graziani of Cabrillo College. His
material and additional information was used as a reference
in their creation.

If anyone finds any errors or omissions, please let me know
at:

» tdame@stclaircollege.ca.
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Introduction to OSPF

Interior Gateway Protocols Exterior Gateway
Protocols

Distance Veector Link State
Routing Protocols Routing Protocols Path Vector

Classful RIP IGRP EGP

Classless RIPv2 EIGRP OSPFv2 1S-I1S

IPvé  RIPng EIGRP for IPVE OSPFv3 I1S-IS for IPvE
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Introduction to OSPF

Interior Gateway Protocols Exterior Gateway
Protocols

Distance Vector Link State
Routing Protocols Routing Protocols Path Vector

Classful RIP IGRP EGP

Classless RIPvZ EIGRP OSPFv2 I1S-1S

IPvE RIPng EIGRP for IPVé OSPFv3 IS-IS for IPVE

e OSPF is a classless, link-state routing protocol that uses the
concept of areas for scalability.

e RFC 2328 defines the OSPF metric as an arbitrary value
called cost.

» Cisco I0S software uses bandwidth to calculate the
OSPF cost metric.
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Development Timeline
B

OSPFv3 for IPv6 was
published in RFC
2740

© o—9

1987 1998 1999

IETF OSPF Working Current specification
Group formed for OSPFv2 was
published in RFC
2328

OSPFv2 published
in RFC 1247
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OSPF Message Encapsulation (Ethernet)

Data Link Frame Header 1P Packet Header

Data Link Frame (Ethemet Fields shown here)
MAC Destination Address = Multicast: 01-00-5E-00-00-05 or 01-00-5E-00-00-06
MAC Source Address = Address of sending interface

IP Packet

IP Source Address = Address of sending interface

IP Destination Address = Multicast: 224.0.0.5 or 224.0.0.6
Protocol field = B9 for OSPF

OSPF Packet Header
Type Code for OSPF Packet Type
Router D and Area ID

OSPF Packel Types

0x01 Hello

0x02 Database Description (DD)
0x03 Link State Request

0x04 Link State Update

0x05 Link State Acknowledgment

CCNA2-6 Chapter 11




OSPF Packet Types

Packet Name Description

Hello Discovers neighbors and builds adjacencies between them

Database Description (DBD) Checks for database synchronization between routers I

Link-State Request (LSR) Requests specific link-state records from router fo routarl

Link-State Update (LSU) Sends specifically requested link-state records I

Link-State Acknowledgement Acknowledges the other packet types
(LSAck)
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Hello Protocol

Data Link Frame P Packet Header | OSPF Packet Header OSPF Packet Type-Specific Data

Header Hello Packet

Bit(s): 0 1516 2324

H e I I (0] P acC ket — version Type=1 Packet Length

Router ID
OSPF Packet ‘Area 1D

Type 1 e

Authentication

Authentication
Nefwork Mask

Hello Interval [ Option
OSPF Hello Router Dead Interval

Packe(s) Designated Router (DR
Backup Designated Router (BDR)
List of Nei

Discover OSPF neighbors and establish neighbor
adjacencies.

Advertise parameters on which two routers must agree to
become neighbors.

Elect the Designated Router and Backup Designated Router
on multi-access networks such as Ethernet and Frame Relay.
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Hello Protocol: Important Fields
B

Data Link Frame P Packet Header QOSPF Packet Header OSPF Packet Typa-sgacﬁc Data
Header Hello Packet

| OSPF Packet Type: Hello (1), DD (2), LS Request (3), LS

Bit(s): 0 Th=, 1
Version

OSPF Packet S— |

Header(s) Pt . 1 with the sending
Mumhber nf aecnnds hehuvean the sending

] Used in DR/BDR electicn (ciscussed later) ;

Hello Interval

OspFHello | = Ro Lists the OSPF Router ID of the neighboring

Packet(s})y, = router(s)
Bk, [Uesijiaey nouer [oung

List of Neighbor(s)
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Hello Protocol: Neighbour Establishment

Hello, | am Router I i

s/ S0/0/1
DCE

Hello Interval Hello Interval
Dead Interval = Dead Interval

Network Type, Network Type

Hello, | am Router ID e = T
ter

$0/0/0 r
5001

S0/0/0
DCE

o Before an OSPF router can flood its link states to other
routers, it determines whether there are any other OSPF
neighbors on any of its links by sending Hello packets out all
configured interfaces.

¢ The information in the OSPF Hello includes the OSPF
Router ID of the router sending the Hello packet.

CCNA2-10 Chapter 11




Hello Protocol: Neighbour Establishment

Hello, | am Router l i

i Hello Interval Hello Interval
so/0/0 B S0/0/1 Dead Interval = Dead Interval
DCE Network Type

Network Type,

Hello, | am Router ID — = =
| 10.1.1.1 ello, | am Router
 [ass]

$0/0/0

S0/0/0
DCE

Receiving an OSPF Hello packet on an interface confirms for
a router that there is another OSPF router on this link.

OSPF then establishes adjacency with the neighbor.

Full adjacency happens after both routers have exchanged
any necessary LSUs and have identical link-state databases.
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Hello Protocol: Neighbour Establishment

Hello, | am Router ID 10.2.2.2

Hello Interval Hello Interval
Dead Interval = Dead Interval

s/

Network Type, Network Type

Hello, | am Router ID

10.1.1.1 Hello, | am Router ID

103.3.3

$0/0/0

S0/0/0
DCE

o Before two routers can form an OSPF neighbor adjacency,
they must also agree on three values:

¢ Hello interval
¢ Dead interval
» Network type
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Hello Protocol: Hello Interval

Hello, | am Router ID 10.2.2.2

e Hello Interval Hello Interval
so/0/0 B Dead Interval = Dead Interval
Network Type,

Network Type

Hello, | am Router ID
| 10.1.1.1 Hello, | am Router ID

r 103.3.3
$0/0/0

S0/0/0
DCE

e The OSPF Hello interval indicates how often an OSPF router
transmits its Hello packets.

» Every 10 seconds on multi-access and point-to-point
segments.

» Every 30 seconds on non-broadcast multi-access
(NBMA) segments (Frame Relay, X.25, ATM).
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Hello Protocol: Dead Interval

Hello, | am Router ID 10.2.2.2

e Hello Interval Hello Interval
so/0/0 B Dead Interval = Dead Interval

Network Type, Network Type

Hello, | am Router ID
| 10.1.1.1 Hello, | am Router ID

r 103.3.3
$0/0/0

S0/0/0
DCE

The OSPF Dead interval is the period, expressed in seconds,
that the router will wait to receive a Hello packet before
declaring the neighbor “down.”

Cisco uses a default of four times the Hello interval.
» 40 seconds for multi-access and point-to-point links.
¢ 120 seconds for NBMA networks.
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Hello Protocol: Dead Interval

Hello, | am Router ID 10.2.2.2

Hello Interval Hello Interval
Dead Interval = Dead Interval

Network Type, Network Type

s/

Hello, | am Router ID

| 10.1.1.1 Hello, | am Router ID

r 103.3.3
$0/0/0

DCE
Fa0/0 v

S0/0/0
DCE

If the Dead Interval expires before the routers receive a Hello
packet, OSPF removes that neighbor from its link-state
database.
The router floods the link-state information about the “down”
neighbor out all OSPF-enabled interfaces.

¢ Stay tuned for Network Type.
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Hello Protocol: Electing a DR and BDR

Hello, | am Router ID 10.2.2.2 . i

e Hello Interval Hello Interval
so/0/0 B S0/0/1 Dead Interval = Dead Interval
DCE Network Type

Network Type,

Hello, | am Router ID

| 10.1.1.1 Hello, | am Router ID

r 103.3.3
$0/0/0

DCE
Fa0/0 v

S0/0/0
DCE

To reduce the amount of OSPF traffic on multi-access
networks, OSPF elects a Designated Router (DR) and
Backup Designated Router (BDR).

The DR updates all other OSPF routers when a change
occurs in the multi-access network.

e The BDR takes over as DR if the current DR fails.
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Hello Protocol: Electing a DR and BDR

Hello, | am Router ID 10.2.2.2

Hello Interval Hello Interval
Dead Interval = Dead Interval

Network Type, Network Type

Hello, | am Router ID

10.1.1.1

e R1, R2, and R3 are connected th

Hello, | am Router ID

r 103.3.3
$0/0/0

S0/0/0
DCE

gh point-to-point links so

there is no DR/BDR election.
e The DR/BDR election and processes is discussed later.
e The topology will be changed to a multi-access network.
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OSPF LSUs

Type Packet Name
1 Hello
2 DBD

LER

Lsu

The acronyms LSA and
LSU are often used
interchangeably.

An LSU contains one or
more LSAs:

LSAs contain route
infarmation for
destination networks.

Cunacz-1o

Description

Discovers neighbors and builds adjacencies between them
Checks for databaze synchronization between router
Requests specific link-state records from router to router
Sends specifically requested link-state records

Acknowledges the other packet types

Description

Router LSAs

Network LSAs

Summary LSAs

Autonomous System Extrenal LSAs
Multicast OSPF LSAs

Defined for Not-So-Stubby Areas

External Attributes LSA for Border Gatway Protocol (BGFP)

Opaque L5As

vliaplel L




OSPF Algorithm

OSPF uses Faoio

Dijkstra’s sooo [l beE

Algorithm
S0/0/0

DCE
Fa0l) gsepg SO0/t

s
DCE

Lte .
Database
—}
Algorithm
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Routing
Table

SPF Tree

Administrative Distance
B

Route Source Admlhistraﬁ\&e Distance '

Connected 0
Static 1
EIGRP summary route <]
Extemal BGP 20
Internal EIGRP 90
IGRP 100
OSPF

IS-IS

RIP

Extemal EIGRP

Internal BGP

¢ Administrative Distance (AD) is the trustworthiness (or
preference) of the route source.
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Authentication

OSPF packets encrypted

o
e —

o Like other routing protocols, OSPF can be configured for
authentication.

e Authentication ensures that routers will only accept routing
information from other routers that have been configured with
the same password or authentication information.
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Basic OSPF Configuration

10.10.10.0/24

S0/0/0
192.168.10.4/30 DCE
172.16.1.16/28 172.16.1.32/29
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Topology

10.10.10.0/24

$0/0/0

DCE S0/0/1

o5 Fa0/0

3
$0/0/0

172.16.1.16/28 DCE 172.16.1.32/29

Notice that the addressing scheme is discontiguous.

OSPF is a classless routing protocol so we will include the
subnet mask as part of our configuration.

There are three serial links of various bandwidths and each
router has multiple paths to each remote network.
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The router ospf Command
B

Rl (config) # router ospf 1

Rl (config-router) #

o Like EIGRP, OSPF requires a Process ID.

» Between 1 and 65,535 and chosen by the network
administrator.

¢ Unlike EIGRP, the process ID is only locally significant.
* Does not have to match on all OSPF routers.

e For consistency, we will enable OSPF on all three routers
using the same Process ID of 1.

Chapter 11
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The net wor k Command

Router (config-router) # |[network [network-address

[wildcard-mask]
area [area-id]

e The network command used with OSPF has the same
function as when used with other IGP routing protocols:

» Any interfaces on a router that match the network

address in the network command will be enabled to send
and receive OSPF packets.

» This network (or subnet) will be included in OSPF routing
updates.
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The net wor k Command

Router (config-router)# network [network-address]
wildcard-mask

area [area-id]

255.255.255.255
- 255.255.255.240 Subtract the subnet mask

. 15 Wildcard mask

e OSPF requires the wildcard mask.

* The network address, along with the wildcard mask, is
used to specify the interface or range of interfaces that
will be enabled for OSPF using this network command.
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The net wor k Command
B

Router (config-router)# network [network-address]
wildcard-mask]
| area [area—id}l

e The area area-id refers to the OSPF area.
» An OSPF area is a group of routers that share link-state
information.

¢ All OSPF routers in the same area must have the same
link-state information in their link-state databases.
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Hierarchical Design

LSP not flooded fo these |
areas. SPF algorithm does
not have to be rerun in

Link-state | Y s
routing protocols \ :

such as OSPF . D
and IS-IS use algoritim N
the concept of : : 3

areas.

LSP fiooded only
within this area

Multiple areas create a hierarchical design to networks,
allowing better route aggregation (summarization) and the
isolation of routing issues within an area.
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The net wor k Command

Router(config-router)# network [network-address]
[wildcard-mask]
area [area-id]

Rl (config)# router ospf 1
Rl (config-router)# network 172.16.1.16 0.0.0.1
Rl (config-router)# network 192.168.10.0
Rl (config-router)# network 192.168.10.4

5
3
3

0.0.0.
0.0.0.

R2 (config)# router ospf 1

R2 (config-router)# network 10.10.10.0 0.0.0.2
R2 (config-router)# network 192.168.10.0 0.0.0
R2 (config-router)# network 192.168.10.8 0.0.0

55
.3
)
R3 (config)# router ospf 1

R3 (config-router)# network 172.16.1.32 0.0.0.7 area 0

R3 (config-router)# network 192.168.10.4 0.3
3

0.0.0.
R3 (config-router)# network 192.168.10.8 0.0.0.

e net wor k commands for all three routers, enabling OSPF on
all interfaces.

¢ At this point, all routers should be able to ping all networks.

CCNA2-29 Chapter 11

OSPF Router ID

10.10.10.0/24

3
$0/0/0
192.168.10.4/30 DCE
172.16.1.16/28 172.16.1.32/29

e The OSPF Router ID plays an important role in OSPF.

e Later ,you will see how the Router ID is used in the DR and
BDR process.

* Itis used to uniquely identify each router in the OSPF
routing domain.
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OSPF Router ID

C
e Highest Active IP Address:
* A Router ID is simply an IP address.

e Cisco routers derive the router ID based on three criteria
and with the following precedence:

1.Use the IP address configured with the OSPF
router-id command.

2.1f the Router ID is not configured, the router chooses the
highest IP address of any of its loopback interfaces.

3.1f no loopback interfaces are configured, the router
chooses the highest active IP address of any of its
physical interfaces.

CCNA2-31 Chapter 11

OSPF Router ID: Highest Active IP Address

10.10.10.1 10.10.10.0/24
192.168.10.2
192.168.10.9

172.16.1.17 AERAR : : 172.16.1.33
192.168.10.1 192.168.10.6

S0/0/0

192.168.10.5 [V NG 192.168.10.10

S0/0/0
192.168.10.4/30 DCE
172.16.1.16/28 172.16.1.32/29

e Because we have not configured Router IDs or loopback
interfaces on our three routers, the Router ID for each router
is determined by the third criterion in the preceding list.

» The highest active IP address on any of the router’s
physical interfaces.
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OSPF Router ID: Highest Active IP Address

C
¢ Verifying the Router ID:

Rl# show ip protocols

Routing Protocol is “ospf 1"
Outgoing update filter list interfaces i
Incoming update filter list interfaces i
Router ID 192.168.10.5

<output omitted>

R2# show ip protocols

Routing Protocol is “ospf 1"
outgoing update filter list interfaces i
Incoming update filter list interfaces i
Router ID 192.168.10.9

<output omitted>

R3# show ip protocols
Routing Protocol is “ospf 1"
Ooutgoing update filter list interfaces i
Incoming update filter list interfaces i
Router ID 192.168.10.10
<output omitted>
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OSPF Router ID: Loopback Address

The advantage of using a loopback interface is that, unlike
physical interfaces, it cannot fail.

Router (config)# interface loopback [numbex]

Router (config-if)# ip address [ip-address] [subnet-mask]

* “Virtual” interface with a /32 subnet mask.
» Automatically “up” and “up”.
» Very useful in setting Router IDs as they never go down.

* Also useful to configure virtual networks that you can ping
and route as if they were attached networks.
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OSPF Router ID: Loopback Address

10.10.10.0/24

10.2.2.2

000 [

192.168.10.8/30

S0/0/1
=l Fa0i0

%
S0/0/0
192.168.10.4/30 DCE
172.16.1.16/28 172.16.1.32/29

Rl (config)# interface loopback
Rl (config-if)# ip address 10.1.1.1|255.255.255.255

R2 (config)# interface loopback
R2 (config-if)# ip address 10.2.2.2| 255.255.255.255

R3 (config)# interface loopback
R3 (config-if)# ip address 10.3.3.3| 255.255.255.255
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OSPF Router ID: router-i d Command
B

Router (config)# router ospf [process-id]

Router (config-router) # router-id [ip-address]

e The OSPF rout er -i d command is a fairly recent addition to
Cisco 10S software.

* The OSPF rout er - i d command was introduced in
Cisco 10S Software Release 12.0(T) and takes
precedence over loopback and physical interface IP
addresses for determining the router ID.

e Because this command is a recent addition, it is more
common to find loopback addresses used for configuring
OSPF Router IDs.
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OSPF Router ID

©
¢ Modifying the Router ID:

¢ The router ID can be modified with the IP address from a
subsequent OSPF router-id command by reloading

the router or by using the following command:

Router# clear ip ospf process

» Modifying a router ID with a new loopback or physical
interface IP address may require reloading the router.
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OSPF Router ID

- I
¢ Duplicate Router IDs:

 When two routers have the same router ID in an OSPF
domain, routing might not function properly.

* If the router ID is the same on two neighboring routers,
the neighbor establishment might not occur.

* When duplicate OSPF router IDs occur, Cisco 10S
software displays the following message.

%0SPF-4-DUP_RTRID1: Detected router with duplicate router ID
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OSPF Router ID

S
¢ Verifying Router IDs — Loopback Interfaces:

Rl# show ip protocols

Routing Protocol is “ospf 1"
Outgoing update filter list for interfaces i
Incoming update filter list for interfaces i
Router ID 10.1.1.1

<output omitted>

R2# show ip protocols

Routing Protocol is “ospf 17"
outgoing update filter list interfaces i
Incoming update filter list interfaces i
Router ID 10.2.2.2

<output omitted>

R3# show ip protocols

Routing Protocol is “ospf 17"
Outgoing update filter list interfaces i
Incoming update filter list interfaces i
Router ID 10.3.3.3

<output omitted>

Verifying OSPF

e The show ip ospf nei ghbor command:

The Router ID
of the
neighbouring
router.

The amount of time remaining
that the router will wait to
receive an OSPF Hello packet.

R1# show ip gfs

Neighbor ID i ime Address Interface
10.3.3.3 :00: 192.168.10.6 Serial0/0/1
10.2.2.2 :00: 192.168.10.2 Serial0/0/0

FULL state means that the The neighbor's
routers are fully adjacent and IP Address and Interface
have identical link-state used to form the
databases. adjacency.
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Verifying OSPF

e Two routers may not form an OSPF adjacency if any one of
the following conditions is present:

» The subnet masks do not match, causing the routers to
be on separate networks.

* OSPF Hello or Dead timers do not match.

* OSPF network types do not match.

» There is a missing or incorrect OSPF network command.
e Other powerful troubleshooting tools:

show ip protocols
show ip ospf

show ip ospf interface [intexface]
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Examining The Routing Table

R1l# show ip route
Codes: <some code output omitted>
D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area

192.168.10.0/30 is subnetted, 3 subnets
192.168.10.0 is directly connected, Serial0/0/0
192.168.10.4 is directly connected, Serial0/0/1
192.168.10.8 [110/128] wvia 192.168.10.2, 14:27:57, Serial0/0/0
172.16.0.0/16 is wvariably subnetted, 2 subnets, 2 masks
172.16.1.32/29 [110/65] wvia 192.168.10.6, 14:27:57, Serial0/0/1
172.16.1.16/28 is directly connected, FastEthernet0/0
10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
10.10.10.0/24 [110/65] wvia 192.168.10.2, 14:27:57, Serial0/0/0
10.1.1.1/32 is directly connected, Loopback0

The quickest way to verify OSPF convergence is to look at
the routing table for each router.

Loopback interfaces are included.

Unlike RIPv2 and EIGRP, OSPF does not automatically
summarize at major network boundaries.
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The OSPF Metric

Fast Ethernet and faster  10%/100,000,000 bps = 1
Ethernet 10%10,000,000 bps = 10
Ei 108/2,048,000 bps = 48
T1 10%/1,544,000 bps = 64
108/128,000 bps = 781
10%/ 64,000 bps = 1562
108/ 56,000 bps = 1785

CCNA2-43 Chapter 11

OSPF Metric

Interface Type 10% bps = Cost

Fast Ethernet and faster  105/100,000,000 bps = 1
Ethernet 108 10,000,000 bps = 10
E1 108/ 2,048,000 bps = 48
T1 10%1,544,000 bps = 64
128 kbps 10%/128,000 bps = 781
64 kbps 10%/64,000 bps = 1562
56 kbps 10%/56,000 bps = 1785

e The OSPF metric is called cost.

From RFC 2328: "A cost is associated with the output
side of each router interface. This cost is configurable by
the system administrator. The lower the cost, the more
likely the interface is to be used to forward data traffic."
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OSPF Metric

Fast Ethernet and faster  105/100,000,000 bps = 1
Ethernet 108 10,000,000 bps = 10
E1 108/ 2,048,000 bps = 48
T1 10%1,544,000 bps = 64
128 kbps 10%/128,000 bps = 781
64 kbps 10%/64,000 bps = 1562
56 kbps 10%/56,000 bps = 1785

The Cisco 10S uses the cumulative bandwidths of the
outgoing interfaces from the router to the destination network

as the cost value.

Cisco I0S Cost for OSPF = 108/bandwidth in bps
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OSPF Accumulates Costs

10.10.10.0/24

Interface Type 10 bps = Cost

Fast Ethernet and faster  109100,000,000 bps = 1 ACC u m u | ate d

Ethernet 10%10,000,000 bps = 10
102,048,000 bps = 48 -
- Cost = 65
128 kbps 10%128,000 bps = 781 -

64 kbps 10%64,000 bps = 1562
56 kbps 10%56,000 bps = 1785

Cost = fo =

S0/0/0 128 kbps
DCE ’

~ .5 256 kbps
S0/0/1 |
$0/0/0

192168104130  peg
172.16.1.16/28 172.16.1.32129

Lo0 10.1.1.1/32 LoD 10.3.3.3/32

Elfshow ip route
Codes: <some code output omitteds>
D - EIGRP, E¥ — EIGRP external, O — Q3SPF, IA — QSPF inter area

“*gutput omitted™™*

o 10.10.10.0/24'[110/55] |via 192.168.10.2, 14:27:57, Serial0/0/0
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Default Bandwidth on Serial Interfaces

R1# show interface serial 0/0/0
Serial0/0/0 is up, line protocol is up
Hardware is GT96K Serial
Description: Link to R2
Internet address is 192.168.10.1/30
MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255

On Cisco routers, the bandwidth value on many serial
interfaces defaults to T1 (1.544 Mbps) and some may default
to 128 Kbps.

Never assume that OSPF is using any particular bandwidth
value to calculate cost.

Always check the default value with the show i nter f ace
command.
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Default Bandwidth on Serial Interfaces

R1# show interface serial 0/0/0
Serial0/0/0 is up, line protocol is up
Hardware is GT96K Serial
Description: Link to R2
Internet address is 192.168.10.1/30
MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255

e Changing the bandwidth value does not affect the speed of
the link.
* |tis this value that is used in calculating the metric.
* Itis important that the bandwidth value reflect the actual
speed of the link so that the routing table has accurate
best path information.
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Default Bandwidth on Serial Interfaces
|— R1# show interface serial 0/0/0

Serial0/0/0 is up, line protocol is up
Hardware is GT96K Serial
Description: Link to R2
Internet address is 192.168.10.1/30
MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255

Both WAN links
have defaulted to
1544 Kbit and have
a cost of 128.

; S0/0/0
172.16.1.16/28 t 192168104130 e I 172.16.1.32/29
Lol 10.3.3.3/32

Rl# show ip route

<route ouput omitted>

o] 192.168.10.8 [110}/128]) via 192.168.10.6, 14:27:57, Serial0/0/1
[110)/128]| via 192.168.10.2, 14:27:57, Serial0/0/0
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Default Bandwidth on Serial Interfaces

R1# show ip route

<route ouput omitted>

o] 192.168.10.8 [110/128] wia 192.168.10.6, 14:27:57, Serial0/0/1
[110/128] wia 192.168.10.2, 14:27:57, Serial0/0/0

Interface S0O/0/1 is
actually the better

gziin.

| Fa0/0

172.16.1.16/28 t I 172.16.1.32/129
Lo 10.1.1.1/32 Lol 10.3.3.3/32

R1 believes it has two equal cost
paths to network 192.168.10.8/30.
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Default Bandwidth on Serial Interfaces

R1# show ip ospf interface serial 0/0/0
Serial0/0/0 is up, line protocol is up

Internet Address 192.168.10.1/30, Area 0

Process ID 1, Router ID 10.1.1.1, Network Type POINT TO POINT, Cost: 64
<output omitted>

e The calculated OSPF cost of an interface can be verified with
the show i p ospf interface command.

» As we have seen, this is NOT the cost of a 64 Kbps link.

Interface Type 108/ bps = Cost

Fast Ethernet and faster  10%/100,000,000 bps = 1
Ethernet 108/ 10,000,000 bps = 10
E1 10%/2,048,000 bps = 48
| 11 1081 544 000 bos = 541
Router (config-if)# bandwidth [bandwidth-kbps]
| 64 kbps T0°1 64,000 bps = 1562]

56 kbps 108/ 56,000 bps = 1785
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Modifying the Cost of a Link

R2 (config)# inter serial 0/0/0
R2 (config-if)# bandwidth 64

R2 (config-if)# inter serial 0/0/1
R2 (config-if)# bandwidth 128

Rl (config)# inter serial 0/0/0
Rl (config-if)# bandwidth 64

Rl (config-if)# inter serial 0/0/1
Rl (config-if)# bandwidth 256

| Fa0/0
A7

172.16.1.16/28 t 192.168.10.4/30 DCE 172.16.1.32/29
Lo 10.1.1.1/32 L§0 10.3.3.3/32

R3 (config)# inter serial 0/0/0
R3 (config-if)# bandwidth 256

R3 (config-if)# inter serial 0/0/1
R3 (config-if)# bandwidth 128
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Modifying the Cost of a Link

R1# show ip route

<route ouput omitted>
o] 192.168.10.8 [110/390] |via 192.168.10.6, 14:27:57, Serial0/0/1
[119/1562) wvia 192.168.10.2, 14:27:57, Serial0/0/0

10.10.10.0/24

192.1658.10.0430

so0n0 4

DCE '

|Favo e===g 5
| A7 50/0/1
172.16.1.16/28 t 168.10. I 172.16.1.32/29
Lo0 10.1.1.1/32 00 10.3.3.3/32

The faster 256 Kbps link
becomes the preferred route.
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Modifying the Cost of a Link

¢ An alternative method to using the bandwi dt h command is
touse thei p ospf cost command, which allows you to
directly specify the cost of an interface.

Rl (config)# inter serial 0/0/0
Rl (config-if)# bandwidth 64 Cost = 1562

Rl (config-if)# inter serial 0/0/1
Rl (config-if)# bandwidth 256

Rl (config)# interface sg¢rial 0/0/0
Rl (config-if)# ip ospf cost 1562
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Modifying the Cost of a Link

Useful In multivendor environments.

ip ospf cost Commands

bandwidth Commands
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Router R1
Rl (config) finterface serial
Rl (config-if) fbandwidth 64

Rl (config) finterface serial
El (config-if) fbandwidth 256

Router R2
R2 (config) #interface serial
RZ2 (config-if) tbandwidth 64

R2 (config) finterface serial
R2 (config-if) fbandwidth 128

Router R3
R3 (config) finterface serial
R3 (config-if) fbandwidth 256

R3 (config) finterface serial
R3 (config-if) fbandwidth 128

o/0/0

0/0/1

Both methods produce the same result.

Router R1
Rl (config) finterface serial 0/0/0
Rl {config-if) #ip ospf cost 1562

Rl (config) finterface serial 0/0/1

Rl (config-if] #ip ospf cost 390

Router R2
RZ? (config) #interface serial 0/0/0
RZ (config-if) #ip ospf cost 1562

RZ (config) finterface serial 0/0/1

RZ (config-if) #ip ospf cost 781

Router R3

R3 (config) finterface serial 0/0/0
R3 (config-if) #ip ospf cost 390

R3 (config) finterface serial 0/0/0
R3 (config-if) #ip ospf cost 781

Modifying the Cost of a Link

B __—
OSPF Cost

Interface Type

Fast Ethernet and Faster (100Mbps or Greater)

Ethernet (10 Mbps)

E1l (Europe) 2048 Kbps

T1 (North America/Japan) 1544 Kbps

768 Kbps

512 Kbps

256 Kbps

128 Kbps

64 Kbps

56 Kbps
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OSPF and Multi-access Networks

Broadcast Multiaccess Network

Fanmﬁ
A7
! 172.16.1.16/28
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Challenges in Multi-access Networks
B

¢ Multi-access Broadcast network because a single device is
capable of sending a single frame that has all devices on the
network as its destination.

Broadcast Multiaccess Network

172.16.1.16/28

Point-to-Point Network
256 kbps

% .5 S =<
S0/0M - 50/0/0

192.68.10.4/30

e As opposed to the point-to-point links we have been using.
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Challenges in Multi-access Networks
_ Broadcast Network 10.10.10.0/24

Lo0 10.2.2.2/32

° O S P F Point-to-Point Networks 4 . Point-to-Point Networks

def'nes . kL: K 192.168.10.8/30
five ’
network ;

typeS I 8 ; 256 kbps '.6 = Fa0/0 |

3_JIES]
192.168.10.430 S0/010
172.16.1.16/2 DeE 170.16.1.32/39
Lo0 10.1.1.1/32 Lo0 10.3.3.3/32

Broadcast Network Point-to-Point Networks | Broadcast Network

128 kbps

* Point-to-Point

* Broadcast Multi-access

» Non-broadcast Multi-access (NBMA)
» (Frame Relay - MIT446)

» Point to Multipoint

 Virtual links
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Challenges in Multi-access Networks
B

Broadcast Multiaccess Network

FaOIOﬁ
A7

172.16.1.16/28

e Multi-access networks can create two challenges for OSPF
regarding the flooding of LSAs:

» Creation of multiple adjacencies, one adjacency for every
pair of routers.

» Extensive flooding of LSAs.
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Multiple Adjacencies

.-'/

R Fy
A N, Adjagency Adjacency ,{T

Adjacenf:y

-

&' ,,Ad’écan
V & | cy

Routers

Adjacency

Adjacencies
n{n-1)/2
10
45
190
4,850

The creation of an adjacency between every pair of routers in
a network would cause the number of adjacencies to grow

exponentially.
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Multiple Adjacencies

Chapter 11

o Link-state routers flood their link-state packets when OSPF is
initialized or when there is a change in the topology.

e This would lead to an excessive number of LSAs.
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Solution: Designated Router

e The solution to managing
the number of adjacencies
and the flooding of LSAs
on a multi-access network
is the Designated Router
(DR).

On multi-access networks,
OSPF elects a DR to be
the collection and
distribution point for LSAs sent and received.

o A Backup Designated Router (BDR) is also elected in case
the DR falils.

e All other routers become DROthers.
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Solution: Designated Router

¢ DROthers only form full adjacencies with the DR and BDR in
the network.

¢ Instead of flooding LSAs to all routers in the network,
DROthers only send their LSAs to the DR and BDR using the
multicast address 224.0.0.6.
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Solution: Designated Router

Here are
my LSAs

e Only the DR and BDR are listening for LSA’s on multicast
address 224.0.0.6.

e When R1 sends it's LSAs, both receive them.
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Solution: Designated Router

Here are
10.1.1.1's LSAs

e The DR then forwards the LSAs from R1 to all other routers
using the multicast address 224.0.0.5.

¢ Result: Only one router flooding all LSAs.
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DR/BDR Election Process

10.10.10.0/24

192.168.10.0/30 a - 192.168.10.8/30

128 kbps
DCE

| Falio 256 kbps Fali0
SO/ 33

S0/0/0
172.16.1. 1BIZB T 192.168.10.4/30 DCE t[ 172.16.1.32/29
Lo0 10.1.1.1/32 Lol 10.3.3.3/32

DR/BDR elections do not occur in point-to-point
networks.
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DR/BDR Election Process

LoD 192.168.31.22/32

Fa0/0 192.168.1.1./24 Fa0/0 192.168.1.3./24

¢ In this new topology, we have three routers sharing a
common Ethernet multiaccess network, 192.168.1.0/24.

e Each router is configured with an IP address on the Fast
Ethernet interface and a loopback address for the router ID.
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DR/BDR Election Process

Lol 192.168.31.22/32

How do the DR
and BDR get
elected?

The following
criteria are
applied:

Fa0/0 192.168.1.1./24 Fa0/0 192.168.1.3./124

. DR: Router with the highest OSPF interface priority.

. BDR: Router with the second highest OSPF interface
priority.

. If OSPF interface priorities are equal, the highest router
ID is used to break the tie.
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DR/BDR Election Process

Lo0 192.168.31.22/32

Fa0/0 192.168.1.1./24 Fa0/0 192.168.1.3./24

e Assuming that the router priority is the default, what is the
result of the election?
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DR/BDR Election Process

RouterA# show ip ospf neighbor

Neighbor ID Pri |State Dead Time Address Interface
192.168.31.33 |1 FULL/DR 00:00:39 192.168.1.3 FastEthernet0/0
192.168.31.22 |1 FULL/BDR 00:00:36 192.168.1.2 FastEthernet0/0

RouterB# show 1p ogpf neighbor

Neighbor ID Pri |State Dead Time Address Interface
192.168.31.33 |1 FULL/DR 00:00:34 192.168.1.3 FastEthernet0/0
192.168.31.11 |1 FULL/DROTHER 00:00:38 192.168.1.1 FastEthernet0/0

Routerc# show 1p ogpf neighbor

Neighbor ID Pri |State Dead Time Address Interface
1
1

192.168.31.22 FULL/BDR 00:00:35 192.168.1.2 FastEthernet0
192.168.31.11 FULL/DROTHER 00:00:32 192.168.1.1 FastEthernet0

e The show i p ospf nei ghbor command displays the
neighbour adjacencies of each router.

¢ Notice that the interface priority has not been changed so the
Router ID (loopback address) will be used.
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DR/BDR Election Process

RouterA# show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
192.168.31.33 1 FULL/DR 00:00:39 192.168.1.3 FastEthernet0/0
192.168.31.22 1 FULL/BDR 00:00:36 192.168.1.2 FastEthernet0/0

RouterB# show ip ospf neighbor
Neighbor ID Pri State Dead Time Address Interface
192.168.31.33 1 FULL/DR 00:00:34 192.168.1.3 FastEthernet0/0

192.168.31.11 1 FULL/DROTHER| 00:00:38 192.168.1.1 FastEthernet0/0

Routerc# show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
192.168.31.22 1 FULL/BDR 00:00:35 192.168.1.2 FastEthernet0
192.168.31.11 1 [FULL/DROTHEH 00:00:32 192.168.1.1 FastEthernet0

e DROthers only form full adjacencies with the DR and BDR

but will still form a neighbor adjacency with any DROthers
that join the network.

e This means that they will still receive Hello packets so that
they are aware of all routers in the network.
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DR/BDR Election Process

LoD 192.168.31.22/32

¢ Interface Priority:

o Like other elections, this
one can be rigged.

Fa0/0 192.168.1.1./24 Fa0/0 192.168.1.3./124

e The router’s priority field (0-255) can be set to either ensure
that it becomes the DR or prevent it from being the DR.

Rir(config-if)# ip ospf priority <0-255>
Higher priority becomes DR/BDR
Default = 1
0 = Ineligible to become DR/BDR
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DR/BDR Election Process

LoD 192.168.31.22/32

Fa0/0 |192.168.1.2/24

LoD 192.168.31.11/32 LoD 192.168.31.33/32

Fa0/0 192.168.1.1./24 Fa0/0 192.168.1.3./24

RouterA (config) # interface fastethernet 0/0
RouterA (config-if)# ip ospf priority 200

RouterB (config) # interface fastethernet 0/0

RouterB (config-if)# ip ospf priority 100
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DR/BDR Election Process

LoD 192.168.31.22/32

=< Pri=100
Fa0/0 |192.168.1.2/24

LoD 192.168.31.11/32 LoD 192.168.31.33/32

Fa0/0 192.168.1.1./24 Fa0/0 192.168.1.3./24

RouterA (config) # interface fastethernet 0/0
RouterA (config-if)# ip ospf priority 200

RouterB (config) # interface fastethernet 0/0
RouterB (config-if)# ip ospf priority 100
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More OSPF Configuration

10.10.10.0/24

192.168.10.8/30

S0/0/0
) 192.168.10.4/30 DCE )
172.16.1.16/28 172.16.1.32/39

Lo0 10.1.1.1/32 Le0 10.2.3.3/32
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Redistributing an OSPF Default Route

10.10.10.0/24

Lo0 10.2.2.2/32 .1 |Fa0/o

~

; S$0/0/1
S0/0/0

DCE

Vi
192.168.10.0/30,/ .2 3 192.168.10.8/30
| 2p1.16.34.5/30

$0/0/0
S0/110 £l
DCE 10\ S0/0/1
Fa0/0 5 6 > Fa0/0
A7 | 0/0/1 : 3 33
$0/0/0
DCE

) 192.168.10.4/30 )
172.16.1.16/28 172.16.1.32/39

Lo0 10.1.1.1/32 Lo0 10.3.3.3/32

e Let's return to the earlier topology, which now includes a new
link to an ISP.
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Redistributing an OSPF Default Route

10.10.10.0/24

192.168.10.8/30

S0/0/0

192.168.104/30  peg

172.16.1.16/28 172.16.1.32/39

Lo0 10.1.1.1/32 Lo0 10.3.3.3/32

e The router connected to the Internet is used to propagate a
default route to other routers in the OSPF routing domain.

e This router is sometimes called the edge, entrance, or
gateway router.
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Redistributing an OSPF Default Route

10.10.10.0/24
I

Rl (config)# ip route 0.0.0.0 0.0.0.0 201.16.34.5
Rl (config)# router ospf 1
Rl (config-router)# default-information originate

® lee RIP1 OSPF reqUIres 172.16.1.16.2.3 wv. 192.168.10.4:30 DCE \ 1.72.15.1.32"39
the use Of the Lo0 10.1.1.1/32 Lo0 10.3.3.332
defaul t-informati on ori gi nat e command to
advertise the 0.0.0.0/0 static default route to the other routers

in the area.

If the def aul t-i nformati on ori gi nat e command is not
used, the default “quad zero” route will not be propagated to
other routers in the OSPF area.
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Redistributing an OSPF Default Route

10.10.10.0/24

192.168.10.8/30

192.168.10.4/30
172.16.1.16/28

R1# show ip route

L00 10.1.1.1/32 Lo0 10.3.3.3/32

Gateway of last resort is 0.0.0.0 to network 0.0.0.0

192.168.10.0/30 is subnetted, 3 subnets
192.168.10.0 is directly connected, Serial0/0/0
192.168.10.4 is directly connected, Serial0/0/1
192.168.10.8 [110/1171] wvia 192.168.10.6, 00:00:58, Serial0/0/1
172.16.0.0/16 is wvariably subnetted, 2 subnets, 2 masks
172.16.1.32/29 [110/391] via 192.168.10.6, 00:00:58, Serial0/0/1
172.16.1.16/28 is directly connected, FastEthernet0/0
201.16.34.0 is subnetted, 1 subnets
201.16.34.4 is directly connected, Serial0/1/0
10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
10.10.10.0/24 [110/1172] wvia 192.168.10.6, 00:00:58, Serial0/0/1
10.1.1.1/32 is directly connected, Loopback0
0.0.0.0/0 is directly connected, 201.16.34.5
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Redistributing an OSPF Default Route

E2 denotes an OSPF
External type 2 route.

172.16.1.16/28
L00 10.1.1.1/32 Lo0 10.3.3.3/32

resort is 192.168.10.5 to network 0.0.0.0

.0/30 is subnetted, 3 subnets
.10.0 [110/1952] wia 192.168.10.5, 00:00:38, s0/0/0
.10.4 is directly connected, Serial0/0/0
.10.8 is directly connected, Serial0/0/1
.0.0/16 is wvariably subnetted, 2 subnets, 2 masks
.16.1.32/29 is directly connected, FastEthernet0/0
.16.1.16/28 [110/391] via 192.168.10.5, 00:00:38, sS0/0/0
0/8 is wvariably subnetted, 2 subnets, 2 masks
10.3.3.3/32 is directly connected, Loopback0
10.10.10.0/24 [110/782] via 192.168.10.9, 00:00:38, sS0/0/1
0.0.0.0/0 [110/1] wvia 192.168.10.5, 00:00:27, Serial0/0/0
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Reference Bandwidth

.
e 100,000,000 (108) is the Fast Ethernet and faster 108/100,000,000 bps = 1

default bandwidth Ethernet 10% 10,000,000 bps = 10
referenced when the Ei R OaE DG bpsm W
. . T1 10%/1,544,000 bps = 64
aCtuaI ban_dWIdth IS 128 kbps 10% 128,000 bps = 781
converted into a 64 kbps 10%/64,000 bps = 1562

cost medtric. 56 kbps 10%/56,000 bps = 1785

e As you know from previous studies, we now have link speeds
that are much faster than Fast Ethernet speeds, including
Gigabit Ethernet and 10GIgE.

Using a reference bandwidth of 100,000,000 results in
interfaces with bandwidth values of 100 Mbps and higher
having the same OSPF cost of 1.
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Reference Bandwidth

Interface Type 108 bps = Cost

Rl (config-router)$# auto-cost reference-bandwidth °?
1-4294967 The reference bandwidth in terms of Mbits per second.

Rl (config-router)# auto-cost reference-bandwidth 10000
128 Kbps 0T 128,000 bps = 181

Bandwidth of 10GIgE 64 kbps 10%64,000 bps = 1562

56 kbps 10%/56,000 bps = 1785

e To obtain more accurate cost calculations, it might be
necessary to adjust the reference bandwidth value.

e The reference bandwidth can be modified to accommodate
these faster links by using the OSPF command
aut o- cost reference-bandw dt h.

e When it is used, use it on all routers. The cost calculations
will produce a proper metric.
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Modifying OSPF Intervals

Router (config-if)# ip ospf hello-interval seconds

Router (config-if)# ip ospf dead-interval seconds

It might be desirable to change the OSPF timers so that
routers will detect network failures in less time.

Before changing any timer default values, be sure to give it
careful consideration and understand the effects of making
those changes.

Also keep in mind that OSPF requires that the Hello and
Dead intervals match between two routers for them to
become adjacent.

This differs from EIGRP, where the hello and hold-down
timers do not need to match for two routers to form an EIGRP
adjacency.
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