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dgang via Consol

Egzconsole e abic

=
’ne logge ind via Consol

console BIrsecure
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» Alle passwords pa systemet er krypteret

— Nogle med symetrisk kryptering(pas pa)
— Nogle med SHA1 Hashing

« Skal bruge change-of-case

= Set system login password minimum-change <tal>

« Password leengde

— Set system login password minimum-length <tal>
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Root login 0000005 ®
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Man kan forhindre root brugeren | at logge
Ind.

=Set service ssh root-logiln deny

Bruge SSH nggler som authentication

root-authentication {
encrypted-password "$1$NnMs9VIQ$76Zkpl41g5jFwlKBYhFpu/"; ## SECRET-DATA

ssh-dsa "ssh-dss

AAAAB3NzaClkc3MAAACBAILtxt6g2NKLUk+5SuOfnubxgTZ3+Ho4 jpaun/JgGOcAUeyJXurhm/DOk
HEl1Hc/wFI8NApIgT9ur+SqPf6j6MNZwMgCOQuecQlad2kBeh+9RkNgelFQYnx1tU0JjX+9g2xbFL9
xeOBsTolh4ZthLy/nfFkAaEGaWj7BjOn8BIJVvMVAAAAFQDNKGGO/ 7CHGBEYKOECQ/YpxXFLQFWAAAIB
FvOW3£f/3mDBgf /LYp5MIqofqT+kFzxkkvYhhQalFYsyopra393DbGpWe 6JycXHOMJ+ZWWnEUAZS4H
mgl/5z£3119qYVI9Y48WuiTGXTpqg9+zjhgQZGcheIBttXpfsk9croluxifyLQIMGspLmWxtfBwFrMh
8/hmjbMh0VghWgx+AAAATIEAGGt+MhFZSDX3pwZRqlVtBCX5pkPMv4SMeeAflvEfPka5YG30KVBwWLXk
SHrvTZQ7VLNJIrM8I8KOKrqH4gCdWc2 /HF74VsDRmo5mxwosNpSMycOsvBRO5fci2zE5mdOe9H7HZx
ApGfE/68dzbQVqUbmQbt03JZ1AJX1Z9SiOMf6TTM= dsa-key-20111110"; ## SECRET-DATA

}
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 Man kan definere hvor mange login forsgg
der ma laves i sekundet
— set system services ssh rate-limit

e SSHV2

[edit]
root@SRX240# set system services ssh ?
Possible completions:
<[Enter]> Execute this command
+ apply-groups Groups from which to inherit configuration data

+ apply-groups-except Don't inherit configuration data from these groups

connection-limit Maximum number of allowed connections (1..5)
+ protocol-version Specify ssh protocol versions supported
rate-limit Maximum number of connections per minute (1..5)

root-login Configure root access via ssh
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Firewall Filters BOc6080000
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* Firewall filtre bruges til at bestemme hvad
der kommer ind og ud af et interface.
— Kan matche pa de fleste header felter
— Numeriske omrader
— Adresser
— Bit felter
— Laver bit matching(forklar)

+ Internet Protocol, Ssrc: 10.1.4.16 (10.1.4.16), Dst: B.8.8.8 (8.8.8.8)
+ User Datagram Protocol, 5rc Port: 60322 (60322), Dst Port: domain (53)
+ Domain Name System (query)

@hh. Lav commit check/confirm nar man leger med FW
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Information sendes

igennem et filter

Match: Firstterm

NO Match

Match: secondterm

NO Match

Match: thirdterm
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kal passe
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| °c kommer fra.
él saettes pa Lo0




HOUSE OF
EEEFERI-N-O.- L 0O Y

kkerhed 000000 -e00

+
—entelat MErcanktec

Hvad med Routing Protokoller??
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= T_;-I\_/I_aks burst size = hastighed * burst tid/8

Burst tid bgr ikke vaere under 5ms
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