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IP version 6 - lidt baggrund

#| hitps://192.168.1.1/

Figur 1 - Fra Internet Explorer start session til https://192.168.1.1

Det anbefales, at du lukker denne webside og ikke fortsatter til webstedet.

@ Klik her for at lukke denne webside.

& Fortsaet til dette websted (anbefales ikke).

(» Flere oplysninger

Figur 2 - Da der ikke er et trusted sikkerheds certifikat bliver vi ngdt til at fortaelle at vi stoler pa ASA'en

| Run ASDM ]

Figur 3 - Start ASDM

X

Do you want to Continue?
The connection to this website is untrusted.

_

Figur 4 - Og ja vi stoler pa certifikatet
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https://192.168.1.1/

Cisco ASDM-IDM Lau.. — = HESN
L, Cisco ASDM-IDM Launcher /2l

Enter username and password For 192.168.1.1
Username: ||

Password:

[ | rementer the usermame of the specified device on this computer

Close

Figur 5 - der er ikke oprettet brugere endnu - sa <OK> far os ind

Cisco Smart Call Home -

| ANOnyTnoUS

Cisca ta securely receive minimal error and health infarmation from the device,

I Help to improve the ASA platform by enabling anonymaous reporting, which allows |
Learn Mare

) Reqistered 1

Registering this ASA with Smart Call Hame (SCH) allaws custamers with suppart
contracts ko log in ko the SCH Portsl for & personalized view of all their SCH
connected devices, The portal displays messages sent from the device, as well as
providing notification of any device that is impacted by a PSIRT advisory,
Additionally, registering allows one to receive real-time notifications on problems
with the device, as well as the proactive creation of a TAC case.

Learn Mare

To begin the registration process, please enter your e-mail address below, |

Email address: Customize this festure

.6 ) Do not enable Smart Call Home [

| Ok Rernind he Later

Figur 6 - Vi leger kun - sa vi enabler ikke Smart Call Home

Startup Wizard
Cisco ASDM 7.3 for ASA - 192.168.1.1

File View Tools Wizards ‘Window Help Type bopic o se:
Hﬂ:l roa:, Configuration LD Manitoring ‘ D Save @Refrash ‘ o Back. d Fariward ‘ D Help |
Device Setup n Configuration > Device Setup > Startup Wizard

iilid

Click the "Launch Startup Wizard" button to start the wizard,

Startup Wizard

The Cisco ASDM Startup Wizard assists ywou in getting your
g{} Firgwall Cisco Adaptive Security Appliance configured and running. Use
this wizard to create a basic configuration that enforces
0” Remote Access VPN security policies in your network,
r_’f_‘. Site-to-Site YPM The Startup Wizard can be run at any time and will be initislized

with walues from the current running configuration.

| o : Device Management
Launch Startup “Wizard 4

%

Figur 7 - Kgr ”Startup-Wizard”
Vi gnsker at eendre grundlaeggende konfiguration til gruppens logiske IP netvaerk”

HUSK: Det er gruppens ip adresse der skal anvendes.
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Cisco ASDM 7.3 for ASA - 192.168.128.1 - Startup Wiz...

Startup Wizard Starting Point {Step 1 of 9)

Choose a starting point for the wizard, G ru p pe n S I P a d resse

' | Modify existing configuration

|. | Reset configuration to factory defaults |

Configure the IP address of the pa ment int...

IP Address: 192,168,921

Subnet Mask: |255,255,255.0 W

ASA’en vil herefter resette til factory default og genstarte. Det tager nogle minutter og forbindelsen til
ASA’en mistes fordi den far en ny IP adresse.

| Kommandoprompt = o |
~

C:\Users\heth>ipconfig/release

C:\Users\heth>ipconfig/reneuw
C:\Users\heth>ipconfig

Windows IP Configuration

Ethernet adapter vEthernet (Extern (Ethernet)):
Connection-specific DNS Suffix
Link-local IPué Address . . . . . : fe80::3d3e:5cff:140b:eel12%51
IPv4 Address. . . . . . . . . . . : 192.168.92.5

Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 192.1868.92.1

Figur 8 - Ny ip adresse hentes fra omkonfigurerede ASA

Konfiguration med ny IP adresse
Start ASDM igen med den nye IP adresse og kgr Startup Wizard igen. Der er ialt 9 steps i Wizarden.

Bemeerk: Steps der ikke er vist i anvisningen skal ikke zendres fra default!

Cisco ASDM 7.3 for ASA - 192.168.92.1 - Startup Wizard Bl

Startup Wizard Starting Point (Step 1 of 9)

[ ) Reset configuration ta Factory defaulks

+" | Configure the IP address of the management int...

IF Address:  |192.168.92.1

Subnet Mask: |255,255.255.0

Figur 9 - Denne gang @&ndrer vi den eksisterende konfiguration
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(& Cisco ASDM 7.3 for ASA - 192.168.92.1 - Startup Wizard

" Startup Wizard Switch Port Allocation (Step 4 of 9)

fllocate physical switch ports o each logically named YLAN,

| Switch Ports for Outside VLAN (vlanz)

Available Ports Allocated Ports
~ Ethernet0/0 ~
Ethernet0f2
Ethernet0)3
Ethernet0/4 SRS
Ethernet0/s
Ethernet0jt Y Y

Switch Ports For Inside YLAN (vlan1)

Available Ports Allocated Ports

Ethernet0fo ~ Ethernet0f1 ~

Add =
Ethernet0/7 Ethernet0fz
Ethernet0f3
Ethernetdf+
Ethernetdfs

9 Ethernet0/é 9

<< Remave

Switch Ports for DMZ YLAN (vlans)

Avallable Ports Allocated Ports
Ethernet0/1 ~
Ethernetd)2

Etharnet0)a
Ethernet0is

v v

| <Back || Mext> | Finish | | Cancel |

Figur 10 - | step 4 tilfgjes Eternet0/7 til DMZ VLAN'et

DMZ VLAN’et tildeles IP adressen 192.168.[gruppens IP + 1].1 og subnet masken 255.255.255.0. Husk at
markere Obtain default route using DHCP

Cisco ASDM 7.3 for ASA - 192.168.92.1 - Startup Wizard

r Star‘tll[l ?ﬂizanl Interface IP Address Configuration {Step 5 of 9)

Assign IP addresses to each named YLAMN,

Outside TP Address

O Usze the following 1P address

IP Address: |192.168.64.27 Magk! | 255,000

(@)use DHCP|
() Use pPPoE

Inside IP Address

©btain default route using DHCP

@ Usze the following 1P address

IP address: |192.165.92.1 Mask! |255.255.255.0 W
O Use DHCP Obtain route using DHCP
() Use PrPoE
DMZ IP Address

@ Use the following 1P address

o
IPAddrass:lIlQZ.lsE.gll | ask: |255.255.255.0) W I

O Use DHCP Obtain route using DHCP

() Use PrPoE

Figur 11 — | step 5 IP adresse tildeles DMZ og default route fas fra DHCP
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Cisco ASDM 7.3 for ASA - 192.168.92.1 - Startup Wizard

Starlup_ Wizard Address Translation (NAT/PAT) (Step 7 of 9)

Select Port address Translation (PAT) ko share a single external IP address For devices on the
inside interface. Select Mebwork Address Translation (MAT) ko share several external IP
addresses for devices on the inside interface, Select the First option, iF no address translation
is desired between the inside and outside interfaces.

This NAT configuration applies to all the traffic from the inside interface to the
outside interface.

( _ | Mo Address Translakion

@I Use Port Address Translation (PATE

I i ) Use the IP address on the outside interface

( _ | Specify an IP address
IP Address:
[ _ | Use Metwork Address Translation (MAT)

IP Address Range:

Figur 12 - | Step 7 startes NAT

Afslut Wizarden med Finish i step 9.

Oprettelse af firewall regler
| dette eksempel gnsker vi at tillade trafik fra inside netvaerket til

e TCP/UDP port 53 — DNS trafik
e TCP port 80— HTTP trafik

e TCP port 443 — HTTPS trafik

e ICMP echo —ping pakker

ia Add Access Rule

Interface:

Ackion: ( | Deny

Source Criteria

Source: 192,168.92.0/24

User:

Security Group:

Destination Criteria

Destination: Hany |

Security Group:

Service: Itcp—udpidama\n (| l

Description:

Enable Logging

Logging Lewel: | Default W

Figur 13 - Eksempel pa access rule TCP/UDP trafik til DNS

BEMZARK: £ndringer bliver fgrst overfgrt til ASA’en nar der trykkes pa Apply
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@ Hnme @ Mnmtnrmg‘ [B Save @Refresh| o Back O Fnrward‘ ? HE\D‘

Device List & 8 % || Configuration > Firewall = Access Rules O
% add [ Oekte S Connest 4 add - [ Edic [ Delete | 4 & | & Bz M - | @ Find B Diagram (o] Export + (9 Clear Hits ] Show Log &7 Packet Trace
Find: o
e Source Criteria: Destination Criteria:
ERjL02.168.52. # Enabled Service Action  Hts  loggng  Time  Descri
& 192.168.128.1 Source User Security Group Destination Sacurity Group
=] 5 dmaz (1 implicit incaming rule)
[ @ any @ Any less secure ne... zip + Permit Implicit
] 5% inside (4 inceming rules)
! P inside-network/24 @ any 5 domain o Permit 135

E
-

Firewall

2 3 inside-network/z4 @ any e http o Permit 8
MAT Rules 3 o} inside-network/24 @ any e hitps + Permit z
d i ERE N - S I I N
B AAA Rulss

B85 ook Rules 5% outside {0 implict: incoming rules)

Public Servers [=] 5% Global (1 implicit rule}
URL Fikering Servers I @ any & any 0p @ Deny Implicit

&
1) Threat Detection
Identity Options

¢ any

Figur 14 - Regler oprettet i Access Rules

Nu burde DNS, HTTP og HTTPS fungere. Ping fungerer ikke endnu da firewallen ikke tillader returpakkerne
at komme tilbage igennem firewallen. Ping pakkerne kommer fint ud men pong pakkerne bliver spaerret af
firewallen.

For at tillade pong pakkerne at komme ind skal der laves en inspect regel der tillader associaserede pong
pakker at komme ind. Ved TCP og UDP trafik associaserer firewallen trafikken baseret pa IP adresse par og

port numre.

2 Add Service Policy Rule Wizard - Service Policy

Adding a new service policy rule requires three steps:
Step 1: Configure a service policy.
Step 2: Configure the traffic classification criteria For the service palicy rule.

Step 3: Configure actions on the traffic classified by the service palicy rule.

Create a Service Policy and Apply To:
Only one service policy can be configured per interface or at global level. IF a service policy already exists, then wou can add a new rule into the existing
service policy, Otherwise, you can creabe a new service policy,

Palicy Mame: |inside-policy

Description: |

I:I Drop and log unsupported IPveE to IPwe traffic

Figur 15 - Tilfgj Service Policy i Configuration-->Firewall-->Service Policy Rules

Fa Add Service Policy Rule Wizard - Traffic Classification Criteria n

Ereats 2 new traffic cass:  inside-class
Description {(optional):

Traffic Match Criteria

| |7| Default Inspection Traffic |

|:| Source and Destination IP Address (uses ACL)
[ T innal Gemin

Figur 16 - Vi gnsker at standard inspection af ICMP trafik

Side 8 af 9



Add Service Policy Rule Wizard - Traffic Match - Default Inspections

Fallowing services will match the default inspection traffic:

Service Protocal Port

ctighe tep 2748

dns udp 53

ftp tep 21

atp udp 2123, 3386
h323 - hazs tep 1720

h323 - ras udp 1718 - 1719
http tep )

icmp icmp

ils tep 389
ip-options rsvp

mgcp udp 2477, 2727
nethios udp 137 - 138
radis-acck udp 1646

pe udp 111

<h bep 514

I}u bep 554

Figur 17 — Liste over standard services der kan inspectes

fa Add Service Palicy Rule Wizard - Rule Actions ‘

Protocol Inspection | Connection Settings | QoS | NetFlow | User Statistics

D Select all inspection rules

I:‘ H.323 RAS Corfigure. .. &
D HTTP Configure. ..
[ | xcmp errer
Figur 18 - ICMP markeres til Inspection
Configuration > Firewall = Service Policy Rules
% add - [ Edit E[ Delete | + & ‘ 3 | G, Find Diagrarn B Packet Trace
Traffic Classification
Rule Actions Description
Marne #  Enabled  Match Source Src Security Group  Destination Dst Security Group  Service Time

? inside-class [y Makch @@ any @ any @, default-inspec... @, Inspect ICMP
| Global; Folicy: gobal_policy
inspection_de... =y Makch @@ any &P any Q, defaulk-inspec... Q, Inspect DHS Map presst..,

Q, Inspect ESMTP
(13 more inspect actions)

Figur 19 - Service Policy tilfgjet

= Kommandoprompt

out .
out.
out .
.90.47.30: bytes=32 time=17ms TTL:=59

.90.47.30: bytes=32 time=17ms TTL=59
Reply from .90.47.30: bytes=32 time=1Tms TTL=59
Reply from .90.47.30: bytes=32 time=17ms TTL:=59
Reply from .90.47.30: bytes=32 time=16ms TTL=59

Figur 20 - Efter at have trykket Apply komemr returtrafikken fint igennem

BEMZARK: ASA’en gemmer fgrst konfigurationen i non-volatile memory nar der trykkes pa Save
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