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Purpose First byte between | Subnet mask Prefix | Max hosts
Unicast 0 and 127 255.0.0.0 /8 16.777.214
Unicast 128 and 191 255.255.0.0 /16 65.534
Unicast 192 and 223 255.255.255.0| /24 254
Purpose First byte between | Subnet mask Prefix | Max hosts

Multicast

224 and 239

None special

None

Reserved

239 and 255

None

None




Net: 194.182.53/24

Net: 182.114/16

|
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(@) Use the following IP address:

IF address:
Subnet mask:

Default gateway:
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E¥ Command Prompt
C:\temp>route print

Network Destination Netmask Gateway Interface

e.o0.e.0 e.0.e.0 194.182.53.1 194.182.53.13
127.0.0.1 255.255,255,255 On-link 127.e.0.1
194.182.53.0 255.255.255.0 On-link 194.182.53.13

» |f the host have to send a packet to the destination
194.182.53.67 it will search the route table and find
two possible ways to the destination
— 0.0.0.0/0 via 194.182.53.1 out of interface 194.182.53.13

— 194.182.53.0/24 on-link out of interface 194.182.53.13

» |t will choice the most specific route. The one with
the best subnet mask. /24 is better than /0
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E¥ Command Prompt
C:\temp>route print

Network Destination Netmask Gateway Interface

e.o0.e.0 e.0.e.0 194.182.53.1 194.182.53.13
127.0.0.1 255.255,255,255 On-link 127.e.0.1
194.182.53.0 255.255.255.0 On-link 194.182.53.13

» |f the host have to send a packet to the destination
8.8.8.8 it will search the route table and find one
possible way to the destination

— 0.0.0.0/0 via 194.182.53.1 out of interface 194.182.53.13

» The packets to 8.8.8.8 will be send to the default
gateway as 8.8.8.8 is on another logical network
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Connector RJ45
Ethernet standards 10BASET, 100BASET, 1000BASET

Wiring Category 5, UTP, 4 pair
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Contains the value 800 showing
the Ethernet frame contains an

IP packet

Frame Check
(Checksum CRC)
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Contains the value 6 indicating

the IP packet contains a TCP
packet

1



EIOESEre
EEEENOLCEDGEY

Port numbers = ecvo0

+
= Mercantec

» Port numbers are virtual end connection
points in TCP and UDP

— TCP port 80 = Web-server connection
— TCP port 25 = Mail-server connection
— TCP port 443 = encrypted Web-server connection

@3 Command Prompt
C:\Users\Henrik thomsen>netstat -n

Active Connections
TCP 192.168.1.14:49800 195.181.54.24:80 ESTABLISHED
TCP 192.168.1.14:49801 195.181.54.24:80 ESTABLISHED
TCP 192.168.1.14:49811 217.113.99.169:80 ESTABLISHED
TCP 192.168.1.14:49812 217.113.99.169:80@ ESTABLISHED
TCP 192.168.1.14:49858 87.67.4.123:443 ESTABLISHED

Some of my established (active) connections the day i wrote this
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» A connection is unique based on

— Source |IP address example 192.168.1.14

— Destination IP address example 195.181.54.24

— Protocol example TCP

— Source port example 49801 (Chosen randomly)
— Destination port example 80 (A Web-server)

— L — —

@3 Command Prompt
C:\Users\Henrik thomsen>netstat -n

Active Connections
TCP 192.168.1.14:49800 195.181.54.24:80 ESTABLISHED

TCP 192.168.1.14:49801 195.181.54.24:80 ESTABLISHED
TCP 192.168.1.14:49811 217.113.99.169:80@ ESTABLISHED
TCP 192.168.1.14:49812 217.113.99.169:80 ESTABLISHED
TCP 192.168.1.14:49858 87.67.4.123:443 ESTABLISHED

Every line is unique referring to a unique connection between a program
On the local host and a program on the remote host.
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2 Intemet Explorer

| am 205.1.2.3 homepage

Internet

O

=

A user connects to

o @

The host knows http: = TCP port 80

. | Source IP: port

Server
IP address.

| 205.1.2.3

Port 21 Ftp
Port 80 Web

205.1.2.3: 80
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B Command Prompt

:\temp>tracert www.ascom.jp
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racing route to www.ascom.jp [219.118.71.141]

bver a maximum of 30 hops:

WoOoONOMTTR_AWNER

B RBR
WiNEREO

192.168.1.1

ox57382129.ge-1-2-0-1100.vgnqu2.dk.ip.tdc.net [87.56.33.41]
ael-0.ldningpl.uk.ip.tdc.net [83.88.22.7]
Xe-7-3,r@e,londen@3.uk.bb.gin.ntt.net [83.231.199.245]
ae-2.r23,londen@3.uk.bb.gin.ntt.net [129.250.4.133]
as-0.r22,o0sakjpel.jp.bb.gin.ntt.net [129.250.5.35]
ae-5.r24,.tokyjpel.jp.bb.gin.ntt.net [129.250.,3,221]
ae-1.ro0o0.tokyjpel.jp.bb.gin.ntt.net [129.250.5.93]
Xe-0-0-0-2.re0.tokyjpol.jp.ce.gin.ntt.net [203.105.72.162]
Xg2-3-notemachi-corell.sphere.ad.jp [202.239.114.217]
Xgl-4-kcd-arena-gwl.sphere.ad.jp [203.138.77.58]
203.138.37.106

fw.kai.ad.jp [219.118.79.135]
fw-inside.inside-sw.kai.ad.jp [219.118.79.158]

wwwé . lpp.hosting-link.ne.jp [219.118.71.141]
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- Dynamic Host Configuration Protocol

DHCP Client

DHCP lease pool on server:

IP address range: 194.182.53.10 - 194.182.53.199
DHCP Client Subnet mask: 255.255.255.0

DNS server: 192.71.13.54

Default gateway: 194.182.53.1

ROUTER

DHCP Server
Static IP address

DNS server
192.71.13.54

- Automatic IP configuration

18
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2. DHCP-Offer
3. DHCP-Request

4. DHCP-Ack

Network

DHCP lease pool on servei

IP address range: 194.182.53.10 - 194.182.53.199
Subnet mask: 255.255.255.0

DNS server: 192.71.13.54

Default gateway: 194.182.53.1

20
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C:\temp>nslookup www.ascom.no
Server: sagembox.home
Address: 192.168.1.1

Non-authoritative answer:
Name: WWW.ascom. no
Address: 195.191.133.67
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@ | @ http://www.ascom.no/no/index-no/

ASCOM WEBSITES ~  CONTACTS q

[FORSIDE] PRODUKTER OG L@SNINGER ~ KONTAKT 055
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Ydre net Properties

Giereral | Shaing | pumm—— (TCP/IP) Properties

Connect using: Eorel]

I Intel(R) PRC
You can get [P settings assigned automatically it pour network supparts

thiz capability. Othenwize, you need to ask pour network, administrator far
the appropriate [P settings.

Components chec
== Client for b £~ Obtain an IP address automatically
B FieandP| | (" Use the fallowing IF addiess

¥ Intemet Fr IP address: [T92 168 19 167
Subnet mask: |255 255 .255 . 0
Istall.. Defaul gatewsy: [T52 16213 1

— Description——
Transmission Cr £ Obtain DNS server addiess automatically
wide area netwn
acioss diverse i

% Usze the following DNS server addiesses:

Frefened DNS server: 183 162 153 164

|1‘34 239 134 B3

Advanced... |
=N

Sh 3
I SliEmiEani Altemnate DMNS server:

A user wants to
see
WWW.ascom.no
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. root
DNS server

.no
DNS server

ascom.no
DNS Server

WWW.ascom.no
Web server

be a caching DNS server
ns reducing traffic and decreasing
e-to-live. The information will be
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rom the DNS system
eout the information

{4 Command Prompt

C:\Users\Henrik thomsen>ipconfig/displaydns
Windows IP Configuration
WWW.ascom. no

Record Name . ¢ Www.ascom.no

Record Type . . . . . : 1
Time To Live . : 295
Data Length . . : 4
Section . . . . : Answer

A (Host) Record . . . : 195.191.133.67
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