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In this guide we will create a permanent site-to-site VPN between the two sites using PPTP encryption and

EAP-MS-CHAPv2 authentication.

By doing this, all servers and clients can communicate as if they were on the same LAN network. The traffic
between the two RRAS servers is encrypted at the sending server, before it is sent over the internet, and
decrypted at the receiving server, before it is sent to the receiving LAN network.
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Right click in the empty space.
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Welcome to the Demand-Dial
Interface Wizard.

This wizard helps you create a demand-dial connection ta
connect this router to other routers.

To continue, click Next.
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P Interface Name
b E IPvE You can type a friendly name for this connection.
Type a name for this demand dial interface. A common practice is to name interfaces
after the network or router to which they connect.
Interface name:
ISiteﬁ
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b E IPvE Select the type of demand-dial interface you want to create.
£ Connect using a modem, ISDM adapter, or other device
' Connect using vitual private networking (VPN)
" Connect using PPP over Ethemet (PPPoE)
For more information
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For more information
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E Ports ﬁ LAN Microsoft Hyper-V Network Adapter
23 Remote Access Logging $ Itern;
P Destination Address
b E IPvE What is the name or address of the remate router?
Erterthe name or IP address of the router you are connecting to
Host name or IP address (such as microsoft.com or 157.54.0.1 or 3fe:1234:1111 ):
192.168.137.208
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Status: Running @ Ba N

Type in the opposite RRAS server external IP address.
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PS C:xUsers~Administrator> ipconfig

Jindows IP Configuration

Ethernet adapter WAN:

Connection—specific DHS Suffix net

Link-local IPub Address . . . o 8 ] Fchieald:cB18:6ah?213
IPv4 fAddress. . . . . . . . . .1 192.168.137.288

Subnet Mask . . . . . . . . . . ¢ 255.255.255.8

Default Gateway . . . . . . . . = 192.168.137.1

Ethernet adapter LAN:

Connection—specific DNS Suffix . :

Link-local IPv6 Address . . . . ¢ FeBB::9973:26ch:87fazelf4x12
IPv4 Address. . . . . . . . . .1 192.168.59.1

Subnet Mask . . . . . . . . . . ¢ 255.255.255.8

Default Gateway - - . . . . . - A

unnel adapter isatap.mshome.net:

Media State . . . . . . . . . . . & Media disconnected
Connection—specific DN8 Suffix . : mshome.net

unnel adapter isatap.{4D493FB3-DFCF-41CB-AE63-64D6564EA3F53 -
Media State . . .

Connection—gpecifié ﬁNé éuffix-
PS C:slUsersSAdministrator?> _

: Media disconnected

& |

08:47
Fs Wt DAN o o

Status: Running

At RRAS02, the external IP address can be found easily with the ipconfig command.
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ﬁ LAN Microsoft Hyper-V Network Adapter

ﬁ Interng

Protocols and Security
Select transports and security options for this connection.

Select all that apply:
¥ Route IP packets on this interface.
[V Add a user account so a remote router can dial in
™ Send a plain-test password if that is the ol way to connect

™ Use scipting to complete the conmection with the remote router

For more information

Status: Running
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P Static Routes for Remote Networks
b E IPvE A static route is @ manually defined, permanent route between two networks.
To activate this demand-dial connection, you must add a static route to the networke. Specify the
IF address of the remote networks this network wil communicate with.
Network Mask/Prefix length | Metric
Femove |
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emand-Dial Interface Wizar
23 Remote Access Logging ﬁlntern
b B IPv4
b £ IPVE (®) Remate Network Support using [Pvé
Destination: 152 . 168 . 53 ]
MNetwork Mask: 255 285 . 286 0 O
-
) Remote Network Support using IPvE
Destination: I
Frefix Length: l:l
Metric: -
<Back | Ned> | [ Cancel
<] it EY
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23 Remote Access Logging $ Itern;
P Static Routes for Remote Networks
b E IPvE A static route is @ manually defined, permanent route between two networks.
To activate this demand-dial connection, you must add a static route to the networke. Specify the
IF address of the remote networks this network wil communicate with.
Network Mask/Prefix length | Metric
255.255.255.0 10
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23 Remote Access Logging ES Itern;
P Dial-In Credentials -
b E IPvE Corfigure the user name and password that the remote router will use when it dials ?I)
in to this server.

You need to set the dialin credentials that remote routers will use when connecting to
this interface. A user account will be created on this router with the information that you

enter here.

User name: ISiteQ

Password:

Confimm password:

B ol
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Status: Running
We are creating a user account, which RRAS02 must use when dialing site 1 (this server). The test password

Password1 can be used.
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23 Remote Access Logging ES Itern;
P Dial-Out Credentials -
b E IPvE Slﬁph{the user name and password to be used when connecting to the remote ?I)
router.

You need to set the dial out credentials that this interface will use when connecting to
the remote router. These credentials must match the dial in credentials configured on
the remote router.

User name: Isﬂe‘l

Domain: JIHIERRASD2

Password:

Confirn password:

B ol

Status: Running | @ Ba

This user must be used when RRASO1 (this server) is dialing site 2 (RRAS02). The user account has not been
created yet, but is created when we follow these same steps on RRAS02 afterwards. We can use the same

password Password1
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Completing the Demand-Dial
Interface Wizard.

Interface Wizard.

Interfaces. Select the interface, and then click
Properties.

You have successfully completed the Demand-Dial

When you click Finish. this wizard creates the interface
and enables it on the router. To edit the interface. in the
Routing and Remote Access snap-in, click Network

B L
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Status: Running
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Right click site 2 and choose Properties
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For more information
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For more information
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Status: Running |

The older MS-CHAP v2 is no longer secure in combination with PPTP. Therefore we will use the later EAP-
MSCHAPv2
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Press the Windows key on the keyboard.
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Type firewall and press enter.
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MName
. Remote Event Log Management (RPC)

.Remote Scheduled Tasks Management (...
.Remote Scheduled Tasks Management (...
.Remote Service Management (NP-In)

. Remote Service Management (RPC)
.Remote Service Management (RPC-EPM...
.Inbound Rule for Remote Shutdown (RP...
.Inbound Rule for Remote Shutdown (TC...

. Routing and Remote Access (GRE-In)
. Routing and Remote Access (L2TP-In)

Routing and Remote Access (PPTP-In)
Enable Rule

Cut

Copy
Delete

Properties

Hel
= .

.TPM Virtual Smart Card Management (T...

.Vir‘tua\ Machine Menitoring (DCOM-In)

.Vir‘tua\ Machine Menitoring (NB-Session...
.Vir‘tua\ Machine Monitoring (RPC)

. Remote Event Log Management (RPC-EP...

.Remote Volume Management - Virtual D...
.Remote Volume Management - Virtual D..,
. Remote Velume Management (RPC-EPM...

.Vir‘tua\ Machine Monitoring (Echo Reque...
.Virtua\ Machine Monitoring (Echo Reque...

-

Group
Remote Event Log Manage...
Remote Event Log Manage...
Remote Scheduled Tasks M...
Remote Scheduled Tasks M...
Remote Service Management
Remote Service Management
Remote Service Management
Remote Shutdown

Remote Shutdown

Remote Volume Manageme...
Remote Volume Manageme...

Remote Volume Manageme...

Reouting and Remote Access
Routing and Remote Access

Routing and Remote Access

Secure World Wide Web Ser...

SNMP Trap

SMNMP Trap

TPM Virtual Smart Card Ma...
TPM Virtual Smart Card Ma...
TPM Virtual Smart Card Ma...
TPM Virtual Smart Card Ma...
Virtual Machine Menitoring
Virtual Machine Monitoring
Virtual Machine Monitaring
Virtual Machine Menitoring
Virtual Machine Monitoring

Profile
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

All

All
Private...
Domain
Private...
Domain
Private...
Domain
All

All

All

All

All

Enabled
Mo
Mo
No
Mo
Mo
No
Mo
MNo
No
No
MNo
No
No

Action
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow

Allow

|Inbound Rules &

Mew Rule...
Filter by Profile
Filter by State
Filter by Group
View

Refresh

Export List...

Help

3 Enable Rule
& cut

2 Copy

x Delete

Properties

Status: Running

-
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We will open the firewall to our VPN.
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‘ Windows Firewall with Advance
&3 Inbound Rules
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[ E Menitaring

Inbound Rules | Actions

MName
. Remote Event Log Management (RPC)

.Remote Scheduled Tasks Management (...
.Remote Scheduled Tasks Management (...
.Remote Service Management (NP-In)

. Remote Service Management (RPC)
.Remote Service Management (RPC-EPM...
.Inbound Rule for Remote Shutdown (RP...
.Inbound Rule for Remote Shutdown (TC...

outing and Remote Acces d
. Routing and Remote Access (L2TP-In)
.Routing and Remote Access (PPTP-In)
.Routing Information Protocol (RIP-In)

.SNMP Trap Service (UDP In)

.SNMP Trap Service (UDP In)

.TPM Virtual Smart Card Management (D...
.TPM Virtual Smart Card Management (D...
.TPM Virtual Smart Card Management (T...
.TPM Virtual Smart Card Management (T...
.Vir‘tua\ Machine Menitoring (DCOM-In)

.Vir‘tua\ Machine Menitoring (NB-Session...
.Vir‘tua\ Machine Monitoring (RPC)
m |
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.Remote Volume Management - Virtual D...
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Virtual Machine Monitoring

Profile
All
All
All
All
All
All
All
All
All
All
All
All

All

All

All
Private...
Domain
Private...
Domain
Private...
Domain
All

All

All

All

All

Enabled
Mo
Mo
No
Mo
Mo
No
Mo
MNo
No
No

Action
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow

Allow

Allow

-~

|Inbound Rules &

Mew Rule...
Filter by Profile
Filter by State
Filter by Group
View

Refresh

Export List...

Help

Disable Rule

& cut
Copy

x Delete

E Help

Status: Running

We must open both PPTP and GRE inbound.

B ol
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Configuring RRAS02

o jhjeRRAS02 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help

RIO@OO N IPIBS

b

File Action View Help

@z EY
E Routing and Remote Access Network Interfaces
% ;S:Un:RrRit;l;_sl | LAN and Demand Didl Interfaces Type Status Connection State Device Mame
“ g)i N kf c;caﬂ) Iﬁ‘n’\mN Dedicated Enabled Connected Microsoft Hyper-V MNetwork Adapter
E Por‘tsm il ﬁLoopback Loopback Enabled Connected
23 Remote Access Logging ﬁ LAN Dedicated Enabled Connected Microsoft Hyper-V Network Adapter
ess
P E 1Pud ﬁlnterna\ Internal Enabled Connected
E General
E Static Routes
B IGMP
B NaT
b B IPvE
New Demand-dial Interface...
Refresh
Export List...
View 3
Arrange lcons 3
Line up lcons
Help
<] it EY
Create a new demand dial interface

Status: Running | @ Ba

We will now complete the same steps on RRAS02 in reverse direction.
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¥ JhjeRRAS02 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help
FO@OO NIPED
= Routing and Remote Access -8 x
File Action View Help
= = H
E Routing and Remote Access Network Interfaces
% Jsl-eij\:RrRi:BL;I | LAN and Demand Didl Interfaces Type Status Connection State Device Mame
“ @E N kfotcff) EEWAN Dedicated Enabled Connected Microsoft Hyper-V MNetwork Adapter
E Por‘tsw il ESLoopback Loopback Enabled Connected
. LAN Microsoft Hyper-V Network Adapter
‘53 Remote Access Logging glntem Demand-Dial Interface Wizard - * F
a = Pl
£L Geners! Welcome to the Demand-Dial
% lséah;'; Routes Interface Wizard.
. = NAT This wizard helps you create a demand-dial connection ta
I = IPvE connect this router to other routers.
To continue, click Next.
Net> | [ Cancel
< m >
[ ] e 09:03
l'- Q =3l I G paN 19-04-2013

Status: Running D !3"_%]
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o JhjeRRAS02 on JOHNH - Virtual Machine Connection

File Action Media Clipboard View Help

FO@OO NPMES .

) Routing and Remote Access |—|ﬁ‘| X |
File Action View Help

a5 2 EY

E Routing and Remote Access

E Server Status LAN and Demand Didl Interfaces Type Status Connection State Device Mame
“ ﬂ)il—_UERRASO?_ (local) 22WAN Dedicated Enabled Connected Microsoft Hyper-V Network Adapter
% :I:::ork Interfaces ﬁ Leopback Loopback Enabled Connected
3 Remote Access Logging ﬁ LAN Microsoft Hyper-V Network Adapter
4 E 1P ﬁlntern
E General Interface Name
E Static Routes You can type a friendly name for this connection.
B IGMP
—_ 2 Nat Type a name for this demand dial interface. A common practice is to name interfaces
I 2 IPvE after the network or router to which they connect.

Network Interfaces

Interface name:

site 1

Status: Running

=L g
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o JhjeRRAS02 on JOHNH - Virtual Machine Connection

File Action Media Clipboard View Help

FO@OO NPMES .

) Routing and Remote Access |—|ﬁ‘| X |
File Action View Help

a5 2 EY

E Routing and Remote Access
) Server Status
4 3 JHIERRASD2 (local)
E Metwork Interfaces

E Ports

PRl
E General
E Static Routes
B IGMP
B NaT
b B IPvE

3 Remote Access Logging
ﬁ Interng

22 an

Connection Type
Select the type of demand-dial interface you want to create.

Network Interfaces

Connection State
Microsoft Hyper-V MNetwork Adapter

LAN and Demand Didl Interfaces Type Status
I$W1\3\N Dedicated Enabled Connected
ﬁ Leopback Loopback Enabled Connected

Microsoft Hyper-V Network Adapter

£ Connect using a modem, ISDM adapter, or other device

' Connect using vitual private networking (VPN)

" Connect using PPP over Ethemet (PPPoE)

For more information

[<] m [

Status: Running
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o jhjeRRAS02 on JOHNH - Virtual Machine Connection = [

File Action Media Clipboard View Help

|RIO@OO N IPIBS .

= Routing and Remote Access |—|ﬁ‘| X |
File Action View Help
a9 2 E]
E Routing and Remote Access Network Interfaces
% JSI-eUr;eRrRS..\:;B;sl | LAN and Demand Didl Interfaces Type Status Connection State Device Mame
“ g)i N kf c;c?_') I$W1\3\N Dedicated Enabled Connected Microsoft Hyper-V MNetwork Adapter
E Por‘tsm il ﬁLoopback Loopback Enabled Connected
23 Remote Access Logging ﬁ LAN Microsoft Hyper-V Network Adapter
P E 1Pud ﬁlntern
E General VPN Type
E Static Routes Select the type of VPN connection you wart to create.
B IGMP
B NaT
b B IPvE
" Automatic selection
' Paint to Paint Tunneling Protocol (PPTP)
" Layer 2 Tunneling Protocal (L2TF)
T IKEv2
For more information
<] it EY

Status: Running @ Ba
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o jhjeRRAS02 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help

|RIO@OO N IPIBS |

= Routing and Remote Access |—|ﬁ‘| X |
File Action View Help
LR = H
E Routing and Remote Access Network Interfaces
% JSI-eUr;eRrRS..\:;B;sl | LAN and Demand Didl Interfaces Type Status Connection State Device Mame
“ g)i N kf c;c?_') I$W1\3\N Dedicated Enabled Connected Microsoft Hyper-V MNetwork Adapter
E Por‘tsm il ﬁLoopback Loopback Enabled Connected
23 Remote Access Logging %:J:N ‘ Hyper-V Network Adapter
4 v nterna
A Genenl What s dekess of the remote router?
E Static Routes Is the name or aadress & remote rowuter /
B IGMP
B NAT !
b E s Enter the name or IP address of the router you are connecting to.
Host name or IP address (such as microgoft.com or 157.54.0.1 or 3ffe: 12341111 ):
192.168.137.179]
<] it EY

Status: Running @ Ba

External IP of the opposite RRAS server.
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o jhjeRRASO1 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help
RIO@OO N IPIBS |
]
File Action View Help
s 7 5 @ ]
B Routing and Remote Access General
% ;S:Un:RrRit;l::sl | Interface M Type IP Address I omin =3 COutgoing bytes Static Filters Adr
“ @E et kf‘;‘? E2wan Dedicated 192,168.137.178 Disabled Up
=2 Mietwork nterfaces BB site2 Demand-dial Not available Disabled Up
=) Remote Access Clients (i X
E Ports ﬁLoopbﬁck Loopback 127.0.0.1 0 0 Disabled Up
= R . ﬁLAN Dedicated 192.168.58.1 2157.751 18.783.332 Disabled Up
emote Access Logging
Y E 1Py glnterna\ Internal Mot available - - Disabled Unk
= General
B Static Routes
B DHCP Relay Agent
B IGMP
B NAT
b B IPvE
<] it [ [l [ | [>]

3 B L

Status: Running | @ Ba

RRASO1’s external IP can also be found from the Routing and Remote Access snap in on RRASO1.
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o JhjeRRAS02 on JOHNH - Virtual Machine Connection

File Action Media Clipboard View Help

FO@OO NPMES .

) Routing and Remote Access |—|ﬁ‘| X |
File Action View Help

a5 2 EY

E Routing and Remote Access

% Jsfur::;:;;;sl | LAN and Demand Didl Interfaces Type Status Connection State Device Mame
“ g)i N kf c;c?_') I$W1\3\N Dedicated Enabled Connected Microsoft Hyper-V MNetwork Adapter
= Portsm L 22 Loopback Loopback Enabled Connected
23 Remote Access Logging Fan Hyper-V Network Adapter
P El’_’_"‘d ﬁlnterna\ o tocols and :
B General s Security . ) )
E Static Routes Select transports and security options for this connection
B IGMP
B nAT Select all that apply:
bR IE ¥ Route IP packets on this interface.

Network Interfaces

[V Add a user accourt so a remote router can dial in

[T Send a plain-text password if that is the only way to connect

[~ Use scripting to complete the connection with the: remote router

For more information

Status: Running

=L g
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o jhjeRRAS02 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help
RIO@OO NP D .
) Routing and Remote Access |—|ﬁ‘| X |
File Action View Help
a9 2 'H
E Routing and Remote Access Network Interfaces
% JSI-eUr;eRrRS..\:;B;sl | LAN and Demand Didl Interfaces Type Status Connection State Device Mame
“ g)._ (tocal) I$W1\3\N Dedicated Enabled Connected Microsoft Hyper-V MNetwork Adapter
B Metwork Interfaces
E Ports ﬁ Leopback Loopback Enabled Connected
23 Remote Access Logging ﬁ LAM Hyper-V Network Adapter
P E 1Pud ﬁlnterna\
E General Static Routes for Remote Networks
E Static Routes A static route is a manually defined, permanent route between two networks
B IGMP
B NaT
I+ E IPvE To activate this demand-dial connection, you must add a static route to the network. Specify the
IP address of the remote networks this network will communicate with.
Static Routes:
Destination Network Mask/Prefic length | Metric I
Remove
<] it EY
Status: Running @ B a
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o jhjeRRAS02 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help

|RIO@OO N IPIBS |

= Routing and Remote Access |—|ﬁ‘| X |
File Action View Help
a9 2 = 8
E Routing and Remote Access Network Interfaces
% JSI-eUr;eRrRS..\:;B;sl | LAN and Demand Didl Interfaces Type Status Connection State Device Mame
“ g)i N kf c;c?_') I$W1\3\N Dedicated Enabled Connected Microsoft Hyper-V MNetwork Adapter
E Por‘tsm il ﬁLoopback Loopback Enabled Connected
3 Remote Access Logging $MN Demand-Dial Interface Wizard Hyper-V Network Adapter
P E 1Pud ﬁlnterna\
E General
g Static Routes (®) Remote Network Support using IPv4
3 I6Mp Destination: 192 . 162 . 58 . 0
__aNaT Network Mask: 255 2% 2% 0
b B IPvE
e o]
) Remote Metwork Support using IPv6
D estination: |
Frefix Length: l:l
I etric: l:l
<Back || Ned> | [ Cancel
<] it EY

Status: Running @ Ba
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o jhjeRRAS02 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help
RIO@OO NP D .
) Routing and Remote Access |—|ﬁ‘| X |
File Action View Help
a9 2 = 8
E Routing and Remote Access Network Interfaces
% JSI-eUr;eRrRS..\:;B;sl | LAN and Demand Didl Interfaces Type Status Connection State Device Mame
“ g)i N kf c;c?_') I$W1\3\N Dedicated Enabled Connected Microsoft Hyper-V MNetwork Adapter
E Por‘tsm il ﬁLoopback Loopback Enabled Connected
23 Remote Access Logging ﬁ LAM Hyper-V Network Adapter
P E 1Pud ﬁlnterna\
E General Static Routes for Remote Networks
E Static Routes A static route is a manually defined, permanent route between two networks
B IGMP
B NaT
I+ E IPvE To activate this demand-dial connection, you must add a static route to the network. Specify the

IP address of the remote networks this network will communicate with.

Static Routes:

Destination Network Mask/Prefic length | Metric I
0

152.168.58.0 255.255.255.0

Add I Remove

Status: Running
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o

File Action Media Clipboard View Help

|RIO@OO N IPIBS |

jhjeRRAS02 on JOHNH - Virtual Machine Connection

= Routing and Remote Access |—|ﬁ‘| X |
File Action View Help
a9 2 'H
E Routing and Remote Access Network Interfaces
% JSI-eUr;eRrRS..\:;B;sl | LAN and Demand Didl Interfaces Type Status Connection State Device Mame
“ g)i N kf c;c?_') I$W1\3\N Dedicated Enabled Connected Microsoft Hyper-V MNetwork Adapter
E Por‘tsm il ﬁLoopback Loopback Enabled Connected
23 Remote Access Logging ﬁ LAM Hyper-V Network Adapter
P E 1Pud ﬁlnterna\
E General Dial-in Credentials
= igure the user name and passwo e remote router will use when it dials
F static Routes Configure th d rd that th ote router will use when it dial
- in to this server.
B IGMP
= NAT You need to set the dialin credentials that remete routers will use when connecting to
I E IPvE this interface. A user account will be created on this router with the information that you
enter here.

User name: Isite‘l

Password:

Corfirm password:

Status: Running
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o JhjeRRAS02 on JOHNH - Virtual Machine Connection

File Action Media Clipboard View Help

|O@OO NI MED .

) Routing and Remote Access |—|ﬁ‘| X |
File Action View Help

a5 2 = H

E Routing and Remote Access
) Server Status
4 3 JHIERRASD2 (local)
E Metwork Interfaces

E Ports

PRl
E General
E Static Routes
B IGMP
B NaT
b B IPvE

3 Remote Access Logging

Network Interfaces

LAN and Demand Didl Interfaces Type Status Connection State Device Mame

I$W1\3\N Dedicated Enabled Connected Microsoft Hyper-V MNetwork Adapter
ﬁ Leopback Loopback Enabled Connected

ﬁ LAN Hyper-V Network Adapter
ﬁ Internal

Dial-Out Credentials
Supply the user name and password to be used when connecting to the remote
router.

You need to set the dial out credentials that this interface will use when connecting to
the remate router. These credentials must match the dial in credentials configured on
the remote router.

User name: |5it52

JHIERRASD

Domain:

Password:

Confirm password:

[<] m [

Status: Running

=L g
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¥ JhjeRRAS02 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help
FO@OO NIPED
= Routing and Remote Access -8 x
File Action View Help
L) = H
E Routing and Remote Access Network Interfaces
% Server Status LAN and Demand Didl Interfaces Type Status Connection State Device Mame
“ @iH_JERRASDE (tocal) WAN Dedicated Enabled Connected Microsoft Hyper-V MNetwork Adapter
B Metwork Interfaces s P
E Ports ESLoopback Loopback Enabled Connected
3 Remote Access Logging g:‘irﬂ | Demand-Dial Interface Wizard . Hyper-Y Network Adapter
B 1puad nterna . .
“ "E""E"Geneml Completing the Demand-Dial
E static Routes Interface Wizard.
B IGMP
E MNAT I{ouﬁha\re&uccrsssfulh' completed the Demand-Dial
= nterface Wiza
I = IPvE
When you click Finish, this wizard creates the inteface
and enables i on the router. To edit the interface, in the
Routing and Remote Access snap4n, click Network
Interfaces. Select the interface, and then click
Properties.
< m >
M =y 09:09
l'- Q =3l ks @l s oan 19-04-2013

Status: Running D !3"_%]
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o jhjeRRAS02 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help

O®@@0 NIkl

‘

File Action

View Help

@z

XE Gz HE

E Routing and Remote Access
) Server Status
4 3 JHIERRASD2 (local)
E Metwork Interfaces
E Ports

E Static Routes
B IGMP

B NaT

b B IPvE

3 Remote Access Logging

Network Interfaces

23wan
ﬁ Leopback
22 an

ﬁ Internal
| e

<] it EY

LAN and Demand Didl Interfaces Type Status Connection State
Dedicated Enabled Connected
Loopback Enabled Connected
Dedicated Enabled Connected

Enabled Connected

Disconnected

Internal

Set Credentials...

Connect

Disconnect

Enable
Disable

Unreachability Reason...

Set IP Demand-dial Filters
Set IPvG Demand-dial Filters
Dial-out Hours

Delete
Refresh

Properties

Help

Device Mame
Microsoft Hyper-V MNetwork Adapter

Microsoft Hyper-V Network Adapter

Status: Running

Opens the properties dialog box for the current selection.

=L g
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o jhjeRRAS02 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help
7]
8 0@00 Nkins |
= Routing and Remote Access |=|a] x |
File Action View Help
@ 7E X =Y
B Routing and Remote Access Network Interfaces
% Server Status LAN and Demand Didl Interfaces Type Status Connection State Device Mame
4 g)i"_UERRAW (local) WAN i Microsoft Hyper-V Network Adapter
B Network Interf ® F
E Poﬁsm nterfaces ﬁLoopbﬁck
23 Remote Access Logging ﬁ LAM Microsoft Hyper-V Network Adapter
2 E pw 22 intemal | General | Otions | Securty | Networking |
E General gsﬁe'l Connection type
g Static Routes () Demand-dial
g IGMP Idle time befare hanging up:
NAT
b E%\'ﬁ (®) Persistent connection
Dialing palicy
Redial attempts:
Average redial intervals: 1 minute
Calback | | PPP Setings... |
For more information
<] D

Status: Running | @ Ba
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o jhjeRRAS02 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help
RIO@OO NP D .
) Routing and Remote Access |—|ﬁ‘| X |
File Action View Help
e 2FE XEc= H
E Routing and Remote Access Network Interfaces
% Server Status LAN and Demand Didl Interfaces Type Status Connection State Device Mame
“ ﬂ)il—_UERRASO?_ (tocal) WAN i Microsoft Hyper-V MNetwork Adapter
B Metwork Interfaces ve P
E Ports ﬁ Leopback
23 Remote Access Logging ﬁ LAN Microsoft Hyper-V Network Adapter
4 E P 22 Intemal |Benerd|0ptons|530-lﬂ’f)f|Networlmg|
B General gsﬁe‘l Type of VPN:
E Static Routes | Point to Point Tunneling Protocol (FPTF) v |
= o
= MAT Diata encryption:
I 2 IPvE | Require encryption (disconnect f server declines) v |
Authentication
®) Use Extensible Athentication Protocol (EAP)
‘ Microsoft: Secured password (EAP-MSCHAP v2) {encryy v |
) Allow these protocols
[ Unencrypted password (PAF)
["|Challenge Handshake Authertication Protocol (CHAF)
[ Microsoft CHAF Version 2 (MS-CHAF v2)
For more information
<] it EY

Status: Running @ Ba
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o jhjeRRAS02 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help

B|IO@OO NI IS |

File Action View Help

e« #= = B

‘ Windows Firewall with Advance
&3 Inbound Rules
&% Outbound Rules
ry Connection Security Rules
[ % Menitaring

Inbound Rules | Actions

MName

. Remote Desktop - User Mode (TCP-In)
. Remote Desktop - User Mode (UDP-In)
.Remote Event Log Management (MP-In)
. Remote Event Log Management (RPC)

.Remote Service Management (NP-In)
.Remote Service Management (RPC)

outing and Remote Acces d
. Routing and Remote Access (L2TP-In)
Routing and Remote Access (PPTP-In)
.Rou‘ting Information Protocol (RIP-In)

.SNMP Trap Service (UDP In)
.SNMP Trap Service (UDP In)

.Vir‘tua\ Machine Menitoring (DCOM-In)

.Remote Event Log Management (RPC-EP..
.Remote Scheduled Tasks Management (...
.Remote Scheduled Tasks Management (...

.Remote Service Management (RPC-EPM...
. Inbound Rule for Remote Shutdown (RP...
. Inbound Rule for Remote Shutdown (TC...
.Remote Volume Management - Virtual D...
.Remote Volume Management - Virtual D...
. Remote Volume Management (RPC-EPM...

. Secure Socket Tunneling Pretocel (55TP-..
OWorId Wide Web Services (HTTPS Traffic...

.TPM Virtual Smart Card Management (D...
.TPM Virtual Smart Card Management (D...
.TPM Virtual Smart Card Management (T...
.TPM Virtual Smart Card Management (T...

.Vir‘tua\ Machine Monitoring (Echo Reque...

-

Group
Remote Desktop

Remote Desktop

Remote Event Log Manage...
Remote Event Log Manage...
Remote Event Log Manage...
Remote Scheduled Tasks M...
Remote Scheduled Tasks M...
Remote Service Management
Remote Service Management
Remote Service Management
Remote Shutdown

Remote Shutdown

Remote Velume Manageme...
Remote Volume Manageme..,

Remote Volume Manageme..,

Routing and Remote Access
Routing and Remote Access
Routing and Remote Access
Reuting Information Protoc...
Secure Socket Tunneling Pr...
Secure World Wide Web Ser...
SNMP Trap

SNMP Trap

TPM Virtual Smart Card Ma...
TPM Virtual Smart Card Ma...
TPM Virtual Smart Card Ma...
TPM Virtual Smart Card Ma...
Virtual Machine Menitoring
Virtual Machine Monitoring

Profile
All
All
All
All
All
All
All
All
All
All
All
All
All

Private...
Domain
Private...
Domain
Private...
Domain
All

All

Enabled
Mo
Mo
No
Mo
Mo
No
Mo
MNo
No
No
MNo
No
No

Action
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow

Allow

|Inbound Rules &

ﬁ Mew Rule...

7 Filter by Profile

7 Filter by State

7 Filter by Group
View

Refresh

Export List...

ﬂ Help

Disable Rule
Cut

Copy
Delete

Help

Status: Running

3 T
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o jhjeRRAS02 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help
FO@®OO NI KBS |
File Action View Help
Y IEIER S EY

E Routing and Remote Access
) Server Status
4 3 JHIERRASD2 (local)
E Metwork Interfaces
E Ports
3 Remote Access Logging

E Static Routes
B IGMP

B NaT

b B IPvE

Network Interfaces

<] it INEY

LAN and Demand Didl Interfaces Type Status Connection State Device Mame

Iﬁ‘n’\mN Dedicated Enabled Connected Microsoft Hyper-V MNetwork Adapter
ﬁ Leopback Loopback Enabled Connected

ﬁ LAN Dedicated Enabled Connected Microsoft Hyper-V Network Adapter
ﬁlnterna\ Internal Enabled Connected

= site] Disconnected

Set Credentials...

Connect

Disconnect

Enable
Disable

Unreachability Reason...

Set IP Demand-dial Filters
Set IPv6 Dernand-dial Filters

Dial-out Hours

Delete
Refresh

Properties

Help

Windows PowerShell

Status: Running |

3 T
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o jhjeRRAS02 on JOHNH - Virtual Machine Connection
File Action Media Clipboard View Help
FO@OO NP MED

) Server Status
4 3 JHIERRASD2 (local)

File Action View Help
e #[E XE G B
E Routing and Remote Access

E Metwork Interfaces

Microsoft Hyper-V Metwork Adapter
T Ports Demand-dial Enabled Connected
. ﬁ Loopback Loopback Enabled Connected
3 Remote Access Logging
P E 1Pud ﬁ LAN Dedicated Enabled Connected Microsoft Hyper-V Network Adapter
F General ﬁ Internal Internal Enabled Connected
E Static Routes
B IGMP
B NaT
b B IPvE

Network Interfaces
LAN and Demand Didl Interfaces

Type
Dedicated

Status
Enabled

Connection State
Connected

Device Mame

File Explorer

[>]

Status: Running

P

Tl L
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o jhjeRRASO1 on JOHNH - Virtual Machine Connection = [

File Action Media Clipboard View Help

RIO@OO N IPIBS

File Action View Help

TICIEERE

E Routing and Remote Access Network Interfaces
% Server Status LAN and Demand Didl Interfaces Type Status Connection State Device Mame
“ g)il—_UERRASN (local) I$W1\3\N Dedicated Enabled Connected Microsoft Hyper-V Metwork Adapter
% :::::;;kﬁl\:l:;::zjents (‘ gsi‘te?. Demand-dial Enabled Connected ﬁ
E Ports ﬁLoopback Loopback Enabled Connected
5 Remote Access Loggin $ LAN Dedicated Enabled Connected Microsoft Hyper-V Network Adapter
gging
a B P4 wlnterna\ Internal Enabled Connected
E General
B Static Routes
B DHCP Relay Agent
B IGMP
B NAT
b B IPvE
w5

3 B L

Status: Running | @ Ba

On RRASOL1 the site-to-site connection will automatically connect when RRASO2 has established the
connection. It may be necessary to do a refresh to see this. (Routing and Remote Access windows must be

active and press F5)



o
File Action Media Clipboard View Help

@O0 NIk

eply from 192.163.53.13; bytes=32
ing statistics for 192.168.58.18:

jhjeRRAS02 on JOHNH - Virtual Machine Connection

Administrator: Windows PowerShell

TTL=127
TTL=127
TTL=127

time=ims TTL=127

Packets: Sent = 4. Received = 4, Lost = B (B2 loss>,

Approximate round trip times in milli-seconds:
Minimum = ims, Maximum = ims, Average

PS C:slsers“Administrator> _

= ims

John Have Jensen
©OMercantec 2013

- o

[ ] — L 09:23
< DAN
r Q‘ = [I% @ [(b 19-04-2013
Status: Running _- ’f‘! E]

We are testing the connection by pinging from RRAS02 to DCO1 in the opposite site.



e

jhjeRRAS01 on JOHNH - Virtual Machine Connection

File Action Media Clipboard View Help

&

Fi

@@O nWPkiES

Routing and Remote Access

le Action View Help

John Have Jensen
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- o

e« 2E R BE
e .

g (2] Administrator: Windows PowerShell
4 ﬂ PS C:nUsersAdministrator.DOMAIN> ping 192.168.5%.18

Pinging 192.168.5%2.18 with 32 hytes of data:
i timed out.

timed out.

timed out.

timed out.

PR i isti 192.168.5%7.18:
4, Received = B, Lost = 4 <188x loss>,

rator_ DOMATN> _

] = = = =
E 2] =l =T i3 (=1 DAN 19-33-22?313
ZIAS

Status: Running

Here we are pinging from RRASO1 to DCO2 in site 2, but the firewall on DC02 is blocking the ICMP packets.
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o

File Action View Help

DC02 on JOHNH - Virtual Machine Connection

File Action Media Clipboard View Help

B|IO@OO NI IS

_

e« #= = B

‘ Windows Firewall with Advance
&3 Inbound Rules
&% Outbound Rules
!“H Connection Security Rules
[ % Menitaring

Inbound Rules | Actions

Name

(@ DHCP Server v4 (UDP-In)
(@ DHCP Server v4 (UDP-In)
(@) DHCP Server v6 (UDP-In)
(@ DHCP Server v6 (UDP-In)

(@) DHCP Server (RPC-In)
(@ DHCP Server (RPCSS-In)
(@ DHCP Server (SMB-In)
o DHCP Server Failover (TCP-In)
. Distributed Transaction Coordinator (RPC)
. Distributed Transacticn Coordinator (RPC-EPMAP)
. Distributed Transaction Coordinator (TCP-In)

File and Printer Sharing (Echo Request - ' CMPwd-In)
. File and Printer Enable Rule
.Flle and Printer
. ile and Printer
.File and Printer Copy
@ File and Printer Delete
@ File and Printer Properties
.File and Printer )

. ) Help

. ile and Printer . C-EPMAP)
. ile and Printer Sharing over SMBDirect (iIWARP-In)
@ isCSI Service (TCP-In)
. Key Management Service (TCP-In)
.Netlogon Service (NP-In)
@ Netlogon Service Authz (RPC)
. MNetwork Discovery (LLMNR-UDP-In)
. Network Discovery (MB-Datagram-In)
. MNetwork Discovery (MB-Name-In)

Cut

o DHCP Server - Remote Service Management using SCM (RPC-in)

Group

DHCP Server

DHCP Server

DHCP Server

DHCP Server

DHCP Server Management
DHCP Server Management
DHCP Server Management
DHCP Server Management
DHCP Server Management
Distributed Transaction Coo/

Distributed Transaction Coo =5

Distributed Transaction Coo|
File and Printer Sharing

File and Printer Sharing

File and Printer Sharing

File and Printer Sharing

File and Printer Sharing

File and Printer Sharing

File and Printer Sharing

File and Printer Sharing

File and Printer Sharing

File and Printer Sharing over
i5C5I Service

Key Management Service
MNetlogon Service

Metlogon Service

Metwork Discovery
MNetwork Discovery

Metwork Discovery

|Inbound Rules &

ﬁ Mew Rule...

7 Filter by Profile

7 Filter by State

7 Filter by Group
View

Refresh

Export List...

ﬂ Help

_ - _

3 Enable Rule

& cut

Copy

x Delete
Properties

P

Help

Eta

We can manually allow ping traffic (above). Otherwise, the firewall rule will automatically enable when
DCO2 later is configured as a Domain Controller.
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g ey Administrator: Windows PowerShell
4 i
P 192.168.52.18 with 32 bytes of data:
timed out.
timed out.
timed out.
timed out.
4
4, Received = B, Lost = 4 <188x loss>,
192 .168.59.18
with 32 hytes of data:
192.168.59.108: bytes=32 time= TIL=127
192.168.59.18: bytes=32 tim TTL=127
192.168.59.18: bytes=32 tim TTL=127
eply from 192 _168_.59.1A: bytes=32 tim sz TTL=127
ing statistics for 192.168.59.10:
Packets: Sent = 4, Received = 4. Lost = B (8% loss2.
Approximate round trip times in milli-seconds:
Minimum = ims. Maximum = 2ms,. Average = 1ims
PS C:sUsers“Adninistrator_ DOMATN> _
<
M &l =y 08:31
E 2 2 5 &2 pan
u=pll 19-04-2013
Status: Running = ’3 EI

We have manually opened the firewall and the ping packets are now allowed through to DCO2.



