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Chapter 5: Objectives

After completing this chapter, you will be able to:

«  Modify the OS5PF interface priority to influence the DR/BOR election.
« Configure a router to propagate a default route in an O5PF network.
«  Modify OSPF interface settings to improve network performance.

»  Configure OSPF authentication to ensure secure routing updates.

« Explain the process and tools used to troubleshoot a single-area OSPF network.
*  Troubleshoot missing route entries in a single-area OSPFvZ route table.

*  Troubleshoot missing route entries in a single-area O5PFv3 route table.
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Routing in the Distribution and Core Layers

Routing versus Switching

= Switches, link aggregation, LAN redundancy and wireless LANs are
all technologies that provide or enhance user access to network
resources.

= Scalable networks also require optimal reachability between sites.
Remote network reachability is provided by routers and Layer 3
switches which operate in the distribution and core layers.




Routing in the Distribution and Core Layers

Static Routing

Static and Default Route Scenario

Router R2 is connected
to other networks and to
the Internet. It is also my
only way out of here. |
just need a default static
route to reach any
network that | do not
knowe about.

Router R1 only has two :
192.168.11.0/24 | otvorks that | need to 10.1.2.0/24

know about, so | just need
two static routes to reach
those networks.




Routing in the Distribution and Core Layers

Dynamic Routing Protocols

Dynamic Routing Protocol Scenario

Hey |l am B1and | am
using EIGEP to let my
neighbars know that |
can reach the following
networks:

« 182 168.10.0024

192.168.10.0/24 | * 192.166.11.0/24
10 —a = 209.165.200.224/30

=

192.168.11.0/24 | Lo A 32800 A 10.1.2.0/24

my neighbors know that |
can reach the following

networks:
« 10.1.1.0/24
« 10.1.2.0/24

«  209.165.200.224/30
| am also the default
gateway to the Internet.




Routing in the Distribution and Core Layers

Configuring Single-Area OSPF

Area 0

172.16.2.0/24

RID: 2.2.2.2

172.16.3.0/30

RID: 1.1.1.1
N

S0V0
50101

0/0/a S0/

172.16.1.0/24

192.168.10.4/30

Fl (config)$ interface GigabitEthernet0/0
Bl {config-if) # bandwidth 1000000
Bl {config-if} ¥ exit
Fl (config) $# router ospf 10
Bl {config-router)# router-id 1.1.1.1
Bl {config-router)# auto-cost reference-bandwidth 1000
% OSFF: Feference bandwidth iz changed.

Flease ensure reference bandwidth iz conzistent
across 211 ronkers.
El {config-router)# network 172.16.1.0 0.0.0.255 area 0
Bl {config-router)# network 172.16.3.0 0.0.0.3 area 0
Bl {config-router)# network 192.168.10.4 0.0.0.3 area 0
Rl (config-router) #
Fl (config-router) 4 pasaive-interface gO/0
El {config-router)#

Internet

192.168.10.8/30

RID: 3.3.3.3

192.168.1.0/24

B2 (config) # interface GigabitEthernet0/0

B2 (config-if} 4 bandwidth 1000000

B2 (config-if}# exit

FZ (config) $# router ospf 10

FE2 {config-router)# router-id 2.2.2.2

E? {config-router)# anto-cost reference-bandwidth 1000

¥ 0OSPF: Reference bandwidth is changed.
Fleaze enzure reference bandwidth is conzistent

acrozss all routers.

FE2 {config-router)# network 172.16.2.1 0.0.0.0 area 0
F2 {config-router)# network 172.16.3.2 0.0.0.0 area 0
F2 {config-router)# network 192.168.10.% 0.0.0.0 area 0
FE2 {config-router) #

F2(config-router)# passive-interface g0/0

B2 {config-router)#



Routing in the Distribution and Core Layers

Verifying Single-Area OSPF

.Rl¥ show ip ospf neighbor

Meighbor ID Pri  sState Dead Time  Address Interface
3.3.3.3 a FULLS - ©00:00:32 1%2.168.10. 6 Serialfsosl
2.2.2.2 i FULLS — 00:00:38 172.16.3.2 serial0sos0
RL¥

rl¥ show ip protoocols
&% Ip Routing i1z HSF aware **#

routing Protocol iz "ospf 10T
outgoling update filter list for all interfaces iz not set
Incoming update filter list for all interfaces is not set
FEouter ID 1.1.1.1
Humber of areas in this router ig 1. 1 normal © stub 0 nssa
Maximum path: 4
Fouting for Hetworks:
172.16.L.0 0.0.0.255 area 0
172.16.3.0 0.0.0.3 area 0
1%2.168.10.4 0.0.0.3 area 0
ragzive Interfazcei(s):

GigabitEtharnets0

Fouting Information Sources;
zataway oiztance Last Updats
5.3.3.3 114 O0:12:14
2.2.2.2 114 0n:12:46

Digtance: (default iz 110}

Elfr
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Routing in the Distribution and Core Layers

Verifying Single-Area OSPF (cont.)

rl¥ show ip ospf
Fouting Process "ospf 10" with 10 1.1.1.1
Start time: J0:06:18.%52, Time elapsed: 00:3%:5&.400

<(utput omitted=

Mumber of areas in this router iz 1. 1 normal O stub 0 ns=za
Mumber of areas transait capable is 0
External flood list length O
IETF H&F helpsr support enabled
Cisco MSF helper zupport enabled
Reference bandwidith unit is 1000 mbps
Area BROHBOWE [0
Humber of interfaces in thiz area iz 3
narea has no authentication
apF algorithm last executed 00:15:21.436 ago

3PF algorithm executed & times
ATea ranges are

Humber of LA 3. Checksum Sum 0x023523

Humber of opaque link Lsa 0. Checksum Sum Qx000000
Mumber aof Dchitless LA 0

Mumber aof indication Len 0

Humber of DoWothAge Lsa O

Flood list length O

Bl§
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Routin_g in_the Distri_bution and Core Layers
Verifying Single-Area OSPF (cont.)

El¥ show ip ospf interface
GigabitEthernet(/0 is up, line protocaol is up
Internst Address 172.16.1.1/24, Area 0, Attached via Wetwork

Statement
Process ID 10, Bouter ID 1.1.1.1, Metwork Type BROADCAST, Cost: 1
Topolagy—HMTID Caat pizabled Shutdown Topology Nams
0 1 no falls! Baze

Transmit Delay iz 1 zec, State DR, Priority 1

Designated Router {IDy 1.1.1.1, Interface address 172.16.1.1

Ha backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, wWait 40,
Retransmit 5

ocob-resyne timeout 40
Mo Hellos (Pasziwve interface}

supports Link-loczl Signaling (LLS)

Cisco WsSF helper support enabled

IETE MNSF helper support enabled

Index 11, flood gueue length O

Heaxt 0x0{0} F0x0{0)

Lagt flood scan length iz 0, maximum is O

Lagt flood scan time i3 0 msec, maximom iz 0 meEec

Heighbor count iz 0, Rdjacent neighbor count iz O

suppress hells for 0 neighboriz)
seriald/0/1 iz up, line protocal i3 up

Internst Address 192.168.10.5/30, Area 0, aAttached via Hetwork
Statement

Frocess ID 10, Router ID 1.1.1.1, Hetwark Type POINT TO POINT,
cost: 847 -

=Qutput omitted=

rl¥ show ip ospf interface brief

Interface FID Lraa IF hddress/Maszk aost  State ¥Wbra FIC
Gi0s0 10 0 172.16.1.1724 1 DE 050
salsof1 10 [¥] 192 .168.10.5/30 B47 =0l =) 1,1
2a0/0/0 10 0 172.16.53.1530 847 EZP 151

Rl§




Routing in the Distribution and Core Layers

Configuring Single-Area OSPFv3

Area 0

2001:DB8: CAFE:2::/64

2001:DBB:CAFE:A001::/64 2001:DB8: CAFE:AD02::/64

S00v0 01

2
GO0 :1

2001:DB8:CAFE:1::/64 2001:DB8: CAFE:3::/64

Bl (config)# ipwvh router ocepf 10
Bl (ponfig-rtr) 4 router-id 1.1.1.1
Bl (config-rtr) 4 auto-cost reference-bandwidth 1000
% 0SPFw3-10-1IFvé: Reference bandwidth is changed.
Pleaze ensure reference bandwidth is conzistent acrosa all

B2 (config)# ipwé router ospf 10
R2 (config-rtr) 4 router-id 2.2.2.2
B2 {config-rtr) 4 auto-cost reference-bandwidth 1000
% 05PFw3-10-IFvé: BReference bandwidth is changed.
Pleaze ensura referance bandwidth is conzistent across all

routars. routers.

Rl (config-rtr) 4 R2 (config-rtr)#

Bl (config-rtr)4 interface GigabitEthernet 0/0 B2 (config-rir) 4 interface GigabitEthernet 00
Bl {config-1f}# bandwidth 1000000 EZ (config-if)# bandwidth 1000000

Bl (config-if}# ipvé ospf 10 area 0 B2 (config-ifi# ipwé ospf 10 area 0

Rl (config-if}# R2 (config-if)#

Bl {config-ifi# interface Serial0/0/0 r2{config-if)# interface Serial0/0/0

2 (config-if)# ipvé ocspf 10 area 0
B2 (config-if)#

P . . 2 (config-if)# interface Beriall/0/1
Bl (config-if}# interface Berial0l/0/1 B2 (config-if)d ipvé oepf 10 acea 0

Bl (config-if}# ipvé ospf 10 area 0 B2 (config-if}# end
Bl (config-if}# end nog
5 3

Bl (config-ifl# ipvé ospf 10 area 0
Bl (config-if}#




Routing in the Distribution and Core Layers

Verifying Single-Area OSPFv3

rl¥ show ipwé ospf neighbor

08PFVE Router with ID (1.1.1.1} (Procesa ID 14}

Meighbor ID Pri state

3.3.5.3 0
2222 0
2.2.2.2 1
3.3.3.3 1
=h K 3

FULLS -
FULLS -
FULL/BOE

Dead Time
DoO00:31
DOe00:37
Dh:z0h:38

FULL,/CROTHER O0:00:32

Interface 10 Interface

(3 eriald/osL
[ Seriald/o0f0
3 GigabitEthernsti/ 0
3 GigabitEtharnet0s0

rl$ show ipvé protocols

IFvE Eouting Frotocol iz "connected™

IPwé Routing Protocol iz ™HD"

IEwE Routing Frotacol is "ospf 10"
Fouter ID 1.1.1.1
Humber of areas: 1 normal, O atub, 0 ns3a

Intertaces

{Area 0):

Berialdsosl

seriald/sofn

GlgabitEthernet 0
Fedistributicn;

Hona
Bl
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Routing in the Distribution and Core Layers

Verifying Single-Area OSPFv3 (cont.)

EL¥ show ipvé roote ospf
IFvEe Eoubing Table - default - 10 entries
Codes: ¢ - Connected, I - Local, & - static,
U - per-user sStatic route
B - BGF, R - RIF, H - NHEF, Il - ISIS Il
I2 - I3IS L2, [A - I3I5 intersrea, I3 - ISIS SUMNEECY,
L — EIGEP
EX - EIGEP external, HD - D Defzult, ¥Op - WD prefix,
ICE - Destination
NDr - Bedirect, 0 - OSPFF Intra, OI - CEPF Inter,
OEl1 - 0OSPF ext 1
OEZ - OHPF ext 2, OW1 - OSFF HsE2R ext 1,
ONZ - O5PF NS55A ext 2
0  2001:DBB:CAFE:2::/64 [110/1]
via GigabitEthernet0/0, directly connected
0O 2001:DBB:CAFE:2::/64 [110/1]
via GigabitEthernet0/0, directly connected
u} 2001 :0BE:CAFERO02: /64 [110/648)
wia FEEO::2, GigabitEthernstd /0
via FEEQ::3, SigabitEthernstd/o
RL¥

fl¥ show ipvt cospf interface brief

Interface FID Lrea Intf IO cast sState Whra F/C
He0s001 10 0 1 a4 BZE 151
Se0s000 10 0 [ a47 FZE 151
G100 10 0 3 1 DE 2,2

rif




OSPF in Multiaccess Networks

OSPF Network Types

= Point-to-point — Two routers interconnected over a common link.
Often the configuration in WAN links.

= Broadcast Multiaccess — Multiple routers interconnected over an
Ethernet network.

= Non-broadcast Multiaccess (NBMA) — Multiple routers
interconnected in a network that does not allow broadcasts, such
as Frame Relay.

= Point-to-multipoint — Multiple routers interconnected in a hub-
and-spoke topology over an NBMA network.

= Virtual links — Special OSPF network used to interconnect distant
OSPF areas to the backbone area.




OSPF in Multiaccess Networks

Challenges in Multiaccess Networks

Multiaccess networks can create two challenges for OSPF:

= Creation of multiple adjacencies — creating adjacencies with
multiple routers would lead to an excessive number of LSAs
being exchanged.

= Extensive flooding of LSAs — Link-state routers flood the
network when OSPF is initialized or when there is a change.

« Formula used to calculate ?
the number of required
adjacencies n(n-1)/2

- Atopology of 4 routers would
resultin 4(4-1)/12 =6

& &5 &

&



OSPF in Multiaccess Networks

OSPF Designated Router

The designated router (DR) is the solution to managing adjacencies
and flooding of LSAs on a multiaccess network.

The backup designated router (BDR) is elected in case the DR
fails.

All other non-DR and non-BDR routers become DROTHERS.
DROTHERSs only form adjacencies with the DR and BDR.

DROTHERSs only send their LSAs to the DR and BDR using the
multicast address 224.0.0.6.

DR uses the multicast address 224.0.0.5 to send LSAs to all other
routers. DR only router flooding LSAs.

DR/BDR Elections only necessary on multiaccess networks.




OSPF in Multiaccess Networks

OSPF Designated Router (cont.)

Role of the DR

DR sends out any LSAs to all other routers.

DR EDR

Here are 10.1.1.1's
LSAs.
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OSPF in Multiaccess Networks

Verifying DR/BDR Roles

Verifying the Role of R1

Fl} show ip ocapf intarface GigabitEtharnat 070
GigabitEthernetl/] is up, line protocol is up
Internet Bddress 192.168.1.1/28,Area O, Attached via Hetwork Statement
Process ID 1, Fouter ID 1.1.1.1, Ne=twork Type EROEDCAST, Cost: 1
Topolagy-HMTID Cost Dimabled Ehutdown Topology Hame
) ! 1] 1 no no Base
[‘JTran_ﬁm.i.t D=lay is 1 men, State DROTHER, Priority 1
Designated Router {ID) 3.3.3.3, Interface address 1%2.18B.1.3

.--_
| "/l Backup Designated rooter (ID} 2.2.2.2, Interface address 1%2.168.1.2
Timer intervals configured, Hello 10, D=ad 40, Wait 40, Eetransmit &

oob-resync timecut 40
Hello cue in 00:00:06
Supports Link-local Signaling (LL3)
Cisco HEF helper support enabded
IETF HSF he=lper support erahled
Index 2/2, fleod quews length (
Bl=xt oo (0] FOxD (0}
Last flood scan length is 1, maximm is 2
Last flood scan time is ( msec, maximam is [0 meec
Meighbor Count is 2, hdjacent nme=ighbor count is 2
Adjacent with neighbor 2.2.2.2 (Backup Designated Rouker)
Adjacent with neighbor 3.3.3.3 (Designat=d Bouter)
Suppress halle for 0 neighbor(s)
R14




OSPF in Multiaccess Networks

Verifying DR/BDR Adjacencies

State of neighbors in multiaccess networks can be:

FULL/DROTHER — This is a DR or BDR router that is fully
adjacent with a non-DR or BDR router.

FULL/DR — The router is fully adjacent with the indicated DR
neighbor.

FULL/BDR - The router is fully adjacent with the indicated
BDR neighbor.

2-WAY/DROTHER - The non-DR or BDR router has a
neighbor adjacency with another non-DR or BDR router.

Alf show ip ospf neighbor

Neighbor ID Pri State Cead Time Address Interface
',;_.- FLRLELE 1 FILL/BOR 0O=00:36 192.168.1.2 GigabitEtharn=t0/]
;.. 3.3.3.3 1 FULL/CE b:00:35 1592.168.1.3 GigabitEthern=t0/{

R1¢




OSPF in Multiaccess Networks

Default DR/BDR Election Process

The router with the highest interface priority is elected as the DR.

The router with the second highest interface priority is elected as
the BDR.

Priority can be confi%ured between 0-255. (Priority of O - router
cannot become the DR. O

If interface priorities are equal, then the router with highest router ID
IS elected DR and second highest the BDR

Three ways to determine router ID:
* Router ID can be manually configured.

« If not configured, the ID determined by the highest loopback IP
address.

« If no loopbacks, the ID is determined by the highest active IPv4
address.

In an IPv6 network, the router ID must be configured manually.




OSPF in Multiaccess Networks

DR/BDR Election Process

DR remains the DR until one of the following occurs:

= The DR fails.

= The OSPF process on the DR fails or is stopped.

= The multiaccess interface on the DR fails or is shutdown.
If the DR fails, the BDR is automatically promoted to DR.

= There is then a new BDR election and the DROTHER with the
higher priority or router ID is elected as the new BDR.




OSPF in Multiaccess Networks

The OSPF Priority

= Instead of setting the router ID on all routers, it is better to control
the election by setting interface priorities.

- To change the priority, use one of the following commands:
ip ospf priority value (OSPFVv2 interface command)
ipvée ospf priority value (OSPFv3 interface command)

= To begin another OSPF election, use one of the following methods:

- Shutdown the router interfaces and then re-enable them
starting with the DR, then the BDR, and then all other routers.

*  Reset the OSPF process using the clear ip ospf
process privileged EXEC mode command on all routers.

Fl{config)$ interface GigabitEthernet 0/0
Rl (config-if)# ip ospf priority 255
Fl{config-if}l# end

Rl#




Default Route Propagation

Propagating a Default Static Route in OSPFv2

The router connected to the Internet that is used to propagate a
default route is often called the edge, entrance or gateway router.
In an OSPF network, it may also be call the autonomous system
boundary router (ASBR).

Area 0

172.16.2.0/24

209.165.200.22427

Internet ?

2 (config)# ip route 0.0.0.0 0.0.0.0 209.165.200.226
B2 (config)#

B2 (config)# router ocspf 10

2 (config-router) 4 default-information originate

R2 (config-router)4 and

r2f

2,7500000 S0MGE




Default Route Propagation

Verifying the Propagated Default Route

r2¥ show ip route | begin Gateway

zateway of last resort is 20%.165.200.226 to network
Q.0.0.0

s* 0.0.0.0/70 [L/0] wia 209.165.200.228, Lﬂnpbackﬂ
172.1£.0.0/1¢ iz wvariably subnetted, 5 subnetsz, 3 masks
o 172.16.1.0724 [110/65] wia 172.1€.3.1, 00:01:44,
serialds070
172.16.2.0/24 iz directly connected, GigabitEtherneti/s0
172.16.2.1732 iz directly connected, GigabitEtherneti/sO
172.16.3.0/30 iz directly connected, Seriald/0s0
172.16.3.2/732 iz directly connected, Seriald/0s0
192.168.1.0/24 [110/765] wia 192.168.10.10, Q0:01:12,
sarialtso/1
192.162.10.0/24 1is wvariably subnetted, 3 subnets, 2
masks
0 192,162, 10.4/30 [110/128] +wia 192.1&2.10.10, 00:01:12,
Saeriald/S0s1
[110/128) wia 172.16.3.1, 00:01:12, s5eriald/of0
C 192,16%.10.8/30 iz directly connected, Serialds0/1
L 192,16%.10.9/32 iz directly connected, Seriald/0/1
20%.165.200.0/24 13 wariably subnetted, 2 subnets, 2

mazks r

o A e




Default Route Propagation

Propagating a Default Static Route in OSPFv3
Enabling OSPFv3 on the R1 Interfaces

EZlconfig)f ipwh roote ::f0 2001:DES:FEED:1::2

BZ {canfig) #

BEZ |{canfiglf ipwvh router ospf 10

BZ |canfig-rir] + defanlt-information originata

BZ {canfig-rtrl ¢+ and

RI¢

*Apr 10 11:36:21,9585; iSYS-5-CONFIG I: Configured fram console by

cansale
B2

Verifying the propagated IPv6 default Route

El{ show ipvl route static

IFvE Routing Tabhle — default - 12 enktries

Codes: 0 —Connected, L - Lazal, 5 - EZkatic, U - Per—user Etatic route
E -B3F, E - RIF, H - HARF, Il - I5I5 Ll
12 -I&I& L3, IA - ISI8 interarsa, I5-I5I5 summary,D-EIGRF
EX -EIGRP external, BHND-HD D=fault,FDp-MD Prafix, DCE-Destination
WOr —-Badirect, 0 - OSFF Intra,0I-03FF ILoter,JEL-OSFFE ext 1
CE2 —0SPF ext 2, ON1 - DOSPF WN3S8h =xt 1, OH2 - O3PF H3S5A ext 2

g ::1/D [1/D]

wiam Z00L:0BH:FEED:1::2, Loapbacki

B2



Fine-tuning OSPF Interfaces

OSPF Hello and Dead Intervals

OSPF Hello and Dead intervals must match, or a neighbor
adjacency will not occuir.

Verifying the OSPF Intervals on R1

rl¥ show ip ospf interface serial 0/0/0 | include Timer

Timer intervals configured, Hello 10, Dead 40, wWait 40,
Eetranzmit 5

Timer intervals configured, Hello 10, Dead 40, wWait 40,
Eetransmit §

Timer intervals configured, Hello 10, Dead 40, wWait 40,

rRetransmit §
R1¥

Verifying OSPF Timer Activity

rl¥ show ip ospf neighbor

Meighbor ID Fri sState Dead Time aAddress Interface
3.3.3.3 a FULLS- Q0:00:35 1%2.168.10.8 Serialdsosl
2.2.2.2 a FULL,/— 00:00:33 172.16.3.2 Heriald/os0

Rl




Fine-tuning OSPF Interfaces

Modifying OSPF Intervals
= Modifying OSPFV2 Intervals

El (config)¢ interface serial 0/0/0

Bl (config-if) ¢ ip oepf hello-interval 5
Bl (config-if) ¢ ip oepf dead-interwal 20
El(config-if) ¢ end

Rl

= Modifying OSPFv3 Intervals

Bl (config) ¢ interface serial 0/0/0

Rl icontig-if) ¢ ipvé cspf hello-interval 5
Rl icontig-if) ¢ ipvé ospf dead-interval 20
Rl (config-if) ¢ end

Rl¥

= Verifying the OSPFv3 interface intervals

E2{ show ipre ospf interface a0,/0/0 | include Timer
Timer intervals confiqured, Helle 5, Dead 20, wait 20,

Retransmit 5

R2¥

FZf show ipvé ospf neighbor

CePFv3 Router with ID (2.2.2.2) (Procaszz ID 14}

Meighbor ID Pri  =State  Dead Time  Interface ID Interface
3.3.3.3 ] FOLLS= 00:00:38 7 Seriall 071
1.1.1.1 0 FOLLS— Q000319 & serialD 070
R2§



Secure OSPF
Secure Routing Updates

When neighbor authentication has been configured on a router,
the router authenticates the source of each routing update
packet that it receives.

An authenticating key that is known to both the sending and the
receiving route is exchanged.

OSPF supports three types of authentication:
* Null — no authentication.

- Simple password authentication — the password in the
update is sent in plaintext over the network (outdated
method).

- MD5 authentication — Most secure and recommended
method of authentication. Password is calculated using the
MD5 algorithm.




Secure OSPF

MD5 Authentication

Operation of the MD5 Algorithm

ﬁ —

Routing Meszage

DEFPF Update Packet
— A A e
- — A0 I A

Dizcard

N/

Signature | 4ehlDxE7NMopD

v

Signatures Match?

Saecret Key

6

Was

Accept




Secure OSPF

Configuring OSPF MD5 Authentication

= MDS5 authentication can be enabled globally for all interfaces or
on a per-interface basis.

= To enable OSPF MD5 authentication globally, configure:

 ip ospf message-digest-key key
md5 password (interface configuration command)

° area area-id authentication message-digest (router
configuration command)

= To enable MD5 authentication on a per-interface basis,
configure:
 ip ospf message-digest-key key
md5 password (interface configuration command)

 ip ospf authentication message-digest (interface
configuration command)




Secure OSPF

OSPF MD5 Authentication Example

Fl {zconfig) # router ocspf 10

Rl {config-router)# area 0 authentication message-digest

Bl {config-router)# exit

Bl {config)#

*2pr 8 09:58:09.838:; %0SPF-5-ADJCHG: Process 14, Hbr 2.2.2.2
on Serialld/0/0 from FULL to DOWN, Heighbor Down: Dead timer
expired

Bl {config)

*2pr 8 09:58:208.627: %OSPF-5-ADJCHG: Process 14, Hbr 3.3.3.3
on Seriall/0/1 from FULL to DOWH, Heighbor Down: Dead timer
expired

Bl {config)

Fl{zonfig)# interface GigabitEthernet 0/0

Fl {zonfig-if)} ¥ ip ospf message-digest-key 1 md5 CIECO-123
Bl {config-if}# exit

Bl {config)#

Fl{config)$# interface Serial 07070

Fl {config-if)}# ip ospf message-digest-key 1 md5 CIECD-123
Bl{config-if}#4 exit

Rl {config) #

El{config)# interface Serial 07071

Fl{config-if)}# ip ospf message-digest-key 1 md5 CIBCD-123
Rl {config-if)} #

continued



Secure OSPF

OSPF MD5 Authentication Example (cont.)

El{config)# interface GigabitEthernet 0/0

Rl ({config-if}# ip ospf message-digeat-key 1 md5 CIBCO-123

Rl ({zconfig-if}# ip ospf authentication message-digest
Fl (config-if}# exit

Fl ({config) #

Fl {config)l# interface Serial 0/0/0

El{config-if}# ip ospf message-digesat-key 1 md5 CISCO-123

Rl {config-if)# ip ospf anthentication message-digest
Fl (config-if)}# exit

Bl {config)$

El{config)$ interface Serial 0/0/1

Rl {config-if}#¥ ip ospf message-digesat-key 1 md5 CISCO-123

Rl {config-if)# ip ospf anthentication message-digest
Fl (config-if}# exit
Fl (config) #

*2pr B 10:20:10.6847: %0OSPF-5-ADJCHG: Proceas 10, HNbr 2.2.2.2
on Serizall/0 /0 from FULL to DOWH, HNeighbor Down: Dead timer

expired
Fl (config) #

*2pr 8 10:20:50.007: B0SPF-5-ADJCHG: Process 10, Hber 2.3.3.3
on SerizallS0 /1 from FULL to DOWH, HNeighbor Down: Dead timer

expired
Bl {config)$
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Secure OSPF

Verifying OSPF MD5 Authentication

'Ri# show ip ocapf interface serial 0/0/0 =
Zeriald/0/0 is up, line protocol iz up
Internet Address 17Z.16.3.1/30, Area 0, Attached wia
Hetwork Btatement
Froces=s ID 10, Router ID 1.1.1.1, Hetwork Tyvpe
POINT T POINT, Cost: &4
Tnpalgqv:MTID Cost  Dizabled Shuotdown Topology Hams
1] 54 na no Basze
Tranamit Delay iz 1 sec, State POINT TO POINT
Timer intervals configured, Hello 5, Dead Z0, Wait 20, i
Retranamit 5
pob-resync timeout 40
Hello due in 00:00:02
Supports Link-local Eignaling (LLS)
Cisco HSF helper support enzbled
IETF MS5F helper support enabled
Index 2/2, flood gueus length 0
Wext Ox0i0) /0=x00)
Lazt flood zcan length iz 1, maximom iz 1
Last flood scan time iz 0 msec, maximum is [ msec
Heighbor Count iz 1, Adjacent neighbor count is 1
Rdjacent with neighbor 2.2.2.2
Suppress hello for 0 neighboris)
Mezzage digest authentication enablea -
Youngest key 1d 1= 1
Rl#
Fl# show ip ospf interface | include Message

Message digest authentication enablead
Message digest authentication enablead

Mezzage digest zuthentication enabled
Rl#
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Secure OSPF

Verifying OSPF MD5 Authentication (cont.)

Verify the Routing Table on R1

rl¥ show ip route o=pf
Codea: L - local, © - comnected, 3 - static, R - RIP,
¥ - mobile, B - B3P, D - EIGEF,
EX - EIGEP external, 0 - 0SpF, IR - 05PF inter area
Ml - 0s5pF HESR exbernal type 1,
N2 - D5PF ME5R exbernal type 2
El - 05pF external type 1
EZ - O5PF external type 2
i - IE-IS, 8u - IS-I3 summary, L1 - IS-Is lewsl-1,
L2 - 15-15 level-2, ia - I5-15 inter area,
* — candidate defaunlt, U - per-user static route
0 - CDR, P - pericdic downloaded static route
H - MHRF, 1 - LISF
+ - replicated route, & - next hop override

Gateway of last resort is 172.16.3.2 to network 0.0.0.0

O*E2  0.0.0.0/0 [110/1] wia 172.16.3.2, 00:33:17, Seriald/0/0
172.1.0.0/16 i3 wvariably subnetted, § subnetz, 3 masks

n] 172.16.2.0/24 [110/65] wia 172.16.3.2, 00:33:17, Seriall/0/0

0 132 . 168.1.0/24 [110/685] wia 192.165.10.6, 00:30:43, serial0s0r1
1%2 . 168.10.0/24 iz variably subnetted, 3 subnets, ? mazhks

n] 1%2.168.10.68/30 [110/128] wia 1%2.168.10.6, 00:30:43, sSeriald/ofl

[L10/128] wia 172.16.3.2, 0O0:33:17, Serialds0s0
Rl
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Components of Troubleshooting Single-Area OSPF

Forming OSPF Adjacencies

OSPF Adjacencies

& =

OSPF Adjacencies will not form if:

* The interfaces are not on the same network.

«  O5PF netwoaork types do not match.

«  (O5PF Hello or Dead Timers do not match.

* |nterface to neighbar is incorrectly configured as passive.
*  There iz a migsing or incorrect O3PF network command.
v Authentication is misconfigured.




Components of Troubleshooting Single-Area OSPF

Transitioning via OSPF States

Diown State
The router should not |
remain in any states Neighbor —
Adjacencies
other than FULL or ’

2Way for extended
periods of time.

chronize
OSPF Exchange State
Databases

it

Loading State




Components of Troubleshooting Single-Area OSPF

OSPF Troubleshooting Commands

show ip protocols — Verifies vital OSPF configuration
information.

show ip ospf neighbor — Verifies that the router has
formed an adjacency with its neighboring routers.

show ip ospf interface — Displays the OSPF parameters
configured on an interface, such as the OSPF process ID.

show ip ospf — Examines the OSPF process ID and router
ID.

show ip route ospf — Displays only the OSPF learned
routes in the routing table.

clear ip ospf [process-id] process — Resets the
OSPFv2 neighbor adjacencies.




Components of Troubleshooting Single-Area OSPF

Components of Troubleshooting OSPF

Connectivity 13sues due to routing?

\I Yes Troubleshoot

« Are the interfaces operational?

« Are the interfaces enabled for
QOEFF?

«  [Does the O3PF area match?

« |sthere an interface that is
configured as passive?

s the neighbor table

cormect? Troubleshoot

Show commands
Troubleshoot show ip ocspf neighbors
show ip interface brief
show ip ocepf interface

I= the routing table

cormect

Dioas trathe take

desired path? Troubleshoot

Functional Metwork?




Troubleshoot Single-Area OSPFv2 Routing Issues
Troubleshooting Neighbor Issues

= Verify active OSPF interfaces using the show ip ospf interface
command.

= Verify the OSPF settings using the show ip
protocols command.

= Disable the interface as passive using the no passive-interface
command.

= Verify routes using the show ip route command.

Gateway of last resort is 172.16.3.2 to network 0.0.0.0

O*EZ 0.0.0.0/0 [110/1] wia 172.16.3.2, 00:00:18,
serialo/osa
172.16.0.0/16 is variably subnetted, 5 subnets, 3

mas ks

] 172.16.2.0/24 [110/65] wia 172.16.3.2, 00:00:18,
Serialn/as0

] 192.168.1.0/24 [110/128] wia 172.16.3.2, QD:00:18,

Seriald/0/0
192.168.10.0,/30 i= subnetted, 1 subnets
O 192,.168.10.8 [110/128] wia 172.1&.3.2, DO:00:1E,
serizlaso/mn )

i
ll -/m




Troubleshoot Single-Area OSPFv2 Routing Issues

Troubleshooting OSPF Routing Table Issues

= The show ip protocols command verifies networks that are
advertised in OSPF. R4 show ip protocols

*++* TP Routing is WNSF aware ***
Routing Proteocol is ™ospf 10™
outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 3.53.3.3
Humber of areas in this router is 1. 1 normal 0 stub 0
nssa
Maximum path: 4
routing for Networks:
192 .1eB.10.B O.0.D.2 area 0

= For an interface to be enabled for OSPF, a matching network
command must be configured under the OSPF routing process.

R34 conf t

Enter configuraticn commands, one per line. End with CHTL/E.
R3(ccnfig) 4 router ospf 10

R3jconfig-router) 4 network 192.168.1.0 0.0.0.255 area 0
R3(config-router)# and

= Use the show ip route command to verify routes in a routing table.

= Use the show ip protocols command to verify that a route is
being advertised.




Troubleshoot Single-Area OSPFv3 Routing Issues

OSPFv3 Troubleshooting Commands

show ipv6 protocols — Verifies vital OSPFv3 configuration
information.

show ipv6é ospf neighbor - Verifies that the router has formed
an adjacency with its neighboring routers.

show ipvé ospf interface — Displaysthe OSPFv3
parameters configured on an interface.

show ipv6e ospf — Examines the OSPFv3 process ID and router
ID.

show ipv6é route ospf — Displays only the OSPFv3 learned
routes in the routing table.

clear ipv6 ospf [process-id] process — Resetsthe
OSPFv3 neighbor adjacencies.




Chapter 5: Summary

OSPF defines five network types: point-to-point, broadcast
multiaccess, NBMA, point-to-multipoint, and virtual links.

The DR and BDR are elected to overcome challenges of flooding in
an OSPF network.

The routers in the network elect the router with the highest interface
priority as DR. The router with the second highest interface priority is
elected as the BDR.

If all priorities are equal, the router with the highest ID is elected DR
and the second highest ID becomes the BDR.

To propagate a default route in OSPF, the ASBR must be
configured with a default static route and the default-information
originate command.

Verify routes with the show ip route or show ipvé
route command.




Chapter 5: Summary (cont.)

For OSPF to make a correct path determination, it may be
necessary to adjust the default interface bandwidth.

To adjust the reference bandwidth, use the auto-cost reference-
bandwidth Mbps router configuration mode command.

To adjust the interface bandwidth, use the bandwidth kilobits
Interface configuration mode command.

The OSPF Hello and Dead intervals must match or a neighbor
adjacency does not occur.

OSPF supports three types of authentication: null, simple password
authentication, and MD5 authentication.

When troubleshooting OSPF neighbors, be aware that the FULL or
2WAY states are normal.




Chapter 5. Summary (cont.)

= Troubleshooting commands: show ip protocols, show ip
ospf neighbor, show ip ospf interface, show ip
ospf

= Troubleshooting OSPFv3 commands: show ipv6
protocols, show ipv6é ospf neighbor, show ipvé6
ospf interface, show ipv6 ospf, show ipv6 route
ospf, and clear ipvé ospf [process-id] process
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