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Chapter 2: Introduction 
to Switched Networks

Routing And Switching
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Chapter 2

2.0  Introduction

2.1 Basic Switch Configuration

2.2 Switch Security: Management and Implementation
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Security Concerns in LANs

MAC Address Flooding 

 Switches automatically populate their CAM tables by 
watching traffic entering their ports

 Switches will forward traffic trough all ports if it can’t find 
the destination MAC in its CAM table

 Under such circumstances, the switch acts as a hub. 
Unicast traffic can be seen by all devices connected to 
the switch

 An attacker could exploit this behavior to gain access to 
traffic normally controlled by the switch by using a PC 
to run a MAC flooding tool.
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Security Concerns in LANs

MAC Address Flooding 

 Such tool is a program created to generate and send 
out frames with bogus source MAC addresses to the 
switch port 

 As these frames reach the switch, it adds the bogus 
MAC address to its CAM table, taking note of the port 
the frames arrived

 Eventually the CAM table fills out with bogus MAC 
addresses

 The CAM table now has no room for legit devices 
present in the network and therefore will never find their 
MAC addresses in the CAM table.

 All frames are now forwarded to all ports, allowing the 
attacker to access traffic to other hosts
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Security Concerns in LANs

MAC Address Flooding 

 Attacker flooding the CAM table with bogus entries
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Security Concerns in LANs

MAC Address Flooding 

 The switch now behaves as a hub
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Security Concerns in LANs

DHCP Spoofing

 DHCP is a network protocol used to assign IP info 
automatically

 Two types of DHCP attacks are:

•DHCP spoofing

•DHCP starvation

 In DHCP spoofing attacks, a fake DHCP server is 
placed in the network to issue DHCP addresses to 
clients.

 DHCP starvation is often used before a DHCP spoofing 
attack to deny service to the legitimate DHCP server
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Security Concerns in LANs

DHCP Spoofing

 DHCP Spoof Attack
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Switch Port Security

DHCP Snooping

 DHCP Snooping specifies which switch ports can 
respond to DHCP requests
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Switch Port Security

Port Security: Operation

 Port security limits the number of valid MAC addresses 
allowed on a port

 The MAC addresses of legitimate devices are allowed 
access, while other MAC addresses are denied

 Any additional attempts to connect by unknown MAC 
addresses will generate a security violation

 Secure MAC addresses can be configured in a number 
of ways:

• Static secure MAC addresses

• Dynamic secure MAC addresses

• Sticky secure MAC addresses
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Switch Port Security

Port Security: Violation Modes

 IOS considers a security violation when either of these 
situations occurs:

• The maximum number of secure MAC addresses for that 
interface have been added to the CAM, and a station whose 
MAC address is not in the address table attempts to access 
the interface.

• An address learned or configured on one secure interface is 
seen on another secure interface in the same VLAN.

 There are three possible action to be taken when a 
violation is detected:

• Protect

• Restrict

• Shutdown
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Switch Port Security

Port Security: Configuring

 Dynamic Port Security Defaults
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Switch Port Security

Port Security: Configuring

 Configuring Dynamic Port Security
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Switch Port Security

Port Security: Configuring

 Configuring Port Security Sticky
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Switch Port Security

Port Security: Verifying

 Verifying Port Security Sticky
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Switch Port Security

Port Security: Verifying

 Verifying Port Security Sticky – Running Config
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Switch Port Security

Port Security: Verifying

 Verifying Port Security Secure MAC Addresses
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Switch Port Security

Ports In Error Disabled State

 A port security violation can put a switch in error 
disabled state

 A port in error disabled is effectively shut down

 The switch will communicate these events through 
console messages
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Switch Port Security

Ports In Error Disabled State

 The show interface command also reveals a switch port 
on error disabled state
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Switch Port Security

Ports In Error Disabled State

 A shutdown/no shutdown interface command must be 
issued to re-enable the port
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