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Note for Instructors

o
e These presentations are the result of a collaboration among
the instructors at St. Clair College in Windsor, Ontario.

Thanks must go out to Rick Graziani of Cabrillo College. His
material and additional information was used as a reference
in their creation.

If anyone finds any errors or omissions, please let me know
at:

» tdame@stclaircollege.ca.
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Configuring and Testing Your Network

Configuring Cisco Devices: |OS Basics

version 12.2
1

hostname Router
1

]
interface Serial0/1
no ip address
shutdown

CCNA1-3 Chapter 11

Cisco I10S

As with a computer, a router or switch cannot function without
an operating system.

Cisco calls its operating system the Cisco Internetwork
Operating System or Cisco |0S.

The Cisco I0S provides the following network services:
» Basic routing and switching functions
» Reliable and secure access to networked resources
» Network scalability
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Cisco I10S

Bouter (config) #

e The Cisco I0OS is accessed using the Command Line
Interface (CLI).

e Features will vary based on the version of the I0S and the
type of device.

CCNA1-5 Chapter 11

Access Methods

Telnet Access

Telnet or SSH Serial Ports

Auxiliary Port Console Port Ethernet Ports
Terminal Telnet Access

Access
CCNALl-6

Chapter 11



Router Components

I
e The main internal components
of a router are:

Random Access Memory e
(RAM) Console =

Nonvolatile Random Access
Memory (NVRAM)

Flash Memory (Flash)
Read Only Memory (ROM)
Console

Interfaces
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Router Components

~
¢ Random Access Memory (RAM):

Stores routing tables
Holds ARP cache
Holds fast-switching cache Console

Performs packet buffering
as shared RAM

Maintains packet-hold queues

Provides temporary memory for the configuration file of a
router while the router is powered on

Loses content when a router is powered down or
restarted
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Router Components

©
e Nonvolatile Random Access
Memory (NVRAM):
» Provides storage for the -
startup configuration file e
» Retains content when a
router is powered down
or restarted
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Router Components

©
¢ Flash Memory (Flash):
* Holds the IOS image
 Allows software to be L
updated without removing s
and replacing chips on the
processor

Retains content when a
router is powered down or restarted

Can store multiple versions of 10S software

Is a type of electrically erasable programmable read-only
memory (EEPROM)

CCNA1-10 Chapter 11



Router Components

©
¢ Read Only Memory (ROM):

* Maintains instructions for
power-on self test (POST) ’
diagnostics comae

» Stores the bootstrap program
and the basic operating
system software

* Requires replacing pluggable chips on the motherboard
for software upgrades
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Router Components

I
e Console:

* The console port provides
physical access for the initial
configuration of the router or
configuration changes.

¢ Interfaces:
» Connect routers to a network for packet entry and exit

* They can be on the motherboard or on a separate
module

CCNA1-12 Chapter 11



Configuration Files

Configuration edits change

running-configuration

NVRAM

startup-configuration

At start up, startup-configuration is
copied from NVRAM to RAM and
executed as running-configuration.

Tunning-configuration Running-configuration directs

3 device operation

RAM

e Network devices depend upon two types of software:
» Operating system (10S)
» Configuration file
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Hierarchical
Structure

Each mode
used to
accomplish
particular
tasks.

Each mode
has a specific
set of
commands.
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Cisco |I0S Modes

User EXEC Command-Router>
ping

show (limited)

enable

etc. ..

Privileged EXEC Commands-Routeri
all User EXEC Commands

debug commands
reload
configure
etc..

Global Configuration Commands-Router (config) i
hostname

enable secret

ip route

ethernet
serial
bri

ate.

interface < Interface Commands-Router{config-if) i
ip address

ipx network

encapsulation

shutdown/ no shutdown

etc. .

< Routing Engine Commands-Router (config-router)#
netsork

version

auto summary

etc. ..

Line Commands-Router (config-line)#
password

login

modem commands

etc. .




Cisco |I0OS Modes - Routers and Switches
B

Description Prompts

User EXEC Limited commands Router>
“View Only” Mode

Privileged EXEC | Configuration commands Router#
Debugging and testing
File manipulation

Global Commands for the router Router(config)#
Configuration Entry to other modes

Interface Commands to configure an Router(config-if)#
Configuration interface

Line Configuration | Commands to configure Router(config-line)#
console and telnet/ssh access

Other modes Specific service configuration | Router(config-mode)#
(NAT / DHCP)
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Cisco |I0S Modes

[Router-bing 192.168.10.5 User EXEC
Router#thow running-config PriV”eged EXEC
Router (config) #Iinterface FastEthernet 0/0 CHOba|C0nﬂguraﬂ0n

Router(config-if)#iip address 192.168.10.1 255.255.255.0

Interface Configuration

The prompt changes to denote the current CLI mode.l

Switchrping 192.168) 10.9
Switch#zhow runningfpconfig
Switch{config)#Intefface FastEtharnet 0/1

Switch(config-if) #Df=cription connection to WEST LAN4
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Moving Between User and Privileged EXEC

caD> €= UserEXEC |
:EAI

Password:
Y
GADY = Privileged EXEC |

:;ar !
GAD> 4—{ User EXEC ]

¢ Use enable to move from User to Privileged EXEC.
¢ Use disable or end to move back.
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Basic IOS Command Structure

Router>ping 192.168.10.5

A

COMMAND
T

Router>show ip protocols

Router(config)#hostname MyRouter
MyRouter(config)#

Router(config)#interface fastethernet 0/0
Router(config-if)#

Router(config-if)# ip address 192.168.100.1 255.255.255.0
Router(config-if)#
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Using CLI Help
B

Context Sensitive Help

Example of a sequence of commands using the CLI context sensitive help

Cisco#el? Ciscofclock set 19:50:00 ?
clear clock <1-31> Day of the month
Cisco¥eclock ? MONTH Month of the year

set Set the time and date Cizscofelock set 19:50:00 25 6
Ciscofelock set <]

command . Invalid input detected at '“' marker.

Ciscofclock set ? Ciscofclock set 19:50:00 25 June

c 1 C O ad.

hh:mm:ss Current Time % Inc e comm
Ciscod#elock set 19:50:00 Ciscofelock set 19:50:00 25 June 7
% i te command. <1993-2035> Year

Command explanations Cisco¥eclock set 19:50:00 25 June 2007

Inco te command messages Ciscof

Invalid input messages
Variable formats
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Using CLI Help
B

Command Syntax Check Help

The I0S returns a help message indicating that required  The |0S returns a help message to indicate that there were
not enough characters entered for the command interpreter

keywords or arguments were left off the end of the
to recognize the command.

command:

gwitch#>clock set gwitch#c
Incomplete command % Ambiguous command: "o

switch#clock set 19:50:00
Incomplete command

The I0S returns a "' to indicate where the command interpreter can
not decipher the command:

Switch#clock set 19:50:00 25 6

ES

% Invalid input detected at ' ' marker.
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Using CLI Help

C
¢ Hot Keys and Shortcuts:
¢ CLI Line Editing:
e Several outlined in the text.
e Backspace most often used.

¢ Note that the Delete key is NOT recognized to
delete invalid characters.
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Using CLI Help

S
¢ Hot Keys and Shortcuts:
¢ Atthe ----More---- Prompt:

o |f the screen fills up with a display, the More prompt
will be displayed.

The Enter Key Displays the next line
Space Bar Displays the next screen.

Any other alphanumeric key Returns to the EXEC prompt.
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Using CLI Help

C
o Break Keys:
¢ |If you wish to abort a process or command

ctrl-C When in any configuration mode, ends the configuration mode and returns to privileged ]
EXEC mode. When in setup mode, aborts back ta the command prompt "J

Ctrkz When in any configuration mode, ends the configuration mode and returns to privileged
EXEC mode.

Ctrl-Shift-6 All-purpose break sequence. Use to abort DNS lookups, traceroutes, pings.
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I0S Examination Commands

Router# show wersion Router# show flash Router# show interface

l = i ||¢Hm | l

Internetwork Operating System

Backup Configuration Operating:
File Systems

Active Tables and
Configuration File Buffers

Router# show processes CPU L Router# show memory
Router# show protocols Router# show stacks
Router# show buffers

Router# show running-config Router# show startup-config
¢ In order to verify and troubleshoot network operation, we
must examine the operation of the devices.
¢ The basic examination command is the show command.
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[Router ———————

Ciscorshow version
vork Dperating Sys O e O
I oftware (C2600-JK83-M), Usrai
q RE1 M==AY (fo1) ame
5 2003 by cisco Systems, Inc. /
System Bootstrap, Version 11.3(2)%A4, RELEASE
3 RA
2C860) processor (revisigp -
RFA
/’
c interface(s)
. ; A
K non-vola configuration memory. |
18384k bytes of processcor beoard System flash /
{Read/Write) - O guratio
/ = ReqQ e
Configuration register is &

I0S Examination Commands — show flash

BHM#show flash
PCMCIA flash directory:
le  Length Hame/=tatiys

§007232 c1700-bnsy-1.212-11.p
Ob DyLes u'sedt 284100 available, 629145%

bytes of processcr board PCMCIA flash |Rea-:

¢ Use the show flash command to verify that the router has
sufficient memory to load a new Cisco 10S software image.
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IOS Configuration Modes

User EXEC mode Router=
\1, enable |

Privileged EXEC mode Router#

Exit / configure terminal I
Ctrl/ \1'
-

Global configuration mode Router(config)#

interface / line / | |_| I_Il_l—l

Specific configuration mode outer

Conﬂgunﬂiun Mode Prompt

Interface Router({config-if}#
Line Router(config-line)#

Routers Router(config-router }#
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Configuring and Testing Your Network

Applying a Basic Configuration
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Naming Devices

C
¢ Importance of a Device Name:
» Default “Router” or “Switch”
» Host Name appears as the CLI prompt.
» Confirmation that the correct device has been accessed.
* Naming convention makes maintenance easier.
Start with a letter
No spaces
End with letter or digit
Only letters, digits and dashes
Maximum of 63 characters
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Naming Devices

CorpusHQ PhoenixHQ

Router>

Router>enable

Router#

Router#configure terminal
Router(config)#
Router(config)#hostname AtlantaHQ
AtlantaHQ(config)#
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Naming Devices

CorpusHQ PhoenixHQ

Switch>

Switch>enable

Switch#

Switch#configure terminal
Switch(config)#
Switch(config)#hostname Flour_Bluff
Flour_Bluff(config)#
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Limiting Device Access

- I
¢ Configuring Passwords:

» Passwords are the primary defense against unauthorized
access to network devices.

Every device should have locally configured
passwords to limit access.

Console password:

» Limits device access using the console connection
Enable password:

» Limits access to the privileged EXEC mode

Enable secret password:

» Encrypted, limits access to the privileged EXEC mode
VTY password: Limits device access using Telnet / SSH
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Limiting Device Access

Console Password

Router (config) #line console 0
Router (config-line) #login
Router (config-line) épassword cisco

Virtual Terminal Password

Router (config) #line vty 0 4
Router (config-line) #login
Router (config-line) #password cisco

Enable Password

| Router (config) fenable password san-fran

Enable Password

| Router (config) #enable secret <password>
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Limiting Device Access

S
e Encrypting Password Display:

» The service password-encryption command prevents ALL
passwords from showing up as plain text when viewing
the configuration files.

Perform Password Encryption

Router (config) éservice password-encryption
(set passwords here)
Router (config) #no service password-encryption

service password-encryption uses a
Cisco Level 7 encryption which is
very easy to decrypt.
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Limiting Device Access

e www.boson.com

R

1.
-

Enter the Cisco Encrypted Password Enter the Cisco Encrypted Password
|11IZJA15134040159| 110A1016141D

The decrypted passwurd 15 The decrypted password is
class2 cisco

Resell GetHelp! GetQutl Resetl GetHelpl GetQut!
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Limiting Device Access

e www.boson.com

x|

Q 'Oxgs' is not a vald nteger value.

Enter the Cisco Encrypted Password:
|kp6BRXgtLtWKtgffljc/

Does NOT work for

The decrypted password is enable secret
Enter Encryption encryption.

Resetl | GetHelp! GetQutl
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Limiting Device Access

-
e Login Banner:

LAB Al{config)#banner motd # This is a secure system. Authorized Rccess ONLY!!! #

AN A

Delimiting characters not included in message

This configuration results In. | - [

this message of the day
banner

LnB A conl is now available
Press RETURN to get started,

This is5 = secure system. Authorized Access
ONLY!!!

User Access Verification
password:

LAE Arenable

Password:

1B nd
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Managing Configuration Files

running-config
(IOS running)

startup-config

Boot Program

faces
Console
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Managing Configuration Files

Routerf#fshow startup-config
%% Non-volatile configquration memory is not present

|Router#show running-config |
Building configuration...

c t b tion:

!u:ren configuration No startup—conflg
version 12.0 file in NVRAM
service timestamps debug uptime

service timestamps log uptime

no service password-encryption
1

hostname Router

' Default running-config
ip subnet-zero file, created in RAM

interface Ethernet0

no ip address

no ip directed-broadcast
shutdown

]
interface serial0

no ip address

no ip directed-broadcast

shutdown
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Managing Configuration Files

running-config startup-config
resides here resides here

At boot up, running-configis  replaced
by startup-config....
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Managing Configuration Files

If the router loses power or
running-config r_eboots_, everything in RAM is Ios_t
resides here including the running-config file.

faces
Console

Changes to the router are automatically put in
the running-config file.
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Managing Configuration Files

running-config startup-config
resides here resides here

faces
Console

To make sure that router changes are saved...
copy running-config startup-config
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Managing Configuration Files

Router#fcopy running-config startup-config

Building configuration...

|Router#show startup-config |

The startup-config file
wversion 12.0

is now identical to
service timestamps debug uptime . .
service timestamps log uptime runnlng-conflg and

no service password-encryption

' the router will have
l:xostname Router these ChangeS if the

, router reboots.

ip subnet-zero
1

interface Ethernet0
no ip address

no ip directed-broadcast
shutdown
1
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Managing Configuration Files

Rout er# copy runni ng-config startup-config
OR

Rout er# copy running startup
R

Rout er# copy run start

Any usage of the command or parameters,
so that they are
still uniquely recognizable.
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Managing Configuration Files -
B

¢ Using an incorrect configuration file name could overwrite a
file in flash, as the router believes you are trying to copy a
blank file into flash.

Router$#copy running-config start-up | G Incorrect destination
file name

%k kk NOTICE dk ok k
Flash load helper v1.0
This process will accept the copy options and then terminate
the current system image to use the ROM based image for the copy.
Routing functionality will not be available during that time.
If you are logged in via telnet, this connection will terminate.

Users with console access can see the results of the copy operation.
m—mm kkkkRkRR oo

Proceed? [confirm]“C L
%Copy cancelled by user request. Cancel it with Ctrl-C!
outer
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Managing Configuration Files

S
¢ Returning the Device to its Original Configuration:
¢ reload command

e Works ONLY IF the running configuration has NOT
been copied to the startup configuration.

Rout er # rel oad

System confi gurati on has been nodified. Save?
[yes/no]: n

Proceed with rel oad? [confirn] Press Enter

*Apr 13 01:34:15.758: %SYS-5- RELQAD: Rel oad
requested by consol e.

Rel oad Reason: Rel oad Command.
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Managing Configuration Files

I
e Backing Up Configurations Offline:
e TFTP server
e CD
e USB Memory Stick
e Text Files using the Clipboard.
o Text files using HyperTerminal capture.

¢ Restoring Configurations:

e TFTP Server
e Paste to Host from a text file.
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Managing Configuration Files

5= TFTP Server
Eie Help

=& SolarWinds.Net TFTP Server

(We will be using this TFTP
server in the lab on each PC.)

| CATFTP-Root AT BTt

e A TFTP server will allow image and configuration uploads
and downloads over the network.

e The TFTP server can be another router, or it can be a host
system.
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Managing Configuration Files

Router# ping tftp - address

Type escape sequence to abort

Sending 5, 100-byte ICMP Echoes to 210.93.105.1
timeout is 2 seconds:

Success rate is 80 percent (4/5)
round trip min/avg/max = 68/68/168 ms

¢ Once itis installed or before you attempt to use it, ALWAYS
make sure that the connectivity is there....
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Managing Configuration Files

running-config
10S (running)

copy flash tftp
opy tftp flash

copy startup-config tftp
copy tftp startup-config

TFTP Host

copy running-config tftp

copy tftp running-config
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Managing Configuration Files

¢ dsh - HyperTerminal =10] x|

Fle Edt View Call | Transfer Help

Send File....
Dlc| BB x nire

Send Text Fle...

e Configuration files can be captured and saved in text format
using the text capture function of HyperTerminal (or any other
emulator that has the function).
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Configuring Interfaces

All interfaces are accessed by issuing the interface command at the global configuration prompt.
In the following commands, the +pe argument includes serial, ethernet, fastethernet, and others:

Router (config) #interface type port
Router (config) finterface type slot/port
Router (config) tinterface type slot/subslot/port

Router

The following command is used fo administratively turn off the interface: Inte rfaces
Router (config-if) #shutdown

The following command is used fo turn on an interface that has been shutdown:
Router (config-if) #no shutdown

The following command is used to quit the current interface configuration mode:

Router (config-if) fexit

When the configuration is complete, the interface is enabled and interface configuration mode is exited.
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Configuring Interfaces

C
e Configuring a Router Ethernet Interface:

T g
- = =y

Router#configure terminal

Router (confiqg) #

Router(config)#interface FastEthernet 0/0

Router (config-if)#ip address 192.168.10.1 255.255.255.0
Router (config-if)#no shutdown

Router (config-if)#fexit

Router (confiqg) #
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Configuring Interfaces

C
e Configuring a Router Serial Interface:

Router#configure terminal

Router (config)#

Router(config)#interface Serial 0/2/0
Router(config-if)#ip address 192.168.11.1 255.255.255.0
Router(config-if)#clock rate 56000

Router (config-if)#no shutdown

Router({config-if) #exit

Router(confiqg) #
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Describing Router Interfaces

Router (config) #interface FastEthernet 0/0
Router (config-if) §description Building B Sales LAN
Router (config-if) ffexit

Description is all text after this space Interface description used for internal network
documentation

Router (config) #interface Serial 0/0/0
Router (config-if) #description To Perth CKT-PT27834365-01
Router (config-if)#exit T

Description is all text after this
space

Configuring Interfaces

~
e Configuring a Switch:

Switch#iconfigure terminal

Switch(config)#

Switch(config)#hostname Flour Bluff

Flour Bluff(config)# -
Flour:Eluff(confiq)#interface FastEthernet 0/1
Flour_Eluff(confiq—if)#description To TAM switch
Flour Bluff(config-if)#interface vlan 1

Flour Bluff(config-if)#ip address 192.168.1.2 255.255.255.0
Flour:Bluff(confiq—if)#no shutdown

Flour Bluff(config-if) fexit

Flour Bluff(config)#ip default-gateway 192.168.1.1
Flour:E luff(confiqg) #fexit

Flour Bluffi#
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Configuring and Testing Your Network
B

Verifying Connectivity

PING
TRACEROUTE
SHOW IP INTERFACE BRIEF

192.166.254.250

172.16.0.254
192.166.254.1
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Test the Stack

I
e PING:
e From the command window on a PC.

L WINDOWS' system32) cmd.exe

C:srping 192 _168.16860.1
Pinging 192.168.188.1 with 32 bytes of data:

Reply from 192 _168.188.1: bhytes=32 time=1ms TTL=63
192.168.1808.1: hytes=32 time=1ms TTL=63]
192.168.180.1: bytes=32 time=Iimsz TTL=63

Reply from 192.168.188_1: bytes=32 time=1imz TTL=63

Ping statistics for 192.168.1008.1:

Packet=z: Bent = 4. Received = 4, Lost = B (Bx loss).
Approximate pound trip times in milli-—seconds:

Minimum = ims, Maximum = 1ms. Average = 1ms

Can>
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Test the Stack

-
e PING:

e From the router 10S.
[ R2-central>ping 172.16.1.1

Type escape sequence to abort.
g 5, l00-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds:

ing 5, 100-byte ICMP Echos to 172.16.1.20, timeout is 2 seconds:

R2-Central>ping 202.163.24.5

Type escape sequence to abort.
i 5, 100-byte ICMP Echos to 202.163.24.5, timeout is 2 seconds:

S rate is 0 percent (0/5)
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Test the Stack
C
e PING:
¢ Testing the Loopback (127.0.0.1).

MWINDDWS, system32 cmid.exe

C:~>ping 127.8.68.1
Pinging 127.8.8.1 with 32 bytes of data:

Reply from 127.8.8.1: bytes=32 time<{lms
Reply from 127.8.8.1: hytes=32 time<l
Reply from 127.8.8.1: hyt 32 time<l
Reply from 127.8_.8.1: hyt 32 timed{ims

Ping statistics for 127.8.8.1:

Packets: Sent = 4, Received = 4, Lost = @ {8 loss).
Approximate round trip times in milli-seconds:

Minimum = Bmz,. Maximum = Bms. Average = Bns

C:s>

If successful, it means that the protocol stack
on the PC is functioning properly from the
Network through the Physical Layers.
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Testing the Local NIC Assignment
N

IP Address. . . . . =« . . 1+ 10.0.0.5
Subnet Mask . . o a ow & 255 2REIRE.D

Default Gateway. . . : 10.0.0.254

Verify the host NIC address is
C:\>ping 10.0.0.5 bound and ready for transmitting
signals across the media by
pinging its own IP address.
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Testing the Router Interfaces

192.168.254.250

192.168.254.1

Routerl#show ip interface brief

Interface IP-Address OK? Method status Protocol
FastEthernet0/0 192.168.254.254 YES NVRAM up up
FastEthernet0/1 unassigned YES unset down down
Serial0/0/0 172.16.0.254 YES NVRAM up up
Serial0/0/1 unassigned YES unset administratively down down
Routerl#

ﬁouterl#ping 192.168.254.1
Type escape sequence to abort.
Sending 5, 100-byte ICMFP Echos to 192.168.254.1, timeout is 2 seconds:

Success rate is 100 percent (5/5) round-trip min/avg/max = 1/2/4 ms
_Routerl#

Routerlfitracercute 192.168.0.1

Type escape sequence to abort.

Tracing the route to 192.168.0.1
1 172.16.0.253 8 msec dmsec 8 msec
2 10.0.0.254 16 msec 16 msec 8 msec
3 192.168.0.1 16 msec % 20 msec
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192.168.254.1

switchl#ishow ip interface brief
Interface IP-Address OK? Method status Protocol
FastEthernet0/1 unassigned YES manual up up

FastEthernet0/24 unassigned YES manual
Vlanl 192.168.254.250 YES manual
Switchl#

‘Switchl#ping 192.168.254.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.254.1, timeout is 2 seconds:

Success rate is 100 percent (5/5) round-trip min/avg/max = 1/2/4 ms
Switchl#

Switchl#ftraceroute 192.168.0.1
Type escape sequence to abort
Tracing the route to 192.168.0.1

1 192.168.254.254 4 msec

2 172.16.0.253 8 msec

3 10.0.0.254 16 msec

4 192.168.0.1 msec

Testing the Local Network

10.0.0.254/24

.

10.0.0.1/2

10.0.0.4/24 10.0.0.2/24

10.0.0.3/24

Successfully pinging another host on the
same subnet verifies that both the local host
and the other host are configured correctly.
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Testing Gateway Connectivity

ECHO REQUEST

/ ECHO REPLY :
10.0.0.250 10.0.0.254 <
Ping Local Gateway for Host

266 266.255.0 255.255.255.0

Gateway Address

C:\>ping 10.0.0.254

trter vt Peooend (TOPAR Py
! 10.0.0.253 et

— 10.0.0.1 255.255.255.0
255 255 255.0 s
10.0.0.2 10.0.0.3
255 265.255.0 256,255 265.0

Host IP Address 10.0.0.254

B Tp—

A successful ping verifies both the
host and gateway configurations.
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Testing Remote Connectivity

Teysping 19216800253
S\ >ping 1592.168.0.254
>\ eping 10.D:1.259
>\ sping 10.0.1:1

_ 182.168.0.253 192.168.0.254
Fa0/ 56.256.266.252 255.256,256.252 Faly0
10.0.0.254 10.0.1.254
255.255.255.0 255.255.255.0

s E —— 1= I
10.0.0.1 | 10.0.1.253
10.0.0.253 et
2565.255.255.0 ] 255.055.955.0 255.265.255.0
100.0.2 e 10.0.1.2

255.255.255.0 255.255.255.0

Ping each hop between the local
and remote host.
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Tracing and Interpreting Trace Results

C:\ping 10.1.0.2 -
Pinging 10.1.0.2 with 32 bytes of data: c=a
Request timed out. . .
Request timed out. t this point.
Request timed out. 10.1.0.254/24
Request timed out.

Ping statistics for 10.1.0.2:

Packets: Sent = 4, Received = 0, Lost = 4 (100% loss)
The ping test failed.

Zms 2ms 2ms 10.0.0.254
* * Request timed out.
Request timed out.

J hops
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Configuring and Testing Your Network

Monitoring and Documenting Networks

10.0.0.254/24 %

10.0.0.1/24

10.0.0.4/24 :
10.0.0.2/24

10.0.0.3/24
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Basic Network Baselines

C
¢ Network Baseline:
Process for studying the network at regular intervals.
Ensure that the network is working as designed.
More than a single report.
Health of the network at a certain point in time.
Accomplished over a period of time.

Varying times and loads will assist in creating a better
picture of overall network performance.

e Copy and paste the results from an executed ping,
trace, or other relevant command into a text file.

e Compare the results over time.
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Basic Network Baselines
_ FEB 2, 2007 08:14:43

IC:\}ping 10.66.254.159 I

Run the Pinging 10.66.254.159 with 32 bytes of data:
same teSt Reply from 10.66.254.159: bytes=32
Reply from 10.66.254.159; bytes=32
Beply from 10.66,254.1593: bytes=32
Reply from 10.66.254.159: bytes=32

At different

times. | MAR 17, 2007 14:41:06 |

IC:\>ping 10.66.254 159 |

Compare Pinging 10.66.254.155 with 32 bytes of data:

the results. Reply from 10.66.254.159: bytes=32|time<éms
Reply from 10.66.254.159: bytes=32  time<éms
Reply from 10.66.254.159: bytes=32|time<éms
Reply from 10.66.254.159: bytes=32|time<6ms
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Basic Network Baselines
B

¢ Network Baseline:
¢ Results from a command can be captured and saved as a
text file for future study.

e PING
e TRACEROUTE
e CISCO I0S
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Learning About the Nodes on the Network

10.0.0.254/24 ﬁ

10.0.0.5/24

10.0.0.1/24

J
10.0.0.4/24
10.0.0.2/24

10.0.0.3/24

Physical Addraess

00-08-a3-b6-ce-04 IP- MAC Address Pair
00-0d-56-09-fb-d1
00-12-3f-d4-6d-1b
00-10-7b-aT7-fa-ef

!
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. Colasoft MAC Scanner
File: Edit View Scan  Help

LB ) X P s Subnet 1921661.0 - 2 Colasoft
Export Al Expe! Selecle Copy. . Delete Find RERL R = Gt 4 Ko Your He
15 [ TET Eddiess [ Host Hame [ Manutacturer I
j 152.1681.100 8 00:50:B4.1F:DE- 98 FTvBETO1
_é 152.1681.101 H8 00:10:09:09- D540 ILSO00B8A-01 its. stelaire
_e 15216811 H2 0019 F249.62:04

MAL Scanner Found 3 hosts. 74

A e

Switch Connections

I swl-24504show mac-address-table l

Mac Address Tabla

Vlan Mac Address

0014.a8a8. 8780

0100.0cee.
.Oeee.
LOcdd.
<a640. Fa0/23 Multiple devices connected to Fa0/23
.fdal. Fal/14
.5bas8. G@in/2
.Sbdd. Fa0/23 |
.Sbdd. Fa0d/23
.5bdd. Fa0/23
.Shdd. Fa0/23
.Ocbé. Fal/2
.8f£28. Fa0/18
.1165. Fa0/1
.720b. Fa0/19
.9120. Fa0/8
.e949, Fa0/15
.b770. Fal/22
b770. Fa0d/21
.bT770. Fa0/20
la68. ra0/17

1
1
:
1
1
1
&
1
1
1
1
1
1
1
1
1
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THE END!

SR

...BUT I’'M FEELING BETTER. =
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