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Access Management med NTFS og shares
In this guide we will configure access management with NTFS and shares following Microsoft best practice.

We will create shares on Fil01, we will be using existing Active Directory global groups and create new
Active Directory domain local groups.

192.168.139.0/24

@
53 2

Navn Rolle Operativsystem

<initial>RRAS01 Gateway, Site-To-Site VPN, Client/server VPN Server 2012 Standard
DCo1 Domain Controller, DNS, DHCP, PKI Server 2012 Standard
Filo1 Filserver Server 2012 Standard
WSuso1 Windows Server Update Services Server Server 2012 Standard
<initial>RRAS02 Gateway, Site-To-Site VPN, Client/server VPN Server 2012 Standard
DCo2 Domain Controller, DNS, DHCP Server 2012 Standard
Fil02 Filserver Server 2012 Standard
Print01 Printserver Server 2012 Standard
Klient01 Workstation Windows 8 Enterprise

Klient02 Workstation Windows 8 Enterprise
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To make an efficient Access Management structure, Microsoft recommends the following approach:
Accounts are made member of Global groups that are made member of domain local groups which are
added to a Access Control List with a certain permission. You can try to remember the rhyme AGDLA.

We have already created the global groups administration, ledelse (management) and Produktion
(Production) in Active Directory and made the correct users member of the groups (Global groups
represents the different departments). Therefore, we will start by creating the domain local groups, which
each represent a certain level of permissions.

For the administration share (Look at the above scheme), we will need two types of permissions: Read and
write — delete own files and Read. For this purpose, we will create two domain local groups, one for each
level of permissions.

This is actually the case for all three shares: Following the scheme, each share only needs two different
types of permissions
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Creating and configuring groups

o DCO1 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help

RIO@OO N IPIBS |

File Action View Help

esnEoBoE BmdaaTEn

] Active Directory Users and Computers [DCD1.doma|| Name Type Description
Saved Queries
b . There are no iterns to show in this view.
4 ﬁ domain.local
= ACL_Groups
I ] Builtin
p 7] Computers
I (=] Domain Controllers Delegate Control...
p [7] ForeignSecurityPrincipals Move...
b [E] Groups Find...
b [~ Managed Service Accounts
b 51 People New 3 Computer
b (5] Servers All Tasks 3 Contact
b 31 Workstations View N InetOrgPerfon
| ing-PSPs
Arrange lcons 3 .
MSMC Queue Alias
Line up lcons - y
Organizatienal Unit
Properties .
Printer
Help User
Shared Folder
<] u EY
Creates a new item in this container,

3 B L

Status: Running | @ Ba

On DCO1 in the Active Directory Users and Computers snap in, we will create a new group under the
ACL_Groups OU by right clicking the OU or in the empty space and choosing New—>Group
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o DCO01 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help

|RIO@OO N IPIBS .

E Active Directory Users and Computers | = | g | x |
File Action View Help

e o e EoR B T aETER

] Active Directory Users and Computers [DCD1.doma|| Name Type Description
E l?i 31::2:]:;:5 There are no iterns to show in this view.
= ACL_Groups

I ] Builtin
p 7] Computers
I (=] Domain Controllers
p [7] ForeignSecurityPrincipals g Createin:  domain.local/ACL_Groups
p (2] Groups
b [~ Managed Service Accounts
[E| People
b 5] Servers |ACL7Adminishaﬁon7REW
B ] Users
b 31 Workstations

Group name:

Group name {pre-Windows 2000):
| ACL_Administration_REW

Group scope Group type
o oo
) Global Distribution

O Universal

B ol

Status: Running | @ Ba

By naming the group as above, it is easily searched throughout the Active Directory forest and easy to
understand the purpose of the group. This is a group that is added to an Access Control List in a share called
Administration and the group will provide Read Execute and Write permissions on this share.
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o DCO1 on JOHNH - Virtual Machine Connection = [

File Action Media Clipboard View Help
|IO@OO NPIEBD |

File Action View Help

e nE B Boz Bm 2 aETER
] Active Directory Users and Computers [DCD1.doma|| Name Type Description
b [ Saved Queries %ACL_Administration_RE Security Group - Domain Local
4 ﬁ dormain.local %ACL_Administration_REW Security Group - Domain Local
|51 ACL_Groups %ACL_LedeIse_RE Security Group - Domain Local
b [] Builtin %ACL_LedeIse_REW Security Group - Domain Local
1 [] Computers %ACL_Produktion_RE Security Group - Domain Local
b 5] Domain Controllers 82, ACL_Produktion_REW Security Group - Domain Local
p [7] ForeignSecurityPrincipals
p (2] Groups
b [~ Managed Service Accounts
[E| People
b (5] Servers
b [ Users
b 31 Workstations

<] u EY

3 B L

Status: Running | @ Ba

Create the remaining groups following the scheme — two groups per share.
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o DCO01 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help

FO@OO NIPMES

File Action View Help

e’ 2E 48/ XEdE BHE S aETE%

3 Active Directory Users and Computers [DC01.dorjga
b | Saved Queries

MName Type Description
LY ACL_Administration_RE Pt

225 - Domain Local

4 3 domain.local 2, ACL_Administration_RE| Add to a grou - Domain Local
{1 ACL Groups 2, ACL_Ledelse RE Mave... - Domain Local
b 51 Buitin 2, ACL Ledelse REW Send Mail - Domain Local
b [ Computers 52, ACL_Produktion_RE - Domain Local
I (=] Domain Controllers All Tasks 4
%ACL_Produktlon_REW - Domain Local
p [7] ForeignSecurityPrincipals Cut
b= Groups Delete
b [~ Managed Service Accounts
b (£ People Rename
I (5] Servers Properties
B ] Users
b 31 Workstations LD

<] ] [ >

B ol

Status: Running | @Ba

Our ACL groups are empty meaning no one has any permissions yet. Now we will connect our global groups
to the correct domain local groups. We must look at the scheme to decide, which global groups must be
member of which domain local groups. For example, if we start with the first group
ACL_Administration_RE, we can see in the scheme that only production must have read permissions on the
administration share.

Therefore, we will add the production global group to the domain local group representing the level of
permissions needed. Right click ACL_Administration_RE—>Properties
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DCO01 on JOHNH - Virtual Machine Connection

oy
File Action Media Clipboard View Help
|RIO@OO N IPIBS |
| Active Directory Users and Computers |=|a] x |
File Action View Help
e’ 2E 48/ XEdE BHE S aETE%
] Active Directory Users and Computers [DCD1.doma|| Name Type Description
b [ Saved Queries &AC[_Adminishation_RE Security Group - Domain Local
4 ﬁ domain.local %ACL_Administration_REW Security Group - Domain Local
= ACL_Groups
I ] Builtin
p 7] Computers |Genera|| Members MerrberDFIMa-lagedBﬂ

(= Domain Controllers
[ ] ForeignSecurityPrincipals Members:
[Z] Groups Name

"] Managed Service Accounts

I»
I+
I
I
p [Z] People
I+
I
I

Active Directory Domain Services Folder

(27 Servers

[ Users
(2] Workstations

Remove

<] u EY

=L g

Status: Running |
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o DCO01 on JOHNH - Virtual Machine Connection
File Action Media Clipboard View Help

FO@OO NP MED
| Active Directory Users and Computers

File Action View Help

e’ 2E 48/ XEdE BHE S aETE%

ACL_Administration_RE Properties

I ] Builtin
p 7] Computers

] Active Directory Users and Computers [DCD1.doma|| Name Type Description
b [ Saved Queries aACl_Adminishation_RE Security Group - Domain Local
4 sﬂ domain.local %ACL_Administration_REW Security Group - Domain Local
= ACL_Groups 2

I (=] Domain Controllers
r ForeignSecurityPrincipals Select this object type:
b (2] Groups |Users. Service Accounts, Groups, or Other objects
b [~ Managed Service Accounts
From this location:
[E| People -
p 51 Servers |dcma|nJocaI
B ] Users
I

Enter the gifect names to select (Examples):
Workstati

Add || Remove |

<] u EY

Status: Running |

3 B L

=L g

Type the whole or some of the name, of the global group and press Check names then OK.
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File Action Media Clipboard View Help
|IO@OO NP iEBD
=

DCO01 on JOHNH - Virtual Machine Connection

Active Directory Users and Computers

File Action View Help

e’ 2E 48/ XEdE BHE S aETE%
] Active Directory Users and Computers [DCD1.doma|| Name Type Description

b | Saved Queries
4 ﬁ domain.local
= ACL_Groups
I ] Builtin
p 7] Computers
I (=] Domain Controllers
p [7] ForeignSecurityPrincipals
p (2] Groups
b [~ Managed Service Accounts
[E| People
I (5] Servers
B ] Users
b 31 Workstations

<] u EY

82 ACL_Administration_RE
B2, ACL_Administration_REW
B2, ACL_Ledelse RE

B2, ACL_Ledelse_REW

52, ACL_Produktion_RE

52, ACL_Produktion_REW

Security Group - Domain Local
Security Group - Domain Local
Security Group - Domain Local
Security Group - Domain Local
Security Group - Domain Local
Security Group - Domain Local

|Ge.-m|Members Me-rbeerleagedBﬂ

Members:

MName Active Directory Domain Services Folder
& Produktion domain local/Groups

|

Status: Running

3 B L

=L g

Now we have connected the global group (The production department) with the level of permissions
needed on the administration share.
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File Action View Help

DCO01 on JOHNH - Virtual Machine Connection

_

e 2E 48/ XEdE BHE S aETE%

b | Saved Queries
4 ﬁ domain.local
= ACL_Groups

I ] Builtin

p 7] Computers
(= Domain Controllers
[ ] ForeignSecurityPrincipals
(2] Groups
"] Managed Service Accounts
(5] People
(27 Servers
[ Users

I
I
I»
I»
I
I
I»
I [21 Workstations

3 Active Directory Users and Computers [DC0T.doma

Mame

B2, ACL_Administration_RE
ACL_Administration_REW
B2, ACL_Ledelse RE

B2, ACL_Ledelse_REW

52, ACL_Produktion_RE

52, ACL_Produktion_REW

[<] ] [

Type

Addto a group...

Move...
Send Mail

Security Group - Domain Local

Seruribe Graun - Nomain Local

main Local
main Local

main Local

All Tasks

main Local

Cut
Delete

Rename

Properties

Help

Description

Status: Running |

3 B L

=L g

If we move on to ACL_Administration_REW, we can see on the scheme, that both administration and
management (Ledelse) must have read and write access to the administration share. We will add the global

groups in the same way.
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o DCO1 on JOHNH - Virtual Machine Connection - B
File Action Media Clipboard View Help

FO@OO NP MED

= Active Directory Users and Computers | - | a | X |
File Action View Help

e rE F8| XEBdE Bm P aETER

] Active Directory Users and Computers [DCD1.doma|| Name Type Description
b [ Saved Queries %ACL_Admini;tration_RE Security Group - Domain Local
4 sﬂ domain.local aACL_" irmini: ion_REW Security Group - Domain Local

= ACL_Groups 2 x

ACL_Administration_REW Properties

I ] Builtin
p 7] Computers

I (=] Domain Controllers
r ForeignSecurityPrincipals Select this object type:
b (2] Groups |Users. Service Accounts, Groups, or Other objects
b [~ Managed Service Accounts
From this location:
[E| People -
p 51 Servers |dcma|nJocaI
B ] Users
I

Enter the objegt names to select (Examples):
Workstati

Add || Remove |

<] u EY

B ol

Status: Running | @ Ba

When adding several groups, you can type the whole or some of the group names separated by a
semicolon, like above. To check that Active Directory recognizes the names, click Check names.
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File Action Media Clipboard View Help

|RIO@OO N IPIBS

o DCO01 on JOHNH - Virtual Machine Connection

_

E Active Directory Users and Computers [=[a] x |
File Action View Help
= == .
e oE 48[ XEz Hm 2 aETE%R
] Active Directory Users and Computers [DCD1.doma|| Name Type
b [] Saved Queries %ACL_Administration_RE Security Group - Domain Local
4 5: domain.local aACL_" Imini: ion_REW Security Group - Domain Local
|4 ACL_Groups . R N 2 x ‘
b ) Buitin ACL_Administration_REW Properties
b (] Computers Select Users, Contacts, Computers, Service Accounts, or ... | ? | X
I (=] Domain Controllers
p [7] ForeignSecurityPrincipals
p (2] Groups
M d Service A te More than one object matched the name "adm”. Select one or more names
> (5] Managed Service Accoun from this list, or, reenter the name.
[E| People
I (5] Servers
b 7] Users Matching names:
b 5] Workstations Mame Logon Name (pr...
Administration  Administration
& Administrator Administrator domain Jocal/Us...
<] u EY

Status: Running |

3 B L

=L g

Several names start with adm, we select the global group Administration.
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oy DCO1 on JOHNH - Virtual Machine Connection - 0
File Action Media Clipboard View Help
|RIO@OO N IPIBS |
= Active Directory Users and Computers | - | a | X |
File Action View Help
e oE 48[ XEz Hm 2 aETE%R
] Active Directory Users and Computers [DCD1.doma|| Name Type Description
b [] Saved Queries %ACL_Administration_RE Security Group - Domain Local
4 5: domain.local aACL_" Imini: ion_REW Security Group - Domain Local
= ACL_Groups L . . o x
b ) Buitin ACL_Administration_REW Properties
p 7] Computers
I (=] Domain Controllers
r ForeignSecurityPrincipals Select this object type:
b (2] Groups |Users. Service Accounts, Groups, or Other objects
b [~ Managed Service Accounts
From this location:
[E| People -
p 51 Servers |dcma|nJocaI
B ] Users ) )
Enter the ohject names to select {examples)
b 31 Workstations

Administration ; Ledelse

Add || Remove |

<] u EY

Status: Running

P e
|

=L g

When all names have been underlined (found), press OK.
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DCO01 on JOHNH - Virtual Machine Connection

Active Directory Users and Computers

s nE 48/ XE A PaETIR

- o

] Active Directory Users and Computers [DCD1.doma|| Name Type Description
I (] Saved Queries B2, ACL_Administration_RE Security Group - Domain Local
4 (4 domain.local .Q?J.ACL_Administration_REW Security Group - Domain Local
:__ ACL_Groups B2, ACL_Ledelse RE Security Group - Domain Local
4 - Builtin SiACL_Ledelse_REW Security Group - Demain Local
b - Comp.uters .Q?JACL_Produld:ion_RE Security Group - Demain Local
b :—_ Dor'r!am Cont.rollers i SiACL_Produktlon_REW Security Group - Domain Local
- | ForeignSecurityPrincipals
b [ Managed Service Accounts ACL_Administration_REW Properties |_*
I (2] People
. Members
b B Servers | General | | Member Of | Managed By ‘
b [ Users Members:
b (2] Workstations MName Active Directory Domain Services Folder
SEAdmin\stmﬁon domain local/Groups
SELedeIse domain local /Groups
< m >
H =rrx — 11:07
I = Z R @b oAN 5, 0 oms
Status: Running Qﬂg

We have finished connecting the Administration and Management (Ledelse) departments with the level of

permissions required on the share administration.

Continue adding the correct global groups to the correct remaining domain local groups.

Adding domain local groups to Access Control Lists
We have completed the AGDL part of AGDLA. Accounts are member of Global groups that are now member

of Domain Local groups.

The global groups (each representing a department) have been made member of several domain local
groups, which each specify a level of permission needed for the department on a share.

We are missing the last part, Access List, where we will link the correct domain local groups to the Access

List on each share.



John Have Jensen

©Mercantec 2013
oy FILO1 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help
FO@OO I IV |5
=] Server Manager - || x

Server Manager * Dashboard © Mansge  Tools  View

LI B L Shares = [a] -
% Dashboard Home Share View v @
(-) - T| . v Computer » DATA(E) D|Shares|b| v O| | Search Shares ) |

B All Servers - Favorites MName - Date modified Type Size
L]

B Local Server

#§ File and Storg
e and ~lorg B Desktop Administration 24-04-2013 10:15

&4 Downloads | Ledelse 24-04-201310:13 File folder

=] Recent places J Produktion 24-04-2013 1016 File folder

File folder

4 Libraries
3 Documents
J? Music
[ Pictures

E Videos

Hide

1% Computer
£, Local Disk (C:)
s DATA (E)

| Shares

?j MNetwork

3 iterns

BFA resulis

e P B oA s
Qag

Status: Running

On Fil01 on the extra disk, create a folder per share. It is a good idea to create a root folder for the shares
(like above)
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oy FILO1 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help
FO@OO I IV |5
=] Server Manager - || x

Server Manager * Dashboard Manage  Tools

LA B L Shares HE -

Dashboard Home Share View v 0
i Local Server /(-) - 4 | . v Computer » DATA(E:) » Shares » v O | | Search Shares » |
B All Servers - MName - Date modified Type Size
#§ File and Stor, el
O Administration 24-04-2013 1015 Filefolder |
&4 Downloads Open 24-04-201310:13 File folder
=] Recent places Open in new window 24-04-2013 10:16 File folder
Pin to Start
4 Libraries Share with b _
@ Documents Restore previous versions -
J’ Music Include in library 4
[E5] Pictures
Send t 3
E Videos enate
Cut Hide
1% Computer Copy
i, Local Disk (C) Create shortcut
—a DATA(E) Delete
| Shares Rename
. Properties
€l Network
Jiterns 1 item selected

BFA resulis

B | &

Status: Running

10:16
P> 2 o DAN oy 0 aprs

=L g

Right click the folder Administration and choose Properties
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oy FILO1 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help
FO@OO I IV |5
=] Server Manager - || x

Server Manager * Dashboard YErD  ems
K[l =1 Shares HE“ -
Dashboard Home Share View v

(-) v T| . v Computer » DATA(E:) » Shares W 0| | Search Shares » |

Hi Al Servers ) Name - Date modified Type Size
P [ Favorites
WE File and Storg

B Desktop Administration 24-04-7013 1""1ii|&fc\clsr
& Downloads ] Administration Properties ile folder

1l Recent places - ile folder
‘ General | Sharing |Securi’ry I Previous Versions I Customize |

Local Server

4 Libraries Network File and Folder Sharing
@ Documents Administration -
J} Music 1 | Mot Shared
[E5] Pictures Metwork Path:
E Videos Mot Shared
1% Computer
E, Local Disk (C:) Advanced Sharing
—a DATA (E) Set custom pemmissions, create multiple shares, and set other

advanced sharing options

I@J.ﬂd\ranced Sharing... | |

| Shares

G‘j MNetwork

Jiterns 1 item selected

B | &

Status: Running

P O g
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File Action Media Clipboard View Help
B|IO@OO N IP |6

=

Server Manager

Manage Tools

Server Manager * Dashboard

K[ = Shares HE“ -
IE Dashboard Home Share View v @
i Local Server /(-) - T| . v Computer » DATA(E:) » Shares W 0| | Search Shares » |
B All Servers - MName Date modified Type Size
#§ File and Storg ¢ Favorites
i
U 9 B Desktop Administration 24-04-7013 10:15 File folder
& Downloads ) Administration Properties X file folder
=] Recent places - ile folder
P Advanced Sharing .
izl Libraries []Share this folder =
@ Documents -
X Settings
J’ Music
i Pict Share name:
ICtures
| Administration |
E Videos
Add Remove Hide
S L . :
[} :J- Computer Limit the number of simultaneous users to: 167775
s Local Disk (C:)
— DATA (E) Comments:
| Shares
€ N
Permissions | | Caching |
| OK. | | Cancel | | Apply
Jiterns 1 item selected

| | -

10:17

[Fb = [(b LAt 24-04-2013

B | &

Status: Running
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Tools View

o g W = | Shares HE“ -
% Dashboard Home Share View v @
i Local Server I(-:\ - T| . v Computer » DATA(E:) » Shares W O| | Search Shares » |
B All Servers - E MName - Date modified Type Size
#§ File and Storg ro et
i
U 9 B Desktop Administration 24-04-7013 10:15 File folder
& Downloads ) Administration Properties X |tilefolder
=] Recent places i A o [ 2 [lfilefolder
L Permissions for Administration
4 Libraries
B Documents Share Permissions =
J? Music Group or user names:
[ Pictures E?_JEveryone
E Videos
Hide
1% Computer
£, Local Disk (C:)
o DATA)
| Shares
Pemissions for Everyone Allow Deny
Q”'F Network Full Contral
Change
Read [l
Jitems 1 item selected —|: Leam about access control and permissions d=| =)
oK || caneel |[ ey
[ | hd
M == 10:17
ST E b

Status: Running

=248

When accessing a share (making network access to a folder) the account must go through two Access
Control Lists: A share ACL and an NTFS ACL. The most restrictive ACL will decide the level of access.
Therefore, it is OK to make Full Control permissions to all accounts on the share ACL, because the account
will meet the NTFS ACL afterwards and will be restricted by the level of access here. Click OK two times.
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File Action Media Clipboard View Help
FO@®OO N IP B

- 0 x

=] Server Manager

Manage Tools

Server Manager * Dashboard

W[ = Shares =[a] x| -
& Dashboard Home Share View v
i Local Server /(-) - T| . » Computer » DATA(E) » Shares » W 0| | Search Shares » |
B All Servers - MName - Date modified Type Size
#§ File and Storg o Fevortes
U # g B Desktop Administration 24-04-2012 10:15 ile folder
% Downloads |3 Administration Properties - ile folder
1l Recent places ile folder
General | Sharing
4 Libraries Object name:  E:\SharesAdministration
@ Documents =
) Group or user names:
o Music TYCREATOR OWNER
[E=] Pictures 2, 5YSTEM
E Videos %ﬂdm\nlstmtors (FILOT"Administratars)
% Users (FILO1\Users) Hide
e
“ ‘_J_ Compute.r To change pemissions. click Edit.
&= Local Disk (C) Permissions for CREATOR
—a DATA(E) OWNER Allow Deny
" Shares Full control -~
Modify ||
ﬁ'“‘ Metwork Read & execute =
List folder contents
Read
Write e
For special ¢ -
i Adm
Leam about access control and permissions
Jiterns 1 item selected
Cancel HApply
| -
M = 10:18
1z u:._._] P> 2 o DAN oy aprs

Status: Running |

We will configure the NTFS ACL, which is located under the Security tab.
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File Action Media Clipboard View Help
FO@OO I IV |5
=] Server Manager - || x

Server Manager * Dashboard Manage  Tools

o [F = Shares HE“ -
J Advanced Security Settings for Administration I;Ii-b

B Local Server

ii All Servers MName: E:\Shares\Administration
ii File and Stord Owner: Administrators (FILOT\Administrators) '\‘i' Change
Permissions Share Auditing | Effective Access |

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
82, Allow  Administrators (FILOT\Admini... Full control MNone This folder only
3_34 Allow  CREATOR OWNMER Full contrel Parent Object Subfolders and files only
..‘PJ Allow  SYSTEM Full control Parent Object This folder, subfolders and files
82, Allow  Administrators (FILOT\Admini... Full control Parent Object This folder, subfolders and files Hide
3_34 Allow  Users (FILOT\Users) Special Parent Object This folder and subfolders
..‘3_34 Allow  Users (FILOT\Users) Read & execute Parent Object This folder, subfolders and files
Add Remove View

Disable inheritance

[ Replace all child object permission entries with inheritable permission entries from this ohject

Apply

Close Cancel Apply

BFA resulis

Jiterns 1 item selected

10:19
P> %2 o DAN oy gt

B | &

Status: Running
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File Action Media Clipboard View Help
FO@OO I IV |5
=] Server Manager - || x

Server Manager * Dashboard 2| P Monage  Toos

o [x = | Shares H “ -
. Advanced Security Settings for Administration = b

i Local Server
ii All Servers Mame: E:\Shares\Administration
iﬁ File and 5tord Owner:

B;cxk Inheritance -

Permissions
A What would you like to do with the current inherited permissions?

For additional il = Hit (if available).
You are about to block inheritance to this chject, which means that permissions

Permission entri inherited from a parent chject will no longer be applied to this object.

< Convert inherited permissions into explicit permissions on

this ObjE.‘C't. files only
folders and files
< Remove all inherited permissions from this object. folders and files Hide
subfolders

folders and files

Cancel

Add Remove View

Disable inheritance

[ Replace all child object permission entries with inheritable permission entries from this ohject

Close Cancel Apply

BFA resulis

Jiterns 1 item selected

w
[ |

a u:u_.] S pan o, i

24-04-2013
|

=L g

Status: Running
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File Action Media Clipboard View Help
FO@OO I IV |5
=] Server Manager - || x

Server Manager * Dashboard Manage  Tools

o [F = Shares HE“ -
J Advanced Security Settings for Administration I;Ii-b

B Local Server

ii All Servers MName: E:\Shares\Administration
ii File and Stord Owner: Administrators (FILOT\Administrators) '\‘i' Change
Permissions Share Auditing | Effective Access |

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
.PJ Allow  Administrators (FILOT\Admini...  Full contrel Meone This folder, subfolders and files
3_34 Allow  CREATOR OWNMER Full contrel Mone Subfolders and files only
..‘PJ Allow  SYSTEM Full control Mone This folder, subfolders and files
2, Allow  Users (FILOT\Users) Special MNone This folder and subfolders Hide
3_34 Allow  Users (FILOT\Users) Read & execute Mone This folder, subfalders and files
Add Remove View

Enable inheritance

[ Replace all child object permission entries with inheritable permission entries from this ohject

oK H Cancel || Apply

Close Cancel Apply

BFA resulis

Jiterns 1 item selected

B | &

Status: Running |

10:19
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i Local Server
ii All Servers

iﬁ File and Stord
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- o

Tools

4 Libraries

GI'DLID Qr user names:

K[ = Shares HE“ -
Home Share View v 0
/) - T| ¢ Computer » DATA(E) » Shares » ] 0| | Search Shares »p |
L - = == Type Size
[ F it = - - -
Fo ravorites n Administration Properties -
B Desktop File folder
Downloads General | Sharing | Securty | Previous Versions | Customize File folder
£
il Recent places Object name:  EX\Shares'\Administration File folder

) Documents 52 CREATOR OWNER =
J Musi B2, 5YSTEM
usic %Administmtors (FILO1\Administratars)
[E] Pictures B2, Users (FILOT"Users)
E Videos
To change ¢ m Hide
L Ne t Pemissions for CREATOR
= omputer OWNER Alow Dery
i Local Disk (C:
= ) Full control ~
—a DATA(E) Modfy
" Shares Read & execute =
List folder contents L |
G‘j MNetwork Read
Write v
For special permissions or advanced settings,
click Advanced.
Leam about acoess control and permissions
Cancel HApply
Jiterns 1 item selected
BFA results
w
M 10:20
| & R o v

Status: Running
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- o

Manage Tools

W[ = Shares = 1=l x| -
Dashboard Home Share View v
i Local Server /(-) - T| . » Computer » DATA(E) » Shares » W O| | Search Shares » |
B All Servers - avorites " - Do ik - Type Size
= L P - -
¥E File and Storg b Administration Properties
B File and storg B Desktop File folder
4 Downloads | General I Sharing | Securty | Previous Versions I Customize | File folder
=] Recent places L e , folder

4 Libraries
@ Documents

J’ Music

[E5] Pictures

E Videos

—u DATA (E)

. Shares

G‘j MNetwork

Jiterns 1 item selected

| Permissions for Administration

Security

Object name:  E\Shares\Administration

GI’BLID Or user Nnames:

52, CREATOR OWNER
2, 5YSTEM
52, Administrators (FILO1\Administrators)

Y Users (FILDT\Users)

Pemissions for Users Alow Dery
Full control O O o~
Modify ] [
Read & execute ] =
List folder contents O
Read [

Leam about access control and pemissions

Hide

e o

P O 0

Status: Running |

Default all users have read access. We will remove this.

=L g



John Have Jensen

©Mercantec 2013
oy FILO1 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help
FO@OO I IV |5
=] Server Manager - || x

Server Manager * Dashboard © Mansge  Tools  View

o g W = | Shares HE“ -
% Dashboard Home Share View v @
i Local Server /(-) - T| . v Computer » DATA(E:) » Shares » W O| | Search Shares » |
7 All Servers " - n I o
= W Favorites ¢ 2 = x Type pas
&% File and Stord [ Administration Properties
B Desktop File folder
4 Downloads | General I Sharing | Securty | Previous Versions I Customize | File folder
=] Recent places L e L | ile folder
L Permissions for Administration
4 Libraries b
= Securi =
j Documents iy -
J? Music Object name:  E:\Shares\Administration
[&5) Pictures Group or user names:
E {2, CREATOR OWNER )
2, 5YSTEM Hide
1% Computer f .Sﬂﬂdministmtors (FILD1 Administratars)
£, Local Disk (C:) l
s DATA (E)
| Shares
s Pemissions for CREATOR
€ Network WNER Alow Deny
; Full corttrol
d Modify
Read & execute
4 List folder contents
— Read
Titerns 1 item selected Leam about access control and permissions
[ox ] [Ccoms ] [ ]
| | -
M == 10:20
ST E b

Status: Running | Qag

The buildin group Creator Owner is a special group that represents accounts that have created an object (In
this case: A file or folder). If you create a new folder, only you will be Creator Owner of the folder.
Therefore, we can safely give Full Control to the Creator Owner group, which (among other things) means
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that accounts can delete files and folder they have created.
o FILO1 on JOHNH - Virtual Machine Connection - 0
File Action Media Clipboard View Help
@ 0@ O nlpls
= Server Manager - || x

Server Manager * Dashboard

o [ 4 = |

Shares

Manage

Tools

View

{88 Dashboard Home Share View v @
§ Local Server ’(—) - T| J » Computer » DATA(E) » Shares » v O| | Search Shares -] |
= Fy
HE All Servers oot rr N e o x Type Size
= ™ . : :
&% File and Stora | Administration Properties
U B Desktop File folder
4 Downloads | General I Sharing | Securty | Previous Versions I Customize | File folder
=] Recent places = | File folder

1% Computer

Permissions for Administration

=]

n

1
domain local
Enter the ob)

| [ Locations... Il

- Libraries _
“ Select Users, Computers, Service Accounts, or Groups _ =
@ Documents
J’ Music Select this object type:
[E5] Pictures |U5er5. Groups, or Buit-n security principals | | Object Types |
B videos From this location:

Hide

i, Local Disk (C)
= DATA(E) acl_ad Check Names
| Shares
@ Network
] Full control O [~
4| | Modty 0 I
Read & exscute O =
4 List folder contents O
— Read O W
Jiterns 1 item selected Leam about access control and pemissions
ok ][ Coea ] [_rom |
] s 1021
a =" [ 8 3 paN 24-04-2013

Status: Running

We are searching for ACL groups for the administration share.

=84&.
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oy FILO1 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help
FO@OO I IV |5
=] Server Manager - || x

Server Manager * Dashboard & Manage  Tools

K[l =1 Shares HE“ -

Dashboard Home Share View v
i Local Server /(-) - 4 | . » Computer » DATA(E) » Shares » v O | | Search Shares » |
fi Al Servers " - oo I -
= [ Favorites .- = = x Type pas
¥ File and Storg bs Administration Properties
Bl Desktop File folder
4 Downloads | General I Sharing | Securty | Previous Versions I Customize | File folder
1l Recent places - P N | File folder
b Permissions for Administration X
4 Libraries i _
ﬂ@ b . Select Users, Computers, Service Accounts, or Groups ? BS ‘ =
oCuments
! Music Multiple Names Found .
[E5] Pictures
More than one object matched the name "acl_ad". Select one or more names
B videos ] from this list, or, reenter the name.
T Hide
L Computer i Matching names:
E' Local Disk (C:) r ame Logon Name (pr...  E-Mail Address Description In Folder
— DATA (E) ACL_Administration_RE  ACL_Administrati
AACL_Administration_REW ACL_Administrati...
. Shares
Gh MNetwork
A
L=
4
< ] [ >
_OK _Cancel
Jiterns 1 item selected _
o [ o J[ o ]|
| | -
- . 10:22
a u.:._._] P 2 o DAN oy agrs

Status: Running | gﬂﬁ

There are two ACL groups for the Administration share. Mark both and click OK twice.
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File Action Media Clipboard View Help
FO@OO I IV |5
=] Server Manager - || x

Server Manager * Dashboard Manage  Tools

o [ = | Shares HE“ -

Dashboard Home Share View v
i Local Server /(-) - T| . v Computer » DATA(E:) » Shares » W 0| | Search Shares » |
W& All Servers - vortes " - . g - Type Fr
= L P - -
¥E File and Storg | Administration Properties
i File and storg B Desktop File folder
4 Downloads | General I Sharing | Securty | Previous Versions I Customize | File folder
=] Recent places L e L ile folder
Permissions for Administration
4 Libraries b
Securi =
@ Documents iy -
J’ Music Object name:  E:\Shares\Administration
=] Pictures Group or user names:
EE videos |\ [ 52, ACL_Adminisiration_RE (DOMAINVACL_Admirnistration_RE) )
2, ACL_Administration_REW (DOMAIN'ACL_Admiristration_R... Hide
1% Computer 52, CREATOR OWNER
i, Local Disk (C2) f 8, 5YSTEM
., DATAE) B2, Administrators (FILD1\Administrators)
| Shares
G Pemissions for
M Network ACL_Administration_REW Alow Dery
; Read & execute [l ~
d List folder contents O
Read
L Write
— Special pemissions v
Jitems 1 item selected Leam about access control and permissions
[ ok || canced |[ sopy
| | -
M = 10:22
el o b

Status: Running | Qag

Mark the REW group and check the permissions needed as specified by the group name.
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Tools

- o

View

W[ = Shares =[a] x| -
% Dashboard Home Share View v @
i Local Server /(-) - T| . » Computer » DATA(E) » Shares » W 0| | Search Shares » |
fi Al Servers " - oo I -
= 4.0 Favorites .- = = x Type pas
¥ File and Storg b Administration Properties
B Desktop File folder
4 Downloads | General I Sharing | Securty | Previous Versions I Customize | File folder
=] Recent places o L ile folder
Permissions for Administration
4| 4 Libraries b
Securi =
3 @ Documents iy -
[ J’ Music Object name:  E:\Shares\Administration
b [ Pictures Group or user names:
4 E A ACL Administration_RE (DOMAINVACL_Administration_RE) X
82 ACL_Administration_REW (DOMAIN\ACL_Administration_R... Hide
48 Computer f 52, CREATOR OWNER
b i, Local Disk (C:) f 8, 5YSTEM
ey DATAGE) B2, Administrators (FILD1\Administrators)
[+ . Shares
|
G Pemissions for
b ¥ Network ACL_Administration_RE Alow Dery
H Full control O O
j Modfy O Ul
Read & execute
4 List folder cortents
(— Read O
ARLo 1 1 i
Jitems 1 item selected Leam about access control and permissions
) - | [~
| | -
- — 10:23
| & | = PR O s

Status: Running |

=L g

The RE group need no changes, as Read & Execute is default. List folder contents and Read is a part of Read

& execute.
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Manage Tools View

o g W = | Shares
% Dashboard Home Share View v @
i Local Server /(-) - T| . v Computer » DATA(E:) » Shares » W 0| | Search Shares » |
B All Servers - MName - Date modified Type Size
#§ File and Storg ¢ Favorites
U g B Desktop | Administration 24-04-201310:15  File folder
&4 Downloads . Ledelze 24-04-2013 10:15 File folder
1l Recent places )P Ledelse Properties X | bider
. Gi Issit
=3 Libraries E Permissions for Ledelse
@ Documents qd Securty =
J’ Music d
" T Object name:  E)\Shares'\Ledelse
[E5] Pictures
E Videos Group or user names:
82 ACL_Ledelse_RE (DOMAIN'ACL_Ledelse_RE) Hide
1 Computer %ACL_LedeIse_REW{DOMAIN\ACL_LedeIse_HEW}
. 4 CREATOR OWNER
HH n . )
s Local Disk (C:) 1 iﬂSYSTEM
a DATA(E] A %Administmtors (FILOTAdministrators)
| Shares g
. Remaove
O Nework - [ Renove_|
'ermissions for
ACL_ledelse_REW Allow Deny
Read & exscute O ~
List folder cortents O
i Read O |z
E Write i O
Special permissions W
Jitems 1 item selected 4
Leam about access control and permissions
BFATES —
oK |[ Cancel |[ Aeply |
v
o T
- — 10:24
ST E b

Status: Running |

=L g

Share the last two folders; add the correct groups and the correct level of permissions. Ledelse
(Management) NTFS ACL is shown above.
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- o

Manage Tools

o g W = | Shares HE“ -
Dashboard Home Share View v
Local Server /(-) - T| . v Computer » DATA(E:) » Shares » W 0| | Search Shares » |
B All Servers cE MName - Date modified Type Size
#§ File and Storg ro et
i
U 9 B Desktop . Administration 24-04-2013 10:15 File folder
&4 Downloads | Ledelse 24-04-2013 10:15 File folder
=l Recent places | Prod| | Produktion Properties X | fr
=5 Libraries |4 Permissions for Produktion
@ Documents d | Securty =
J’ Music
&) Pictures E Object name:  E\Shares"\Produltion
E Videos Group or user names:
82, ACL_Produktion_RE (DOMAIN'ACL_Produktion_RE) Hide
L Computer E_.LACL_F‘mduk'hon_REW {DOMAIN'ACL_Produktion_REW)
. Local Disk (C2) | 52, CREATOR OWNER
= Local Disk (C: 1 2, 5YSTEM
a DATA(E] %Administﬁnors (FILO1 Administratars)
| Shares H
. Remove
O Nework B [_Remove_|
Pemnissions for
ACL_Produktion_REW Allow Deny
Read & execute (-
List folder contents O
4 Read O |z
A Write O
d - N
Special permissions w
Jitems 1 item selected 1
b Leam about access control and pemissions
BFATTesul
ok |[ camcel |[ ek |
T T T -
- . 10:25
el o b

Status: Running |

This is the Produktion (Production) NTFS ACL.

=L g
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If Access Management has been configured correctly, the users should now have access to the three shares

in relation to the scheme.

L3 DCO1 on JOHNH - Virtual Machine Connection

File Action Media Clipboard View Help

SO@OO0 HNPMES
E Active Directory Users and Computers

- o N

|
|=|a] x |

File Action View Help

I ERN IR EFEEN RS R 4K

3 Active Directory Users and Computers [DC01.domal|| Name

Type
b [] Saved Queries 52, Administration Security Group - Global
4 ii domain.local %Ledelse

Security Group - Global
[2] ACL Groups a Produktion —eculﬂy Group - Global
b [ Buiin 2, 5alg Security Group - Global
p [ Computers
I+ (2] Domain Controllers
b [7] ForeignSecurityPrincipals

Description

[Z] Groups
[ Managed Service Accounts
p (2] People
b [5] Servers Name Active Directory Domain Services Folder
b [ Users ACL_Administration_RE domain local/ACL_Groups

I [2] Workstations ACL_Ledelse_RE domain local/ACL_Groups

ACL_Produktion_REW domain local/ACL_Groups

<l

in the Global Catalog. such as universal groups.

This list displays only groups from the cumrent domain and groups maintained

<] ] [ >

Status: Running |

B ol

=L g

Under properties of the global group Produktion (Production) and under the Member Of tab we can easily
see which permissions the department has. This method for Access Management is self-documenting.
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[=18] = |

e

File Action Media Clipboard View Help
|RIO@OO N IPIBS

=

File Action View Help

e e F 8| XEBdE Bm P aETER

b | Saved Queries
4 ﬁ domain.local
[ ACL_Groups
I ] Builtin
p 7] Computers
I (=] Domain Controllers
p [7] ForeignSecurityPrincipals
|2 Groups
b [~ Managed Service Account:
[E| People
I (5] Servers
B ] Users
b 31 Workstations

<] ] [

3 Active Directory Users and Computers [DC0T.doma

Description

MName Type

%Admini;tration Security Group - Global

% Ledelse Security Group - Global

52, Produktion Security Group - Global

% Salg Security Group - Global
Produktion Properties ?| X

Members:

Name:

s Peter Petersen

Active Directory Domain Services Folder

domain local/People/Site2/Produldion

Status: Running |

User logon name:

|pepe| ‘ | @&domain local

User logon name {pre-Windows 2000):

|DOMAIN\ \ |pepe

[ LogonHous.. | [ LogOnTe.. |

[ Unlock accourt

Account options:

[ User must change password at next logon
[ User cannot change password

[[] Password never expires

[[] Store password using reversible encryption

B ol

=L g

Under the Members tab, we can see which users are member of the global group (The department). If we
double click on Peter and go to the tab Account, we can see the user logon name: pepe.
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oy Klient01 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help
FO@WOO NIk (kD

Other user

Status: Running - ’Y! i;-‘

We will test the permissions by logging onto KlientO1 with Peter.
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oy Klient01 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help

@3 @O uPkiES

Search

A p pS Results for “\\filOT\” Apps

Administration

No apps match your search.

Ledelse

Produktion

Apps

Settings

Billeder

Bing

Finans

Internet Explorer

Status: Running = ’E iil

At the Windows 8 start screen type: \\fil01\ and the computer will list the shares on Fil01 as shown above.

Press enter to open Windows Explorer.
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o Klient01 on JOHNH - Virtual Machine Connection

File Action Media Clipboard View Help

|RIO@OO NP IS

Home Share View

1 M Network » fil01 »

Administration
e % £ Share
j Downloads -
5] Recent places Produktion
. J Share
¢

| Libraries
Documents
Ji Music

[E5] Pictures

! Videos
1% Computer

f! Metwork

3 iterns

Status: Running |

v &

Ledelse
. = Share
=

Search fil01

_

winuuws o ciiwelprise Evaluation
Windows License valid for 84 days
Build 9200

[=- §2 dx DAN

Open the Administration share.
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o Klient01 on JOHNH - Virtual Machine Connection

File Action Media Clipboard View Help

|RIO@OO NP IS

Home Share View

* 1 o » Network » fil0l » Administration

-

4 * Favorites Mame

B Desktop
j Downloads
(E Recent places

[ Libraries
Documents
Ji Music

[E5] Pictures

! Videos

1% Computer

f! Metwork

0 itemns

Status: Running |

This folder is empty.

_

Search Administration

Type Size

winuuws o ciiwelprise Evaluation
Windows License valid for 84 days
Build 9200

[=- §2 dx DAN

If the folder opens, Peter has read access, otherwise an access denied message would appear.
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File Action Media Clipboard View Help

|RIO@OO NP IS |

Administration = =

Home Share View v 0

@ * 1 o » Network » fil0l » Administration v O Search Administration o

ﬁ Eavorites Mame Date modified Type Size

= Desktop This folder is empty.
Downloads

(E Recent places

| Libraries You need permission to perform this action
Documents @
Ji Music
[E5] Pictures

! Videos

Adrinistration

1% Computer

f! Metwork

0 items
crprise Evaluation

Windows License valid for 84 days
Build 9200

[=- §2 dx DAN

Status: Running | @ Ba

Try to create a folder or file. The above message should appear because the Production department should
not have write access to the administration share.
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o Klient01 on JOHNH - Virtual Machine Connection
File Action Media Clipboard View Help

|RIO@OO NP IS

File Home Share iew
fil01 » Administration v O

* Eavorites Mame Date modified
B Desktop

j Downloads
(E Recent places

This folder is empty.

| Libraries
Documents
Ji Music

[E5] Pictures

! Videos

1% Computer

f! Metwork

0 itemns

Status: Running |

_

Search Administration

Type Size

winuuws o ciiwelprise Evaluation
Windows License valid for 84 days
Build 9200

[=- §2 dx DAN

Jump back by clicking fil01 and open the Produktion (Production) share.
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o Klient01 on JOHNH - Virtual Machine Connection = [
File Action Media Clipboard View Help

|RIO@OO NP IS |

Home Share View

@ * 1 L » Network » filD1 » Produktion » v O Search Produktion

-

ﬁ Eavorites Mame Date modified Type Size

B Desktop i New fo 24-04-2013 10:36 File folder
Li. Downloads
(E Recent places

| Libraries
Documents
Ji Music
[E5] Pictures

! Videos
1% Computer

f! Metwork

Titern 1 itern selected
winuuws o ciiwelprise Evaluation
Windows License valid for 84 days

10:
24-(

Status: Running | @ Ba

[=- §2 dx DAN

You should be able to create a file or folder her, as the Production department has write access to the
production share.

As the write permission does not allow deletion of objects, Peter will get this permission from his
membership of the system group Creator Owner, which has Full Control.
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File Action Media Clipboard View Help
S O@OO NP MBS .

File Action View Help

e ol B EoE B T aETaER

] Active Directory Users and Computers [DCD1.doma|| Name Type Description
b [ Saved Queries %ACL_Admini;tration_RE Security Group - Domain Local
4 52 domain.local %ACL_Administration_REW Security Group - Domain Local

|51 ACL_Groups %ACL_LedeIse_RE Security Group - Domain Local
b [ Builtin B2, ACL_Ledelse_REW Security Group - Domain Local
»E Comp.uters %ACL_Produktion_RE Security Group - Demain Local
b (2] Domain Controllers %ACL_Produktlon_REW Security Group - Domain Local
p [7] ForeignSecurityPrincipals

(2] Groups
b [~ Managed Service Accounts
[E| People
I (5] Servers
B ] Users
b 31 Workstations

<] ] [ >

B ol

Status: Running | @ Ba

If other users need any of the above permissions, this can be controlled from Active Directory Users and
Computers solely, by managing group memberships. No changes are necessary on Fil01.

If later, the need arises, for other types of permissions, new ACL groups must be created and one would
have to go through the process again with global group membership of ACL groups (domain local) and
adding the ACL groups to the ACL on the fileserver.



